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CHAPTER 1

aries_cloudagent package

Aries Cloud Agent.

1.1 Subpackages

1.1.1 aries_cloudagent.admin package

Subpackages

aries_cloudagent.admin.tests package
Submodules
aries_cloudagent.admin.tests.test_admin_server module

class aries_cloudagent.admin.tests.test_admin_server.TestAdminServerApp ( *args,
*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

get_admin_server () — aries_cloudagent.admin.server. AdminServer

get_application ()
Override the get_app method to return your application.

outbound_message_router (*args)
test_index ()

test_start_bad settings ()
test_start_stop ()

test_status()
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test_swagger ()

test_websocket ()

class aries_cloudagent.admin.tests.test_admin_server.TestAdminServerWebhook (*args,

Bases: sphinx.ext.autodoc.importer._MockObject
get_admin_server () — aries_cloudagent.admin.server. AdminServer

get_application ()
Override the get_app method to return your application.

outbound_message_router ( *args)
receive_hook (request)
setUpAsync ()

test_webhook ()

Submodules
aries_cloudagent.admin.base_server module

Abstract admin server interface.

class aries_cloudagent.admin.base_server.BaseAdminServer
Bases: abc.ABC

Admin HTTP server class.

add_webhook_target (target_url: str, topic_filter: Sequence[str] = None, retries: int = None)
Add a webhook target.

remove_webhook_target (farget_url: str)
Remove a webhook target.

send_webhook (fopic: str, payload: dict)
Add a webhook to the queue, to send to all registered targets.

start () — None
Start the webserver.

Raises AdminSetupError — If there was an error starting the webserver

stop () — None
Stop the webserver.

aries_cloudagent.admin.error module

Admin error classes.

exception aries_cloudagent.admin.error.AdminError (*args, error_code: str = None,
**kwargs)
Bases: aries cloudagent.error.BaseError
Base class for Admin-related errors.

exception aries_cloudagent.admin.error.AdminSetupError (*args, error_code: str =

None, **kwargs)
Bases: aries cloudagent.admin.error.AdminError

**kwargs)
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Admin server setup or configuration error.

aries_cloudagent.admin.routes module

Register default routes.

aries_cloudagent.admin.routes.register_module_routes (app:
<sphinx.ext.autodoc.importer._MockObject

object at 0x7fba4a03db00> )
Register default routes with the webserver.

Eventually this should use dynamic registration based on the currently-selected message families.

aries_cloudagent.admin.server module

Admin server classes.

class aries_cloudagent.admin.server.AdminModulesSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Schema for the modules endpoint.

result
Used by autodoc_mock_imports.

class aries_cloudagent.admin.server.AdminResponder (send: Coroutine[T_co, T_contra,
V_co], webhook: Coroutine[T_co,

T _contra, V_co], **kwargs)
Bases: aries cloudagent.messaging.responder.BaseResponder

Handle outgoing messages from message handlers.

send_outbound (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Send outbound message.

Parameters message — The OutboundMessage to be sent

send_webhook (fopic: str, payload: dict)
Dispatch a webhook.

Parameters
* topic - the webhook topic identifier

* payload - the webhook payload value

class aries_cloudagent.admin.server.AdminServer (host: str,  port: int, context:
aries_cloudagent.config.injection_context.InjectionContext,
outbound_message_router: Corou-

tine[T _co, T _contra, V_co])
Bases: aries cloudagent.admin.base_server.BaseAdminServer

Admin HTTP server class.

add_webhook_target (target_url: str, topic_filter: Sequence[str] = None, retries: int = None)
Add a webhook target.

complete_webhooks ()
Wait for all pending webhooks to be dispatched, used in testing.

make_application () — <sphinx.ext.autodoc.importer._MockObject object at Ox7tbada0e4128>
Get the aiohttp application instance.

1.1. Subpackages 3
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modules_handler (request: <sphinx.ext.autodoc.importer._MockObject object at 0x7fba4a0e4128>)
Request handler for the loaded modules list.

Parameters request — aiohttp request object
Returns The module list response

on_startup (app: <sphinx.ext.autodoc.importer._MockObject object at O0x7fba4a0e4128>)
Perform webserver startup actions.

redirect_handler (request: <sphinx.ext.autodoc.importer._MockObject object at

Ox7fba4a0e4128>)
Perform redirect to documentation.

remove_webhook_target (farget_url: str)
Remove a webhook target.

send_webhook (fopic: str, payload: dict)
Add a webhook to the queue, to send to all registered targets.

start () — None
Start the webserver.

Raises AdminSetupError — If there was an error starting the webserver

status_handler (request: <sphinx.ext.autodoc.importer._MockObject object at Ox7fba4a0e4128>)
Request handler for the server status information.

Parameters request — aiohttp request object
Returns The web response

status_reset_handler (request: <sphinx.ext.autodoc.importer._MockObject  object  at

Ox7fba4a0e4128>)
Request handler for resetting the timing statistics.

Parameters request — aiohttp request object
Returns The web response

stop () — None
Stop the webserver.

websocket_handler (request)
Send notifications to admin client over websocket.

class aries_cloudagent.admin.server.AdminStatusSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Schema for the status endpoint.

class aries_cloudagent.admin.server.WebhookTarget (endpoint: str, topic_filter: Se-
quence[str] = None, retries: int =
None)
Bases: object
Class for managing webhook target information.

topic_filter
Accessor for the target’s topic filter.

1.1.2 aries_cloudagent.cache package
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Subpackages

aries_cloudagent.cache.tests package
Submodules
aries_cloudagent.cache.tests.test_basic_cache module

class aries_cloudagent.cache.tests.test_basic_cache.TestBasicCache
Bases: object

test_flush (cache)
test_get_none (cache)
test_get_valid (cache)
test_set_dict (cache)
test_set_expires (cache)
test_set_str (cache)

aries_cloudagent.cache.tests.test_basic_cache.cache ()

Submodules
aries_cloudagent.cache.base module

Abstract base classes for cache.

class aries_cloudagent.cache.base.BaseCache
Bases: abc.ABC

Abstract cache interface.

clear (key: str)
Remove an item from the cache, if present.

Parameters key — the key to remove

flush ()
Remove all items from the cache.

get (key: str)
Get an item from the cache.

Parameters key — the key to retrieve an item for
Returns The record found or None

set (key: str, value: Any, ttl: int)
Add an item to the cache with an optional ttl.

Parameters
* key — the key to set an item for
¢ value - the value to store in the cache

e tt1 — number of second that the record should persist

1.1. Subpackages 5


https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/abc.html#abc.ABC

Aries Cloud Agent Python Documentation

aries_cloudagent.cache.basic module

Basic in-memory cache implementation.

class aries_cloudagent.cache.basic.BasicCache
Bases: aries cloudagent.cache.base.BaseCache

Basic in-memory cache class.

clear (key: str)
Remove an item from the cache, if present.

Parameters key — the key to remove

flush ()
Remove all items from the cache.

get (key: str)
Get an item from the cache.

Parameters key — the key to retrieve an item for
Returns The record found or None

set (key: str, value: Any, ttl: int = None)
Add an item to the cache with an optional ttl.

Overwrites existing cache entries.
Parameters
* key - the key to set an item for
* value - the value to store in the cache

* tt1 — number of seconds that the record should persist

1.1.3 aries_cloudagent.config package

Subpackages

aries_cloudagent.config.tests package
Submodules
aries_cloudagent.config.tests.test_injection_context module

class aries_cloudagent.config.tests.test_injection_context.TestInjectionContext (*args,
*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

setUp ()

test_inject_scope()
Test a scoped injection.

test_inject_simple()
Test a basic injection.

test_settings_init ()
Test settings initialization.
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test_settings_scope ()
Test scoped settings.

test_simple_scope ()
Test scope entrance and exit.

aries_cloudagent.config.tests.test_injector module

class aries_cloudagent.config.tests.test_injector.MockInstance (value,
**kwargs)
Bases: object

open ()

class aries_cloudagent.config.tests.test_injector.MockProvider (value)
Bases: aries cloudagent.config.base.BaseProvider

provide (settings: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

class aries_cloudagent.config.tests.test_injector.TestInjector (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

setUp ()

test_bad_provider ()
Test empty and invalid provider results.

test_inject_cached()
Test a provider class injection.

test_inject_class()
Test a provider class injection.

test_inject_class_dependency ()
Test a provider class injection with a dependency.

test_inject_class_name ()
Test a provider class injection with a named class.

test_inject_provider ()
Test a provider injection.

test_inject_simple()
Test a basic injection.

test_settings_init ()
Test settings initialization.

aries_cloudagent.config.tests.test_settings module

class aries_cloudagent.config.tests.test_settings.TestSettings (methodName="runTest’)
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_get_formats ()
Test retrieval with formatting.

1.1. Subpackages 7
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test_remove ()
Test value removal.

test_set_default ()
Test default value.

test_settings_init ()
Test settings initialization.

Submodules
aries_cloudagent.config.base module

Configuration base classes.

class aries_cloudagent.config.base.BaseInjector
Bases: abc.ABC

Base injector class.

copy () — aries_cloudagent.config.base.Baselnjector
Produce a copy of the injector instance.

inject (base_cls: type, settings: Mapping[str, object] = None, *, required: bool = True) — object
Get the provided instance of a given class identifier.

Parameters

¢ cls — The base class to retrieve an instance of

* settings — An optional mapping providing configuration to the provider
Returns An instance of the base class, or None

class aries_cloudagent.config.base.BaseProvider
Bases: abc.ABC

Base provider class.

provide (settings: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

class aries_cloudagent.config.base.BaseSettings
Bases: collections.abc.Mapping, typing.Generic

Base settings class.

copy () — aries_cloudagent.config.base.BaseSettings
Produce a copy of the settings instance.

extend (other: Mapping/[str, object]) — aries_cloudagent.config.base.BaseSettings
Merge another mapping to produce a new settings instance.

get_bool (*var_names, default=None) — bool
Fetch a setting as a boolean value.

Parameters
e var_names — A list of variable name alternatives

e default — The default value to return if none are defined

8 Chapter 1. aries_cloudagent package
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get_int (*var_names, default=None) — int
Fetch a setting as an integer value.

Parameters
e var_ names — A list of variable name alternatives
e default — The default value to return if none are defined

get_str (*var_names, default=None) — str
Fetch a setting as a string value.

Parameters
e var_names — A list of variable name alternatives
e default — The default value to return if none are defined

get_value (*var_names, default=None)
Fetch a setting.

Parameters

* var_names — A list of variable name alternatives

¢ default - The default value to return if none are defined
Returns The setting value, if defined, otherwise the default value

exception aries_cloudagent.config.base.ConfigError (*args, error_code: str = None,
**kwargs)
Bases: aries cloudagent.error.BaseError

A base exception for all configuration errors.

exception aries_cloudagent.config.base.InjectorError (*args, error_code: str = None,
**kwargs)
Bases: aries cloudagent.config.base.ConfigError

The base exception raised by Baselnjector implementations.

exception aries_cloudagent.config.base.ProviderError (*args, error_code: str = None,
**kwargs)
Bases: aries cloudagent.config.base.ConfigError

The base exception raised by BaseProvider implementations.

exception aries_cloudagent.config.base.SettingsError (*args, error_code: str = None,
**kwargs)
Bases: aries_cloudagent.config.base.ConfigError

The base exception raised by BaseSettings implementations.

aries_cloudagent.config.injection_context module

Injection context implementation.

class aries_cloudagent.config.injection_context.InjectionContext (¥,  settings:
Mapping|str,
object] =
None, en-
force_typing:
bool = True)
Bases: aries_cloudagent.config.base.Baselnjector

1.1. Subpackages
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Manager for configuration settings and class providers.

ROOT_SCOPE = 'application'

copy () — aries_cloudagent.config.injection_context.InjectionContext
Produce a copy of the injector instance.

inject (base_cls: type, settings: Mapping[str, object] = None, *, required: bool = True) — object

Get the provided instance of a given class identifier.
Parameters
¢ cls — The base class to retrieve an instance of
* settings — An optional mapping providing configuration to the provider
Returns An instance of the base class, or None

injector
Accessor for scope-specific injector.

injector_for_scope (scope_name: str) — aries_cloudagent.config.injector.Injector
Fetch the injector for a specific scope.

Parameters scope_name — The unique scope identifier

scope_name
Accessor for the current scope name.

settings
Accessor for scope-specific settings.

start_scope (scope_name: Str, settings: Mapping|str, object] =

aries_cloudagent.config.injection_context.InjectionContext
Begin a new named scope.

Parameters

* scope_name — The unique name for the scope being entered

* settings — An optional mapping of additional settings to apply
Returns A new injection context representing the scope

update_settings (settings: Mapping[str, object])
Update the scope with additional settings.

exception aries_cloudagent.config.injection_context.InjectionContextError (*args,

Bases: aries_cloudagent.config.base.InjectorError

Base class for issues in the injection context.

class aries_cloudagent.config.injection_context.Scope (name, injector)
Bases: tuple

injector
Alias for field number 1

name
Alias for field number O

er-
ror_code:
Str

None,
**kwargs)

10
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aries_cloudagent.config.injector module

Standard Injector implementation.

class aries_cloudagent.config.injector.Injector (settings: Mapping[str, object] = None,

enforce_typing: bool = True)
Bases: aries cloudagent.config.base.Baselnjector

Injector implementation with static and dynamic bindings.

bind_instance (base_cls: type, instance: object)
Add a static instance as a class binding.

bind_provider (base_cls: type, provider: aries_cloudagent.config.base.BaseProvider, *, cache: bool

= False)
Add a dynamic instance resolver as a class binding.

clear_ binding (base_cls: type)
Remove a previously-added binding.

copy () — aries_cloudagent.config.base.Baselnjector
Produce a copy of the injector instance.

get_provider (base_cls: type)
Find the provider associated with a class binding.

inject (base_cls: type, settings: Mapping|[str, object] = None, *, required: bool = True)
Get the provided instance of a given class identifier.

Parameters

e cls — The base class to retrieve an instance of

e params — An optional dict providing configuration to the provider
Returns An instance of the base class, or None

settings
Accessor for scope-specific settings.

aries_cloudagent.config.provider module

Service provider implementations.

class aries_cloudagent.config.provider.CachedProvider (provider:

aries_cloudagent.config.base.BaseProvider)
Bases: aries cloudagent.config.base.BaseProvider

Cache the result of another provider.

provide (config: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

class aries_cloudagent.config.provider.ClassProvider (instance_cls: Union[str, type],
*ctor_args, async_init: str =

None, **ctor_kwargs)
Bases: aries cloudagent.config.base.BaseProvider

Provider for a particular class.

class Inject (base_cls: type)
Bases: object

1.1. Subpackages 11


https://docs.python.org/3/library/functions.html#object

Aries Cloud Agent Python Documentation

A class for passing injected arguments to the constructor.

provide (config: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

class aries_cloudagent.config.provider.InstanceProvider (instance)
Bases: aries cloudagent.config.base.BaseProvider

Provider for a previously-created instance.

provide (config: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

class aries_cloudagent.config.provider.StatsProvider (provider:
aries_cloudagent.config.base.BaseProvider,
methods: Sequence[str], *, ig-
nore_missing: bool = True)
Bases: aries cloudagent.config.base.BaseProvider

Add statistics to the results of another provider.

provide (config: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Provide the object instance given a config and injector.

aries_cloudagent.config.settings module

Settings implementation.

class aries_cloudagent.config.settings.Settings (values: Mapping/[str, object] = None)
Bases: aries_cloudagent.config.base.BaseSettings

Mutable settings implementation.

clear_value (var_name: str)
Remove a setting.

Parameters var_name — The name of the setting

copy () — aries_cloudagent.config.base.BaseSettings
Produce a copy of the settings instance.

extend (other: Mapping[str, object]) — aries_cloudagent.config.base.BaseSettings
Merge another settings instance to produce a new instance.

get_value (*var_names, default=None)
Fetch a setting.

Parameters
e var_names — A list of variable name alternatives
e default — The default value to return if none are defined

set_default (var_name: str, value)
Add a setting if not currently defined.

Parameters
e var_name — The name of the setting

* value — The value to assign

12 Chapter 1. aries_cloudagent package
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set_value (var_name: str, value)
Add a setting.

Parameters
e var_name — The name of the setting

* value - The value to assign

1.1.4 aries_cloudagent.holder package

Subpackages

aries_cloudagent.holder.tests package
Submodules
aries_cloudagent.holder.tests.test_indy module

Submodules
aries_cloudagent.holder.base module

Base holder class.

class aries_cloudagent.holder.base.BaseHolder
Bases: abc.ABC

Base class for holder.

aries_cloudagent.holder.indy module

Indy issuer implementation.

class aries_cloudagent.holder.indy.IndyHolder (wallet)
Bases: aries_cloudagent.holder.base.BaseHolder

Indy holder class.

create_credential_request (credential_offer, credential_definition, did)
Create a credential offer for the given credential definition id.

Parameters

e credential_offer — The credential offer to create request for

e credential definition — The credential definition to create an offer for
Returns A credential request

create_presentation (presentation_request: dict, requested_credentials: dict, schemas: dict, cre-

dential_definitions: dict)
Get credentials stored in the wallet.

Parameters
* presentation_request — Valid indy format presentation request

* requested_credentials - Indy format requested_credentials

1.1. Subpackages
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* schemas - Indy formatted schemas_json
* credential_ definitions - Indy formatted schemas_json

delete_credential (credential_id: str)
Remove a credential stored in the wallet.

Parameters credential id — Credential id to remove

get_credential (credential_id: str)
Get a credential stored in the wallet.

Parameters credential id — Credential id to retrieve

get_credentials (start: int, count: int, wql: dict)
Get credentials stored in the wallet.

Parameters
e start — Starting index
¢ count — Number of records to return
* wql — wql query dict
get_credentials_for presentation_request_by referent (presentation_request:
dict,  referents: Se-
quencelstr], start: int,
count: int, extra_query:
dict = {})
Get credentials stored in the wallet.
Parameters
* presentation_request — Valid presentation request from issuer
* referents — Presentation request referents to use to search for creds
* start — Starting index
¢ count — Maximum number of records to return
* extra_query - wql query dict

store_credential (credential_definition, credential_data, credential_request_metadata)
Store a credential in the wallet.

Parameters
e credential definition - Credential definition for this credential

* credential_data — Credential data generated by the issuer

1.1.5 aries_cloudagent.issuer package
Submodules
aries_cloudagent.issuer.base module

Ledger issuer class.

class aries_cloudagent.issuer.base.BaselIssuer
Bases: abc.ABC

Base class for issuer.

14 Chapter 1. aries_cloudagent package
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aries_cloudagent.issuer.indy module

Indy issuer implementation.

class aries_cloudagent.issuer.indy.IndyIssuer (wallet)
Bases: aries cloudagent.issuer.base.Baselssuer

Indy issuer class.

create_credential (schema, credential_offer, credential_request, credential_values)
Create a credential.

Args schema: Schema to create credential for credential_offer: Credential Offer to create credential for
credential_request: Credential request to create credential for credential_values: Values to go in cre-
dential

Returns A tuple of created credential, revocation id
create_credential_offer (credential_definition_id)

Create a credential offer for the given credential definition id.

Parameters credential definition_id — The credential definition to create an offer
for

Returns A credential offer

exception aries_cloudagent.issuer.indy.IssuerError (*args, error_code: str = None,

**kwargs)
Bases: aries cloudagent.error.BaseError

Generic issuer error.

aries_cloudagent.issuer.util module

Issuer utils.

aries_cloudagent.issuer.util.encode (orig: Any) — str
Encode a credential value as an int.

Encode credential attribute value, purely stringifying any int32 and leaving numeric int32 strings alone, but
mapping any other input to a stringified 256-bit (but not 32-bit) integer. Predicates in indy-sdk operate on int32
values properly only when their encoded values match their raw values.

Parameters orig — original value to encode

Returns encoded value

1.1.6 aries_cloudagent.ledger package

Subpackages

aries_cloudagent.ledger.tests package
Submodules

aries_cloudagent.ledger.tests.test_indy module

1.1. Subpackages 15
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Submodules
aries_cloudagent.ledger.base module

Ledger base class.

class aries_cloudagent.ledger.base.BaseLedger
Bases: abc.ABC

Base class for ledger.
LEDGER_TYPE = None

did_to_nym (did: str) — str
Remove the ledger’s DID prefix to produce a nym.

get_endpoint_for_did (did: str) — str
Fetch the endpoint for a ledger DID.

Parameters did — The DID to look up on the ledger or in the cache

get_key_for_did (did: str) — str
Fetch the verkey for a ledger DID.

Parameters did — The DID to look up on the ledger or in the cache

nym_to_did (nym: str) — str
Format a nym with the ledger’s DID prefix.

update_endpoint_for_did (did: str, endpoint: str) — bool
Check and update the endpoint on the ledger.

Parameters
e did - The ledger DID

* endpoint — The endpoint address

aries_cloudagent.ledger.error module

Ledger related errors.

exception aries_cloudagent.ledger.error.BadLedgerRequestError (*args, er-
ror_code: str =

None, **kwargs)
Bases: aries_cloudagent.ledger.error.LedgerError

The current request cannot proceed.

exception aries_cloudagent.ledger.error.ClosedPoolError (*args, error_code: str =

None, **kwargs)
Bases: aries_cloudagent.ledger.error.LedgerError

Indy pool is closed.

exception aries_cloudagent.ledger.error.LedgerConfigError (*args, error_code: str
= None, **kwargs)
Bases: aries_cloudagent.ledger.error.LedgerError

Base class for ledger configuration errors.

exception aries_cloudagent.ledger.error.LedgerError (*args, error_code: str = None,

**kwargs)
Bases: aries cloudagent.error.BaseError

16 Chapter 1. aries_cloudagent package


https://docs.python.org/3/library/abc.html#abc.ABC

Aries Cloud Agent Python Documentation

Base class for ledger errors.

exception aries_cloudagent.ledger.error.LedgerTransactionError (*args, er-
ror_code:
str = None,
**kwargs)

Bases: aries cloudagent.ledger.error.LedgerError

The ledger rejected the transaction.

aries_cloudagent.ledger.indy module

Indy ledger implementation.

class aries_cloudagent.ledger.indy.IndyErrorHandler (message: str = None, error_cls:
Type[aries_cloudagent.ledger.error.LedgerError]
= <class

‘aries_cloudagent.ledger.error.LedgerError’>)
Bases: object

Trap IndyError and raise an appropriate LedgerError instead.

class aries_cloudagent.ledger.indy.IndyLedger (pool_name: Str, wallet:
aries_cloudagent.wallet.base. BaseWallet,
*  keepalive: int = 0, -cache:

aries_cloudagent.cache.base.BaseCache

= None, cache_duration: int = 600)
Bases: aries_cloudagent.ledger.base.BaseLedger

Indy ledger class.
LEDGER_TYPE = 'indy'
TAA ACCEPTED_RECORD_TYPE = 'taa_accepted'

accept_txn_author_agreement (faa_record: dict, mechanism: str, accept_time: int = None,

store: bool = False)
Save a new record recording the acceptance of the TAA.

check_existing schema (public_did:  str, schema_name: st schema_version:  str, at-

tribute_names: Sequence[str]) — str
Check if a schema has already been published.

check_pool_config () — bool
Check if a pool config has been created.

close ()
Close the pool ledger.

create_pool_config (genesis_transactions: str, recreate: bool = False)
Create the pool ledger configuration.

fetch_credential_definition (credential_definition_id: str)
Get a credential definition from the ledger by id.

Parameters credential definition_id — The schema id of the schema to fetch cred
def for

fetch_ schema (schema_id: str)
Get schema from ledger.

Parameters schema_id — The schema id to retrieve
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fetch_txn_author_agreement ()
Fetch the current AML and TAA from the ledger.

get_credential_definition (credential_definition_id: str)
Get a credential definition from the cache if available, otherwise the ledger.

Parameters credential definition_id — The schema id of the schema to fetch cred
def for

get_endpoint_for_did (did: str) — str
Fetch the endpoint for a ledger DID.

Parameters did — The DID to look up on the ledger or in the cache

get_indy_storage () — aries_cloudagent.storage.indy.IndyStorage
Get an IndyStorage instance for the current wallet.

get_key for did (did: str) — str
Fetch the verkey for a ledger DID.

Parameters did — The DID to look up on the ledger or in the cache

get_latest_txn_author_acceptance ()
Look up the latest TAA acceptance.

get_schema (schema_id: str)
Get a schema from the cache if available, otherwise fetch from the ledger.

Parameters schema_id — The schema id to retrieve

get_txn_author_agreement (reload: bool = False)
Get the current transaction author agreement, fetching it if necessary.

nym_to_did (nym: str) — str
Format a nym with the ledger’s DID prefix.

open ()
Open the pool ledger, creating it if necessary.

send_credential_definition (schema_id: str, tag: str = 'default’)
Send credential definition to ledger and store relevant key matter in wallet.

Parameters
¢ schema_id — The schema id of the schema to create cred def for
* tag - Option tag to distinguish multiple credential definitions

send_schema (schema_name: str, schema_version: str, attribute_names: Sequence[str])
Send schema to ledger.

Parameters
¢ schema_name — The schema name
¢ schema_version — The schema version
e attribute_names — A list of schema attributes

update_endpoint_for_did (did: str, endpoint: str) — bool
Check and update the endpoint on the ledger.

Parameters
e did - The ledger DID

* endpoint — The endpoint address
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* transport_vk — The endpoint transport verkey

aries_cloudagent.ledger.provider module

Default ledger provider classes.

class aries_cloudagent.ledger.provider.LedgerProvider
Bases: aries cloudagent.config.base.BaseProvider

Provider for the default ledger implementation.
LEDGER_CLASSES = {'indy': 'aries_cloudagent.ledger. indy.IndyLedger'}

provide (settings: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Create and open the ledger instance.

1.1.7 aries_cloudagent.logging package
Subpackages
aries_cloudagent.logging.tests package

Submodules

aries_cloudagent.logging.tests.test_init module

1.1.8 aries_cloudagent.messaging package

Subpackages

aries_cloudagent.messaging.actionmenu package

Subpackages

aries_cloudagent.messaging.actionmenu.handlers package

Submodules
aries_cloudagent.messaging.actionmenu.handlers.menu_handler module

Action menu message handler.

class aries_cloudagent.messaging.actionmenu.handlers.menu_handler.MenuHandler
Bases: aries _cloudagent.messaging.base_handler.BaseHandler

Message handler class for action menus.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler logic for action menus.

Parameters
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¢ context —request context

* responder - responder callback

aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler module

Action menu request message handler.

class aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler.MenuRequestHandle
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Message handler class for action menu requests.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler logic for action menu requests.

Parameters
¢ context —request context

* responder - responder callback

aries_cloudagent.messaging.actionmenu.handlers.perform_handler module

Action menu perform request message handler.

class aries_cloudagent.messaging.actionmenu.handlers.perform_handler.PerformHandler
Bases: aries_cloudagent.messaging.base _handler.BaseHandler

Message handler class for action menu perform requests.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for action menu perform requests.

Parameters
¢ context - request context

* responder - responder callback

aries_cloudagent.messaging.actionmenu.messages package

Subpackages

aries_cloudagent.messaging.actionmenu.messages.tests package
Submodules
aries_cloudagent.messaging.actionmenu.messages.tests.perform_test module

class aries_cloudagent.messaging.actionmenu.messages.tests.perform_test.TestPerform (methodN
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.
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test_deserialize (mock_perform_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_make_model ()
test_name = 'option_name'
test_params = {'a': 'aaa'}

test_serialize (mock_perform_schema_dump)
Test serialization.

test_type ()
Test type.

aries_cloudagent.messaging.actionmenu.messages.tests.test._ menu module

class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu.TestConfig
Bases: object

test_menu_message = {'description': 'IIWBook facilitates connections between attendee

class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu.TestMenu (methodName="rur
Bases: unittest.case.TestCase, aries_cloudagent.messaging.actionmenu.
messages.tests.test_menu.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_menu_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_make_model ()

test_serialize (mock_menu_schema_dump)
Test serialization.

test_type ()
Test type.

aries_cloudagent.messaging.actionmenu.messages.tests.test_ menu_request module

class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request.TestMenuReque:
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_menu_request_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_make_model ()
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test_serialize (mock_menu_request_schema_dump)
Test serialization.

test_type ()
Test type.

Submodules
aries_cloudagent.messaging.actionmenu.messages.menu module

Represents an action menu.

class aries_cloudagent.messaging.actionmenu.messages.menu.Menu (*, ftitle: str =
None, descrip-

tion: str =
None, errormsg:
str = None,
options: Se-
quence[aries_cloudagent.messaging.acti
= None,
**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing an action menu.
class Meta
Bases: object
Metadata for an action menu.
handler_ class = 'aries_cloudagent .messaging.actionmenu.handlers.menu_handler.MenuHze
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/action-menu/1.0/menu’

schema_class = 'MenuSchema'

class aries_cloudagent.messaging.actionmenu.messages.menu.MenuSchema (*args,

*rkwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema

Menu schema class.

class Meta
Bases: object

Menu schema metadata.

model_class
alias of Menu

description
Used by autodoc_mock_imports.

errormsg
Used by autodoc_mock_imports.

options
Used by autodoc_mock_imports.

title
Used by autodoc_mock_imports.
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aries_cloudagent.messaging.actionmenu.messages.menu_request module

Represents a request for an action menu.

class aries_cloudagent.messaging.actionmenu.messages.menu_request .MenuRequest (**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage

Class representing a request for an action menu.

class Meta
Bases: object

Metadata for action menu request.

handler class = 'aries_cloudagent.messaging.actionmenu.handlers.menu_request_handle
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/action-menu/1l.0/menu-request'
schema_class = 'MenuRequestSchema'

class aries_cloudagent.messaging.actionmenu.messages.menu_request .MenuRequestSchema (*args,

**kwargs
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
MenuRequest schema class.
class Meta
Bases: object
MenuRequest schema metadata.
model_ class
alias of MenuRequest
aries_cloudagent.messaging.actionmenu.messages.perform module
Represents a request to perform a menu action.
class aries_cloudagent.messaging.actionmenu.messages.perform.Perform (*,
name:
str =
None,
params:
Map-
ping[str,
str] =
None,
**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a request to perform a menu action.
class Meta
Bases: object
Perform metadata.
handler_class = 'aries_cloudagent .messaging.actionmenu.handlers.perform_handler.Pe:
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/action-menu/1l.0/perform'

schema_class = 'PerformSchema'
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class aries_cloudagent.messaging.actionmenu.messages.perform.PerformSchema (*args,

**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
Perform schema class.
class Meta
Bases: object
Perform schema metadata.
model_ class
alias of Perform
name
Used by autodoc_mock_imports.
params
Used by autodoc_mock_imports.
aries_cloudagent.messaging.actionmenu.models package
Submodules
aries_cloudagent.messaging.actionmenu.models.menu_form module
Record used to represent the form associated with an action menu option.
class aries_cloudagent.messaging.actionmenu.models.menu_form.MenuForm (*,
title:
str =
None,
de-
scrip-
tion:
str =
None,
params:
Se-

quence[aries_cloudagent.mess

None,
sub-
mit_label:
str =

None)
Bases: aries cloudagent.messaging.models.base.BaseModel

Instance of a form associated with an action menu item.

class Meta
Bases: object

Menu form metadata.

schema_class = 'MenuFormSchema'
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class aries_cloudagent.messaging.actionmenu.models.menu_form.MenuFormSchema ( *args,
**kwargs)
Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

MenuForm schema.

class Meta
Bases: object

MenuFormSchema metadata.

model_ class
alias of MenuForm

description
Used by autodoc_mock_imports.

params
Used by autodoc_mock_imports.

submit_label
Used by autodoc_mock_imports.

title
Used by autodoc_mock_imports.

aries_cloudagent.messaging.actionmenu.models.menu_form_param module

Record used to represent a parameter in a menu form.
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class aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParam (*,
name:
Str

None,
ti-
tle:
Str

None,
de-
fault:

Str

None,
de-
scrip-
tion:
Str

Bases: aries_cloudagent.messaging.models.base.BaseModel
Instance of a menu form param associated with an action menu option.

class Meta
Bases: object

Menu form param metadata.
schema_class = 'MenuFormParamSchema'

class aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParamSchema ( *arg.
ey,

Bases: aries_cloudagent.messaging.models.base.BaseModelSchema
MenuFormParam schema.

class Meta
Bases: object

MenuFormParamSchema metadata.

model_class
alias of MenuFormParam

default
Used by autodoc_mock_imports.
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description
Used by autodoc_mock_imports.

input_type
Used by autodoc_mock_imports.

name
Used by autodoc_mock_imports.

required
Used by autodoc_mock_imports.

title
Used by autodoc_mock_imports.

aries_cloudagent.messaging.actionmenu.models.menu_option module

Record used to represent individual menu options in an action menu.

class aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOption (%,
name:
str
None,
ti-
tle:
str
None,
de-
scrip-
tion:
str

None,
dis-
abled:
bool

None,
form:
aries_cloudagent.messa;

None)
Bases: aries cloudagent.messaging.models.base.BaseModel

Instance of a menu option associated with an action menu.

class Meta
Bases: object

Menu option metadata.
schema_class = 'MenuOptionSchema'’

class aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOptionSchema (*args,
*kkwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema
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MenuOption schema.

class Meta
Bases: object

MenuOptionSchema metadata.

model_class
alias of MenuOption

description
Used by autodoc_mock_imports.

disabled
Used by autodoc_mock_imports.

form
Used by autodoc_mock_imports.

name
Used by autodoc_mock_imports.

title
Used by autodoc_mock_imports.

Submodules
aries_cloudagent.messaging.actionmenu.base_service module

Base action menu service classes.

class aries_cloudagent.messaging.actionmenu.base_service.BaseMenuService (context:

aries_cloudagent.config.ir
Bases: abc . ABC

Base action menu service interface.

get_active_menu (connection: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord

= None, thread_id: str = None) — aries_cloudagent.messaging.actionmenu.messages.menu.Menu
Render the current menu.

Parameters
¢ connection — The active connection record

* thread_id — The thread identifier from the requesting message.

perform_menu_action (action_name: str, action_params: dict, connection:
aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord
= None, thread_id: str = None) —

aries_cloudagent.messaging.agent_message.AgentMessage
Perform an action defined by the active menu.

Parameters
* action_name - The unique name of the action being performed
* action_params — A collection of parameters for the action
* connection — The active connection record

* thread_id — The thread identifier from the requesting message.
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classmethod service_handler ()
Quick accessor for conductor to use.

aries_cloudagent.messaging.actionmenu.controller module

Protocol controller for the action menu message family.

class aries_cloudagent.messaging.actionmenu.controller.Controller (protocol:
Str)
Bases: object

Action menu protocol controller.

determine_roles (context: aries_cloudagent.config.injection_context.InjectionContext) — Se-
quence(str]
Determine what action menu roles are defined.

aries_cloudagent.messaging.actionmenu.driver_service module

Driver-based action menu service classes.

class aries_cloudagent.messaging.actionmenu.driver_service.DriverMenuService (context:

aries_cloudagent.cc
Bases: aries cloudagent.messaging.actionmenu.base_service.BaseMenuService

Driver-based action menu service.

get_active_menu (connection: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord
= None, thread_id: str = None) — aries_cloudagent.messaging.actionmenu.messages.menu.Menu
Render the current menu.
Parameters
¢ connection — The active connection record

* thread_id - The thread identifier from the requesting message.

perform_menu_action (action_name: str, action_params: dict, connection:
aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord
= None, thread_id: str = None) —

aries_cloudagent.messaging.agent_message.AgentMessage
Perform an action defined by the active menu.

Parameters
* action_name - The unique name of the action being performed
* action_params — A collection of parameters for the action
* connection — The active connection record
* thread_id — The thread identifier from the requesting message.

send_webhook (fopic: str, payload: dict)
Dispatch a webhook through the registered responder.

aries_cloudagent.messaging.actionmenu.message_types module

Message type identifiers for Action Menus.
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aries_cloudagent.messaging.actionmenu.routes module

Action menu admin routes.

class aries_cloudagent.messaging.actionmenu.routes.MenuJsonSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Matches MenuSchema but without the inherited AgentMessage properties.

description
Used by autodoc_mock_imports.

errormsg
Used by autodoc_mock_imports.

options
Used by autodoc_mock_imports.

title
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.actionmenu.routes.PerformRequestSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for performing a menu action.

name
Used by autodoc_mock_imports.

params
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.actionmenu.routes.SendMenuSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a menu to a connection.

menu
Used by autodoc_mock_imports.

aries_cloudagent.messaging.actionmenu.routes.actionmenu_close (request:
<sphinx.ext.autodoc.importer._MockObjec
object at

Ox7fba4a04e278>)
Request handler for closing the menu associated with a connection.

Parameters request — aiohttp request object

aries_cloudagent.messaging.actionmenu.routes.actionmenu_fetch (request:
<sphinx.ext.autodoc.importer._MockObjec
object at

Ox7fba4a04e278>)
Request handler for fetching the previously-received menu for a connection.

Parameters request — aiohttp request object

aries_cloudagent.messaging.actionmenu.routes.actionmenu_perform (request:
<sphinx.ext.autodoc.importer._MockOl
object at

Ox7fba4a04e278>)
Request handler for performing a menu action.
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Parameters request — aiohttp request object

aries_cloudagent.messaging.actionmenu.routes.actionmenu_request (request:
<sphinx.ext.autodoc.importer._MockOl
object at

Ox7fba4a04e278>)
Request handler for requesting a menu from the connection target.

Parameters request — aiohttp request object

aries_cloudagent.messaging.actionmenu.routes.actionmenu_send (request:
<sphinx.ext.autodoc.importer._MockObject
object at

Ox7fba4a04e278>)
Request handler for requesting a menu from the connection target.

Parameters request — aiohttp request object

aries_cloudagent .messaging.actionmenu.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject

object at Ox7fba4a04e278>)
Register routes.

aries_cloudagent.messaging.actionmenu.util module

Action menu utility methods.

aries_cloudagent.messaging.actionmenu.util.retrieve_connection_menu (connection_id:
str,
context:
aries_cloudagent.config.injection
‘>

aries_cloudagent.messaging.actio
Retrieve the previously-received action menu.

aries_cloudagent .messaging.actionmenu.util.save_connection_menu (menu:
aries_cloudagent.messaging.actionmen
connection_id:
str,  context:

aries_cloudagent.config.injection_cont
Save a received action menu.

aries_cloudagent.messaging.basicmessage package

Subpackages

aries_cloudagent.messaging.basicmessage.handlers package

Submodules
aries_cloudagent.messaging.basicmessage.handlers.basicmessage handler module

Basic message handler.
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class aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler.BasicMessageHa
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Message handler class for basic messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for basic messages.

Parameters
¢ context - request context

* responder — responder callback

aries_cloudagent.messaging.basicmessage.messages package

Subpackages

aries_cloudagent.messaging.basicmessage.messages.tests package

Submodules
aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message module

class aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message.TestBasicM
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_basic_message_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_basic_message_schema_load)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message.TestBasicMe

Bases: sphinx.ext.autodoc.importer._MockObject
Test basic message schema.

test_make_model ()

Submodules
aries_cloudagent.messaging.basicmessage.messages.basicmessage module

Basic message.

32 Chapter 1. aries_cloudagent package



Aries Cloud Agent Python Documentation

class aries_cloudagent.messaging.basicmessage.messages.basicmessage.BasicMessage (¥,

sent_time:
Union/[str,
date-
time.datetime,

None,
con-
tent:
str
None,
lo-
cal-
iza-
tion:
str
None,
**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessage
Class defining the structure of a basic message.
class Meta
Bases: object
Basic message metadata class.
handler_class = 'aries_cloudagent.messaging.basicmessage.handlers.basicmessage_hanc

message_type

schema_class = 'BasicMessageSchema'

'did: sov:BzCbsNYhMrjHiqZDTUASHg; spec/basicmessage/1.0/message’'

class aries_cloudagent.messaging.basicmessage.messages.basicmessage.BasicMessageSchema (*arg.

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
Basic message schema class.

class Meta
Bases: object

Basic message schema metadata.

model_ class
alias of BasicMessage

content
Used by autodoc_mock_imports.

localization
Used by autodoc_mock_imports.

sent_time
Used by autodoc_mock_imports.

Submodules
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aries_cloudagent.messaging.basicmessage.message_types module

Message type identifiers for Connections.

aries_cloudagent.messaging.basicmessage.routes module

Basic message admin routes.

class aries_cloudagent.messaging.basicmessage.routes.SendMessageSchema ( *args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a message.

content
Used by autodoc_mock_imports.

aries_cloudagent.messaging.basicmessage.routes.connections_expire_message (request:
<sphinx.ext.autodoc.imyp
ob-
Ject
at

0x7fba49f8fdd8> )
Request handler for sending a basic message to a connection.

Parameters request — aiohttp request object

aries_cloudagent.messaging.basicmessage.routes.connections_send_message (request:
<sphinx.ext.autodoc.impori
ob-
Ject
at

O0x7fba49f8fddS>)
Request handler for sending a basic message to a connection.

Parameters request — aiohttp request object

aries_cloudagent.messaging.basicmessage.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject
object at

0x7fba49f8fddS>)
Register routes.

aries_cloudagent.messaging.connections package

Subpackages

aries_cloudagent.messaging.connections.handlers package

Submodules
aries_cloudagent.messaging.connections.handlers.connection_invitation_handler module

Connect invitation handler.
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class aries_cloudagent.messaging.connections.handlers.connection_invitation_handler.Connect
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler class for connection invitations.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Handle connection invitation.

Parameters
* context — Request context

* responder — Responder callback

aries_cloudagent.messaging.connections.handlers.connection_request_handler module

Connection request handler.

class aries_cloudagent.messaging.connections.handlers.connection_request_handler.Connectio:
Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler class for connection requests.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Handle connection request.

Parameters
* context — Request context

* responder — Responder callback

aries_cloudagent.messaging.connections.handlers.connection_response_handler module

Connection response handler.

class aries_cloudagent.messaging.connections.handlers.connection_response_handler.Connecti
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler class for connection responses.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Handle connection response.

Parameters
* context — Request context

* responder — Responder callback

aries_cloudagent.messaging.connections.messages package
Subpackages

aries_cloudagent.messaging.connections.messages.tests package
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Submodules

aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation module

class aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation.Tes:

Bases: unittest.case.TestCase

did = 'did:sov:OmWbsNYhMrjHiqZDTUTEJs'
endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'
endpoint_url = 'https://example.com/endpoint'
image_url = 'https://example.com/image. jpg’

key = '8HH5gYEeNc3z7PYXmd54d4x6gqAfCNrqQgEB3nS7Zfu7K'
label = 'Label'

test_deserialize (mock_connection_invitation_schema_load)
test_init ()

test_serialize (mock_connection_invitation_schema_dump)
test_type ()

test_url_round trip()

class aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation.Tes

Bases: unittest.case.TestCase
connection_invitation = <ConnectionInvitation (_message_id='3d7cedl5-9c4e-444d-ab9%9£f-035

test_make_model ()

aries_cloudagent.messaging.connections.messages.tests.test_connection_request module

class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestCol

Bases: object

make_did doc ()

test_did = '55GkHamhTUlZbTbV2abODE'

test_endpoint = 'http://localhost'’

test_label = 'Label'

test_seed = 'testseed000000000000000000000001"

test_verkey = '3DnlSJNPaCXcvvJvSbsFWP2xaCjMom3can8CQONhWrTRx'

class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestCo:

Bases: unittest.case.TestCase, aries_cloudagent.messaging.connections.
messages.tests.test_connection_request.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_connection_request_schema_load)
Test deserialization.
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test_init ()
Test initialization.

test_serialize (mock_connection_request_schema_dump)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestCos

Bases: sphinx.ext.autodoc.importer._MockObject, aries cloudagent.messaging.
connections.messages.tests.test_connection_request.TestConfig

Test connection request schema.

test_make_model ()

aries_cloudagent.messaging.connections.messages.tests.test_connection_response module

class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestC
Bases: object

make_did_doc ()

test_did = '55GkHamhTUlZbTbV2ab9DE'

test_endpoint = 'http://localhost'’

test_seed = 'testseed000000000000000000000001"

test_verkey = '3DnlSJIJNPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'

class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestC
Bases: unittest.case.TestCase, aries_cloudagent.messaging.connections.
messages.tests.test_connection response.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_connection_response_schema_load)
Test deserialization.

test_init ()

test_serialize (mock_connection_response_schema_dump)
Test serialization.

test_type ()

class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestC

Bases: sphinx.ext.autodoc.importer._MockObject, aries cloudagent.messaging.
connections.messages.tests.test_connection_response.TestConfiqg

test_make_model ()

Submodules
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aries_cloudagent.messaging.connections.messages.connection_invitation module

Represents an invitation message for establishing connection.

class aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvii1

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a connection invitation.

class Meta
Bases: object

Metadata for a connection invitation.

handler_class = 'aries_cloudagent.messaging.connections.handlers.connection_invitat
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/connections/1.0/invitation’
schema_class = 'ConnectionInvitationSchema'

classmethod from_url (url: str) — aries_cloudagent.messaging.connections.messages.connection_invitation.Connection!
Parse a URL-encoded invitation into a Connectionlnvitation message.

Parameters url — Url to decode
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Returns A Connectionlnvitation object.

to_url () —str
Convert an invitation to URL format for sharing.

Returns An invite url

class aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvit

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
Connection invitation schema class.

class Meta
Bases: object

Connection invitation schema metadata.

model_ class
alias of ConnectionInvitation

did
Used by autodoc_mock_imports.

endpoint
Used by autodoc_mock_imports.

image_url
Used by autodoc_mock_imports.

label
Used by autodoc_mock_imports.

recipient_keys
Used by autodoc_mock_imports.

routing keys
Used by autodoc_mock_imports.

validate_ fields (data)
Validate schema fields.

Parameters data — The data to validate

Raises ValidationError —If any of the fields do not validate

aries_cloudagent.messaging.connections.messages.connection_request module

Represents a connection request message.

1.1. Subpackages 39


https://docs.python.org/3/library/functions.html#object

Aries Cloud Agent Python Documentation

class aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a connection request.

class Meta

Bases: object

Metadata for a connection request.

handler_ class = 'aries_cloudagent.messaging.connections.handlers.connection_request
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/connections/1.0/request'
schema_class = 'ConnectionRequestSchema'

class aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest!

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
Connection request schema class.

class Meta

Bases: object
Connection request schema metadata.

model_class
alias of ConnectionRequest

connection

Used by autodoc_mock_imports.

image_url

Used by autodoc_mock_imports.

label

Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.messages.connection_response module

Represents a connection response message.
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class aries_cloudagent.messaging.connections.messages.connection_response.ConnectionRespon:

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a connection response.

class Meta
Bases: object

Metadata for a connection response.

handler_class = 'aries_cloudagent .messaging.connections.handlers.connection_respons

message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/connections/1.0/response'’
schema_class = 'ConnectionResponseSchema'

class aries_cloudagent.messaging.connections.messages.connection_response.ConnectionRespon:

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
Connection response schema class.

class Meta
Bases: object

Connection response schema metadata.

model_class
alias of ConnectionResponse

signed_fields = ('connection',)

connection
Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.messages.problem_report module

Represents a connection problem report message.

class aries_cloudagent.messaging.connections.messages.problem_report.ProblemReport (*,

prob-
lem_code:
Str

Bases: aries cloudagent.messaging.agent_message.AgentMessage

Base class representing a connection problem report message.
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class Meta
Bases: object

Connection problem report metadata.

handler_ class = 'aries_cloudagent.messaging.problem report.handler.ProblemReportHar
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/connections/1.0/problem_report'
schema_class = 'ProblemReportSchema'’

class aries_cloudagent.messaging.connections.messages.problem report.ProblemReportReason

Bases: str, enum.Enum

Supported reason codes.

INVITATION_NOT_ACCEPTED = 'invitation_not_accepted'
REQUEST_ NOT_ACCEPTED = 'request_not_accepted’
REQUEST_PROCESSING_ERROR = 'request_processing error'
RESPONSE_NOT_ACCEPTED = 'response_not_accepted'

RESPONSE_PROCESSING_ERROR = 'response_processing_error'

class aries_cloudagent.messaging.connections.messages.problem_report .ProblemReportSchema (*

*3
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema

Schema for ProblemReport base class.

class Meta
Bases: object

Metadata for problem report schema.

model_class
alias of ProblemReport
explain
Used by autodoc_mock_imports.

problem code
Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.models package

Subpackages

aries_cloudagent.messaging.connections.models.diddoc package

DID Document model support.

Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0
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Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

class aries_cloudagent.messaging.connections.models.diddoc.DIDDoc (did: str =

None)
Bases: object

DID document, grouping a DID with verification keys and services.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

CONTEXT = 'https://w3id.org/did/v1l'

add_service_pubkeys (service: dict, tags: Union[Sequence[str], str]) —

List[aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]
Add public keys specified in service. Return public keys so discovered.

Parameters
¢ service - service from DID document

* tags — potential tags marking public keys of type of interest (the standard is still coalesc-
ing)
Raises ValueError — for public key reference not present in DID document.

Returns: list of public keys from the document service specification

authnkey
Accessor for public keys marked as authentication keys, by identifier.

classmethod deserialize (did_doc: dict) — aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Construct DIDDoc object from dict representation.

Parameters did_doc — DIDDoc dict representation
Raises ValueError — for bad DID or missing mandatory item.
Returns: DIDDoc from input json
did
Accessor for DID.

classmethod from_json (did_doc_json: str) — aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Construct DIDDoc object from json representation.

Parameters did_doc_json — DIDDoc json representation
Returns: DIDDoc from input json

pubkey
Accessor for public keys by identifier.

serialize () — str
Dump current object to a JSON-compatible dictionary.

Returns dict representation of current DIDDoc

service
Accessor for services by identifier.
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set (item: Union[aries_cloudagent.messaging.connections.models.diddoc.service.Service,
aries_cloudagent.messaging.connections.models.diddoc.publickey. PublicKey]) —

aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Add or replace service or public key; return current DIDDoc.

Raises ValueError —if input item is neither service nor public key.
Parameters item - service or public key to set
Returns: the current DIDDoc

to_json () — str
Dump current object as json (JSON-LD).

Returns json representation of current DIDDoc

class aries_cloudagent.messaging.connections.models.diddoc.LinkedDataKeySpec (ver_type,

au-
thn_type,
spec-
i-
fier)
Bases: tuple
authn_type
Alias for field number 1
specifier
Alias for field number 2
ver_type
Alias for field number 0
class aries_cloudagent.messaging.connections.models.diddoc.PublicKey (did:
Str,
ident:
Str,
value:
Str,
pk_type:

aries_cloudagent.messaging.cor

None,
con-
troller:
Str =
None,
authn:
bool =

False)
Bases: object

Public key specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

authn
Accessor for the authentication marker.

Returns: whether public key is marked as having DID authentication privilege
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controller

Accessor for the controller DID.
did

Accessor for the DID.
id

Accessor for the public key identifier.

to_dict () — dict
Return dict representation of public key to embed in DID document.

type
Accessor for the public key type.

value
Accessor for the public key value.

class aries_cloudagent.messaging.connections.models.diddoc.PublicKeyType
Bases: enum.Enum

Class encapsulating public key types.

ED25519_SIG 2018 = LinkedDataKeySpec (ver_ type='Ed25519VerificationKey2018', authn_type
EDDSA_SA SIG_SECP256K1 = LinkedDataKeySpec (ver_type='Secp256klVerificationKey2018', au
RSA_SIG_2018 = LinkedDataKeySpec (ver_type='RsaVerificationKey2018', authn_type='RsaSig;

authn_type
Accessor for the authentication type identifier.

get = <function PublicKeyType.get>

specification (val: str) — str
Return specifier and input value for use in public key specification.

Parameters val — value of public key
Returns: dict mapping applicable specifier to input value

specifier
Accessor for the value specifier.

ver_type
Accessor for the verification type identifier.

class aries_cloudagent.messaging.connections.models.diddoc.Service (did: st
ident:
str, typ:
Str, re-
cip_keys:
Union[Sequence[T _co],
aries_cloudagent.messaging.conne
rout-
ing_keys:
Union[Sequence[T _co],
aries_cloudagent.messaging.conne
endpoint:
str, prior-
ity: int =
0)

Bases: object
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Service specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

did
Accessor for the DID value.

endpoint
Accessor for the endpoint value.

id
Accessor for the service identifier.

priority
Accessor for the priority value.

recip_keys
Accessor for the recipient keys.

routing_keys
Accessor for the routing keys.

to_dict () — dict
Return dict representation of service to embed in DID document.

type
Accessor for the service type.

Submodules
aries_cloudagent.messaging.connections.models.diddoc.diddoc module

DID Document classes.
Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

class aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc (did:
str

None)
Bases: object

DID document, grouping a DID with verification keys and services.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

CONTEXT = 'https://w3id.org/did/vl'

add_service_pubkeys (service: dict, tags: Union[Sequence[str], str]) —

List[aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]
Add public keys specified in service. Return public keys so discovered.

46 Chapter 1. aries_cloudagent package


http://www.apache.org/licenses/LICENSE-2.0
https://docs.python.org/3/library/functions.html#object

Aries Cloud Agent Python Documentation

Parameters
e service — service from DID document

* tags — potential tags marking public keys of type of interest (the standard is still coalesc-
ing)
Raises ValueError — for public key reference not present in DID document.

Returns: list of public keys from the document service specification

authnkey
Accessor for public keys marked as authentication keys, by identifier.

classmethod deserialize (did_doc: dict) — aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Construct DIDDoc object from dict representation.

Parameters did_doc — DIDDoc dict representation
Raises ValueError — for bad DID or missing mandatory item.
Returns: DIDDoc from input json
did
Accessor for DID.

classmethod from_json (did_doc_json: str) — aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Construct DIDDoc object from json representation.

Parameters did_doc_ json — DIDDoc json representation
Returns: DIDDoc from input json

pubkey
Accessor for public keys by identifier.

serialize () — str
Dump current object to a JSON-compatible dictionary.

Returns dict representation of current DIDDoc

service
Accessor for services by identifier.

set (item: Union[aries_cloudagent.messaging.connections.models.diddoc.service.Service,
aries_cloudagent.messaging.connections.models.diddoc.publickey. PublicKey]) —

aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Add or replace service or public key; return current DIDDoc.

Raises ValueError —if input item is neither service nor public key.
Parameters item — service or public key to set
Returns: the current DIDDoc

to_json () — str
Dump current object as json (JSON-LD).

Returns json representation of current DIDDoc

aries_cloudagent.messaging.connections.models.diddoc.publickey module

DID Document Public Key classes.

Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca
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Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

class aries_cloudagent.messaging.connections.models.diddoc.publickey.LinkedDataKeySpec (ver_i

Bases: tuple

authn_type

Alias for field number 1

specifier

Alias for field number 2

ver_type

Alias for field number O

au-
thn_1
spec-
-

fier)

class aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey (did:

Bases: object

Public key specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

authn

Accessor for the authentication marker.

Returns: whether public key is marked as having DID authentication privilege

controller

Accessor for the controller DID.
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did
Accessor for the DID.
id
Accessor for the public key identifier.

to_dict () — dict
Return dict representation of public key to embed in DID document.

type
Accessor for the public key type.

value
Accessor for the public key value.

class aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKeyType
Bases: enum.Enum

Class encapsulating public key types.

ED25519_SIG_2018 = LinkedDataKeySpec (ver_type='Ed25519VerificationKey2018', authn_type:

EDDSA_SA SIG_SECP256K1 = LinkedDataKeySpec (ver_type='Secp256klVerificationKey2018',

RSA_SIG 2018 = LinkedDataKeySpec (ver_ type='RsaVerificationKey2018', authn_ type='RsaSig

authn_type
Accessor for the authentication type identifier.

get = <function PublicKeyType.get>

specification (val: str) — str
Return specifier and input value for use in public key specification.

Parameters val — value of public key
Returns: dict mapping applicable specifier to input value

specifier
Accessor for the value specifier.

ver_type
Accessor for the verification type identifier.

aries_cloudagent.messaging.connections.models.diddoc.service module

DID Document Service classes.
Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

1.1. Subpackages 49


https://docs.python.org/3/library/enum.html#enum.Enum
http://www.apache.org/licenses/LICENSE-2.0

Aries Cloud Agent Python Documentation

class aries_cloudagent.messaging.connections.models.diddoc.service.Service (did:
St
ident:
str,
typ:
str,
re-
cip_keys:
Union[Sequence[T _co,
aries_cloudagent.mess
rout-
ing_keys:
Union[Sequence[T co.
aries_cloudagent.mess
end-
point:
st
pri-
or-

Bases: object
Service specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations), everything else as URIs (oriented toward
W3C-facing operations).

did
Accessor for the DID value.

endpoint
Accessor for the endpoint value.

id
Accessor for the service identifier.

priority
Accessor for the priority value.

recip_keys
Accessor for the recipient keys.

routing keys
Accessor for the routing keys.

to_dict () — dict
Return dict representation of service to embed in DID document.

type
Accessor for the service type.

aries_cloudagent.messaging.connections.models.diddoc.util module

DIDDoc utility methods.

Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca
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Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

aries_cloudagent.messaging.connections.models.diddoc.util.canon_did (uri: str)

—> str
Convert a URI into a DID if need be, left-stripping ‘did:sov:’ if present.

Parameters uri — input URI or DID
Raises ValueError — for invalid input.

aries_cloudagent.messaging.connections.models.diddoc.util.canon_ref (did: str,
ref:  str,
delim-
iter: str

= None)
Given a reference in a DID document, return it in its canonical form of a URI.

Parameters
* did - DID acting as the identifier of the DID document

* ref — reference to canonicalize, either a DID or a fragment pointing to a location in the
DID doc

* delimiter — delimiter character marking fragment (default ‘#’) or introducing identifier
(‘;”) against DID resource

aries_cloudagent.messaging.connections.models.diddoc.util.ok_did (token: str)

— bool
Whether input token looks like a valid distributed identifier.

Parameters token — candidate string
Returns: whether input token looks like a valid schema identifier

aries_cloudagent.messaging.connections.models.diddoc.util.resource (ref: Str,
delimiter:
str =
None) —
str

Extract the resource for an identifier.
Given a (URI) reference, return up to its delimiter (exclusively), or all of it if there is none.
Parameters

e ref —reference

* delimiter — delimiter character (default None maps to ‘#’, or *;” introduces identifiers)

Submodules
aries_cloudagent.messaging.connections.models.connection_detail module

An object for containing the connection request/response DID information.
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class aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetail (%,

Bases: aries cloudagent.messaging.models.base.BaseModel
Class representing the details of a connection.

class Meta
Bases: object

ConnectionDetail metadata.
schema_class = 'ConnectionDetailSchema'
did
Accessor for the connection DID.
Returns The DID for this connection

did_doc
Accessor for the connection DID Document.

Returns The DIDDoc for this connection

did:
Str

None
did_¢
aries

None
**kw

class aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetailScher

Bases: aries cloudagent.messaging.models.base.BaseModelSchema

ConnectionDetail schema.

class Meta
Bases: object

ConnectionDetailSchema metadata.

model class = 'ConnectionDetail'

did

Used by autodoc_mock_imports.

did_doc

Field that loads and serializes DIDDoc.

class aries_cloudagent.messaging.connections.models.connection_detail .DIDDocWrapper (*args,

aries_cloudagent.messaging.connections.models.connection_record module

Bases: sphinx.ext.autodoc.importer._MockObject

Field that loads and serializes DIDDoc.

Handle connection information interface with non-secrets storage.
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class aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord (%,
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None
my_g
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None
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Str

None
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None
their
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None
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None
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Bases: aries_cloudagent.messaging.models.base_record.BaseRecord
Represents a single pairwise connection.

ACCEPT_AUTO = 'auto'

ACCEPT_MANUAL = 'manual'

CACHE_ENABLED = True

DIRECTION_RECEIVED = 'received'

DIRECTION_SENT = 'sent'

INITIATOR EXTERNAL = 'external'

INITIATOR_SELF = 'self'

LOG_STATE_FLAG = 'debug.connections'

class Meta
Bases: object

ConnectionRecord metadata.

schema_class = 'ConnectionRecordSchema'
RECORD_ID NAME = 'connection_ id'
RECORD_TYPE = 'connection'
RECORD_TYPE_ACTIVITY = 'connection_activity'
RECORD_TYPE_INVITATION = 'connection_invitation'
RECORD_TYPE_REQUEST = 'connection_request'
ROUTING_STATE ACTIVE = 'active'

ROUTING_STATE_ERROR = 'error'
ROUTING_STATE_NONE = 'none'

ROUTING_STATE_REQUEST = 'request'

STATE_ACTIVE = 'active'

STATE_ERROR = 'error'

STATE_INACTIVE = 'inactive'

STATE_INIT = 'init'

STATE_INVITATION = 'invitation'

STATE_REQUEST = 'request'

STATE_RESPONSE = 'response'

WEBHOOK_TOPIC = 'connections'
WEBHOOK_TOPIC_ACTIVITY = 'connections_activity'

attach_invitation (context: aries_cloudagent.config.injection_context.InjectionContext, invita-

tion: aries_cloudagent.messaging.connections.messages.connection_invitation. Connectionlnvitation)
Persist the related connection invitation to storage.

Parameters

* context — The injection context to use
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e invitation - The invitation to relate to this connection record

attach_request (context: aries_cloudagent.config.injection_context.InjectionContext, request:

aries_cloudagent.messaging.connections.messages.connection_request. ConnectionRequest)
Persist the related connection request to storage.

Parameters
* context — The injection context to use
* request — The request to relate to this connection record

connection_id
Accessor for the ID associated with this connection.

fetch_activity (context: aries_cloudagent.config.injection_context.InjectionContext, activity_type:

str = None, direction: str = None) — Sequence[dict]
Fetch all activity logs for this connection record.

Parameters
* context — The injection context to use
* activity_type — An optional activity type filter
* direction — An optional direction filter

is_ready
Accessor for connection readiness.

log_activity (context: aries_cloudagent.config.injection_context.InjectionContext, activity_type:

str, direction: str, meta: dict = None)
Log an event against this connection record.

Parameters
* context — The injection context to use
e activity_type — The activity type identifier
* direction — The direction of the activity (sent or received)
* meta — Optional metadata for the activity

post_save (context: aries_cloudagent.config.injection_context.InjectionContext, *args, **kwargs)
Perform post-save actions.

Parameters context — The injection context to use

record_tags
Accessor for the record tags generated for this connection.

record value
Accessor to for the JSON record value properties for this connection.

retrieve_activity (context: aries_cloudagent.config.injection_context.InjectionContext, activ-
ity_id: str) — Sequence[dict]
Retrieve a single activity record.

Parameters
* context — The injection context to use

e activity_id - The ID of the activity entry
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classmethod retrieve_by_did (context: aries_cloudagent.config.injection_context.InjectionContext,
their_did: str = None, my_did: str
= None, initiator: str = None) —
aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord
Retrieve a connection record by target DID.

Parameters
* context — The injection context to use
e their_did — The target DID to filter by
* my_ did - One of our DIDs to filter by
* initiator — Filter connections by the initiator value

classmethod retrieve_by_ invitation_key (context: aries_cloudagent.config.injection_context.InjectionContext,
invitation_key: str, initiator: str = None) —
aries_cloudagent.messaging.connections.models.connection_record.Cc
Retrieve a connection record by invitation key.

Parameters
* context — The injection context to use
e invitation_key — The key on the originating invitation
e initiator — Filter by the initiator value

classmethod retrieve_by_ request_id (context: aries_cloudagent.config.injection_context.InjectionContext,
request_id: Str) —
aries_cloudagent.messaging.connections.models.connection_record.Connect
Retrieve a connection record from our previous request ID.

Parameters
* context — The injection context to use
* request_id - The ID of the originating connection request

retrieve_invitation (context: aries_cloudagent.config.injection_context.InjectionContext) —
aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation
Retrieve the related connection invitation.

Parameters context — The injection context to use

retrieve_request (context: aries_cloudagent.config.injection_context.InjectionContext)  —
aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest
Retrieve the related connection invitation.

Parameters context — The injection context to use

update_activity_meta (context: aries_cloudagent.config.injection_context.InjectionContext, ac-
tivity_id: str, meta: dict) — Sequence[dict]
Update metadata for an activity entry.

Parameters
* context — The injection context to use
* activity_id - The ID of the activity entry
* meta — The metadata stored on the activity

updated_activity (context: aries_cloudagent.config.injection_context.InjectionContext)
Call webhook when the record activity is updated.
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class aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecordScher

Bases: aries_cloudagent .messaging.models.base_record.BaseRecordSchema
Schema to allow serialization/deserialization of connection records.

class Meta
Bases: object

ConnectionRecordSchema metadata.

model_ class
alias of ConnectionRecord

accept
Used by autodoc_mock_imports.

connection_id
Used by autodoc_mock_imports.

error_msg
Used by autodoc_mock_imports.

inbound connection_id
Used by autodoc_mock_imports.

initiator
Used by autodoc_mock_imports.

invitation_key
Used by autodoc_mock_imports.

my_did
Used by autodoc_mock_imports.

request_id
Used by autodoc_mock_imports.

routing_state
Used by autodoc_mock_imports.

their did
Used by autodoc_mock_imports.

their label
Used by autodoc_mock_imports.

their role
Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.models.connection_target module

Record used to handle routing of messages to another agent.
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class aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget (%,
did:
str

None
end-
point
Str

None
la-
bel:

Str

None
re-
cip-

quen

None
send
str

None
Bases: aries cloudagent.messaging.models.base.BaseModel

Record used to handle routing of messages to another agent.

class Meta
Bases: object

ConnectionTarget metadata.
schema_class = 'ConnectionTargetSchema'

class aries_cloudagent.messaging.connections.models.connection_target.ConnectionTargetScher

Bases: aries cloudagent.messaging.models.base.BaseModelSchema
ConnectionTarget schema.

class Meta
Bases: object

ConnectionTargetSchema metadata.

model_class
alias of ConnectionTarget
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did
Used by autodoc_mock_imports.

endpoint
Used by autodoc_mock_imports.

label
Used by autodoc_mock_imports.

recipient_keys
Used by autodoc_mock_imports.

routing_ keys
Used by autodoc_mock_imports.

sender_key
Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.tests package
Submodules
aries_cloudagent.messaging.connections.tests.test _connection_record module

class aries_cloudagent.messaging.connections.tests.test_connection_record.TestConfig
Bases: object

test_did = '55GkHamhTUlZbTbV2abODE'

test_endpoint = 'http://localhost'’

test_seed = 'testseed000000000000000000000001"

test_target_did = 'GbuDUYXaUZRfHD2jeDuQuP'

test_target_verkey = '9WCgWKUaAJj3VWxxtzvvMON3AoFxoBtBDo9ntwInVVCC'
test_verkey = '3DnlSJINPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'

class aries_cloudagent.messaging.connections.tests.test_connection_record.TestConnectionRe

Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.
connections.tests.test_connection record.TestConfig

setUp ()
test_active_is_ready ()
test_request_is_not_ready ()
test_response_is_ready ()

test_save_retrieve_compare ()

aries_cloudagent.messaging.connections.tests.test_diddoc module

Copyright 2017-2019 Government of Canada Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance with
the License. You may obtain a copy of the License at
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http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under the License.

class aries_cloudagent.messaging.connections.tests.test_diddoc.TestDIDDoc (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

test_basic()
test_canon_did ()
test_embedded_authkey ()
test_minimal ()
test_minimal_explicit ()
test_minimal ids ()
test_missing recipkey ()
test_no_ident ()
test_pubkey_ type ()
test_reference_authkey ()

test_w3c_minimal ()

Submodules
aries_cloudagent.messaging.connections.manager module

Classes to manage connections.

class aries_cloudagent.messaging.connections.manager.ConnectionManager (context:
aries_cloudagent.config.injec
Bases: object

Class for managing connections.
RECORD_TYPE_DID_DOC = 'did_doc'
RECORD_TYPE_DID_KEY = 'did_key'

accept_response (response: aries_cloudagent.messaging.connections.messages.connection_response.ConnectionResponse,
delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery) —
aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord
Accept a connection response.

Process a ConnectionResponse message by looking up the connection request and setting up the pairwise
connection.

Parameters
* response — The ConnectionResponse to accept
* delivery — The message delivery metadata
Returns The updated ConnectionRecord representing the connection

Raises
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e ConnectionManagerError — If there is no DID associated with the connection re-
sponse

* ConnectionManagerError —If the corresponding connection is not at the request or
response stage

add_key_for_ did (did: str, key: str)
Store a verkey for lookup against a DID.

Parameters
e did - The DID to associate with this key
* key — The verkey to be added

context
Accessor for the current injection context.

Returns The injection context for this connection manager

create_did_document (my_info: aries_cloudagent.wallet.base.DIDInfo, in-
bound_connection_id: str = None, my_endpoint: str = None) —
aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Create our DID document for a given DID.

Parameters
* my_info — The DID I am using in this connection
* inbound_connection_id - The DID of the inbound routing connection to use
* my_endpoint — A custom endpoint for the DID Document

Returns The prepared DIDDoc instance

create_invitation (my_label: str = None, my_endpoint: str = None, their_role: str
= None, accept: str = None, public: bool = False) — Tu-
ple[aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord,
aries_cloudagent.messaging.connections.messages.connection_invitation.Connectionlnvitation]
Generate new connection invitation.

This interaction represents an out-of-band communication channel. In the future and in practice, these sort
of invitations will be received over any number of channels such as SMS, Email, QR Code, NFC, etc.

Structure of an invite message: ‘“‘json {

“@type”: “did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/invitation™, “label”:
“Alice”, “did”: “did:sov:QmWbsNYhMrjHiqZDTUTEJs”

}‘“

Or, in the case of a peer DID: *“‘json {

“@type”™: “did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/invitation”,
“label”: “Alice”,  “did”: “did:peer:0iSqsNYhMrjHiqZDTUthsw”,  “recipientKeys”:
[“8HHSgYEeNc3z7PYXmd54d4x6qAfCNrqQqEB3nS7Zfu7K”], “serviceEndpoint”:

“https://example.com/endpoint”
e
Currently, only peer DID is supported.
Parameters
e my label - label for this connection

* my_endpoint — endpoint where other party can reach me
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* their_role — arole to assign the connection
* accept —set to ‘auto’ to auto-accept a corresponding connection request
* public - set to True to create an invitation from the public DID
Returns A tuple of the new ConnectionRecord and Connectionlnvitation instances

create_request (connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord,
my_label: str = None, my_endpoint: str = Nome) —

aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest
Create a new connection request for a previously-received invitation.

Parameters
* connection — The ConnectionRecord representing the invitation to accept
* my_label — My label
* my_ endpoint — My endpoint

Returns A new ConnectionRequest message to send to the other agent

create_response (connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord,

my_endpoint: str = None) — aries_cloudagent.messaging.connections.messages.connection_response.C
Create a connection response for a received connection request.

Parameters
* connection — The ConnectionRecord with a pending connection request
* my_endpoint — The endpoint I can be reached at
Returns A tuple of the updated ConnectionRecord new ConnectionResponse message

diddoc_connection_target (doc: aries_cloudagent.messaging.connections.models.diddoc.diddoc. DIDDoc,
sender_verkey: str,  their_label: str = None) —

aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget
Create a connection target from a DID Document.

Parameters
* doc — The DID Document to create the target from
* sender_verkey — The verkey we are using
* their label - The connection label they are using

establish_inbound (connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord,

inbound_connection_id: str, outbound_handler) — str
Assign the inbound routing connection for a connection record.

Returns: the current routing state (request or done)

fetch_did_document (did: str) — aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc
Retrieve a DID Document for a given DID.

Parameters did — The DID to search for

find connection (their_did: str, my_did: str = None, my_verkey: str = None,
auto_complete=False) — aries_cloudagent.messaging.connections.models.connection_record.Connectio
Look up existing connection information for a sender verkey.

Parameters
e their did - Their DID
* my_did- My DID
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* my_verkey — My verkey
* auto_complete — Should this connection automatically be promoted to active
Returns The located ConnectionRecord, if any

find did_for_key (key: str) — str
Find the DID previously associated with a key.

Parameters key — The verkey to look up

find _message_connection (delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery)

— aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord
Deserialize an incoming message and further populate the request context.

Parameters delivery — The message delivery details
Returns The ConnectionRecord associated with the expanded message, if any

get_connection_target (connection: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRec

— aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget
Create a connection target from a ConnectionRecord.

Parameters connection — The connection record (with associated DIDDoc) used to generate
the connection target

log_activity (connection: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord,

activity_type: str, direction: str, meta: dict = None)
Log activity against a connection record and send webhook.

receive_invitation (invitation: aries_cloudagent.messaging.connections.messages.connection_invitation. Connectionlnvii
their_role: str =  None, accept: str =  None) —

aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord
Create a new connection record to track a received invitation.

Parameters
e invitation — The Connectionlnvitation to store
* their_role - The role assigned to this connection
* accept — set to ‘auto’ to auto-accept the invitation
Returns The new ConnectionRecord instance

receive_request (request: aries_cloudagent.messaging.connections.messages.connection_request. ConnectionRequest,
delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery) —

aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord
Receive and store a connection request.

Parameters

* request — The ConnectionRequest to accept

* delivery — The message delivery metadata
Returns The new or updated ConnectionRecord instance

remove_keys_for_did (did: str)
Remove all keys associated with a DID.

Parameters did — The DID to remove keys for

store_did_document (did_doc: aries_cloudagent.messaging.connections.models.diddoc.diddoc. DIDDoc)
Store a DID document.

Parameters did_doc — The DIDDoc instance to be persisted
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update_inbound (inbound_connection_id: str, recip_verkey: str, routing_state: str)
Activate connections once a route has been established.

Looks up pending connections associated with the inbound routing connection and marks the routing as
complete.

exception aries_cloudagent.messaging.connections.manager.ConnectionManagerError (*args,

er-
ror_code:
str
None,
*rkwargs)
Bases: aries_cloudagent.error.BaseError
Connection error.
aries_cloudagent.messaging.connections.message_types module
Message type identifiers for Connections.
aries_cloudagent.messaging.connections.routes module
Connection handling admin routes.
class aries_cloudagent.messaging.connections.routes.ConnectionListSchema (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
Result schema for connection list.
results
Used by autodoc_mock_imports.
class aries_cloudagent.messaging.connections.routes.InvitationResultSchema (*args,
**kwargs)

Bases: sphinx.ext.autodoc.importer._MockObject
Result schema for a new connection invitation.

connection_id
Used by autodoc_mock_imports.

invitation
Used by autodoc_mock_imports.

invitation_url
Used by autodoc_mock_imports.

aries_cloudagent.messaging.connections.routes.connection_sort_key (conn)
Get the sorting key for a particular connection.

aries_cloudagent.messaging.connections.routes.connections_accept_invitation (request:
<sphinx.ext.autodoc.i
ob-
Ject
at

0x7fba4a01d320>)
Request handler for accepting a stored connection invitation.
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Parameters request — aiohttp request object
Returns The resulting connection record details

aries_cloudagent.messaging.connections.routes.connections_accept_request (request:
<sphinx.ext.autodoc.impo

ob-

Ject

at

Ox7fba4a01d320>)
Request handler for accepting a stored connection request.

Parameters request — aiohttp request object
Returns The resulting connection record details

aries_cloudagent.messaging.connections.routes.connections_create_invitation (request:
<sphinx.ext.autodoc.i

ob-

Jject

at

0x7fba4a01d320>)
Request handler for creating a new connection invitation.

Parameters request — aiohttp request object
Returns The connection invitation details

aries_cloudagent.messaging.connections.routes.connections_establish_inbound (request:
<sphinx.ext.autodoc.i

ob-

Jject

at

0x7fba4a01d320>)
Request handler for setting the inbound connection on a connection record.

Parameters request — aiohttp request object
aries_cloudagent.messaging.connections.routes.connections_1list (request:

<sphinx.ext.autodoc.importer._MockObj

object at
0x7fba4a01d320>)
Request handler for searching connection records.

Parameters request — aiohttp request object
Returns The connection list response

aries_cloudagent.messaging.connections.routes.connections_receive_invitation (request:
<sphinx.ext.autodoc

ob-

ject

at

Ox7fba4a01d320>)
Request handler for receiving a new connection invitation.

Parameters request — aiohttp request object

Returns The resulting connection record details
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aries_cloudagent.messaging.connections.routes.connections_remove (request:
<sphinx.ext.autodoc.importer._Mock(
object at

0x7fba4a01d320>)
Request handler for removing a connection record.

Parameters request — aiohttp request object

aries_cloudagent.messaging.connections.routes.connections_retrieve (request:
<sphinx.ext.autodoc.importer._Mo
object at

Ox7fba4a01d320>)
Request handler for fetching a single connection record.

Parameters request — aiohttp request object
Returns The connection record response

aries_cloudagent .messaging.connections.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject
object at

0x7fba4a01d320>)
Register routes.

aries_cloudagent.messaging.credential_definitions package
Submodules
aries_cloudagent.messaging.credential_definitions.routes module

Credential definition admin routes.

class aries_cloudagent.messaging.credential definitions.routes.CredentialDefinitionGetResu.

Bases: sphinx.ext.autodoc.importer._MockObject
Results schema for schema get request.

credential definition
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credential_definitions.routes.CredentialDefinitionSendReq

Bases: sphinx.ext.autodoc.importer._MockObject
Request schema for schema send request.

schema_id
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credential_ definitions.routes.CredentialDefinitionSendRes:

Bases: sphinx.ext.autodoc.importer._MockObject
Results schema for schema send request.

credential definition_ id
Used by autodoc_mock_imports.
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aries_cloudagent.messaging.credential_definitions.routes.credential_definitions_get_credent

Request handler for getting a credential definition from the ledger.
Parameters request — aiohttp request object
Returns The credential offer details.

aries_cloudagent .messaging.credential_definitions.routes.credential_definitions_send_crede:

Request handler for sending a credential definition to the ledger.
Parameters request — aiohttp request object
Returns The credential offer details.

aries_cloudagent.messaging.credential_definitions.routes.register (app:
<sphinx.ext.autodoc.importer._Mock
object  at

0x7fba49f8f828>)
Register routes.

aries_cloudagent.messaging.credentials package

Subpackages

aries_cloudagent.messaging.credentials.handlers package

Submodules
aries_cloudagent.messaging.credentials.handlers.credential_issue_handler module

Basic message handler.

class aries_cloudagent.messaging.credentials.handlers.credential_issue_handler.Credentiall:
Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential offers.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler logic for credential offers.

Parameters
* context —request context

* responder — responder callback
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aries_cloudagent.messaging.credentials.handlers.credential_offer_handler module

Basic message handler.

class aries_cloudagent.messaging.credentials.handlers.credential_offer_handler.CredentialO:
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential offers.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for credential offers.

Parameters
¢ context —request context

* responder — responder callback

aries_cloudagent.messaging.credentials.handlers.credential_request_handler module

Credential request handler.

class aries_cloudagent.messaging.credentials.handlers.credential_request_handler.Credentia.
Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential requests.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for credential requests.

Parameters
¢ context —request context

* responder - responder callback

aries_cloudagent.messaging.credentials.messages package

Subpackages

aries_cloudagent.messaging.credentials.messages.tests package

Submodules

aries_cloudagent.messaging.credentials.messages.tests.test_credential module
aries_cloudagent.messaging.credentials.messages.tests.test_credential_offer module
aries_cloudagent.messaging.credentials.messages.tests.test_credential_request module

Submodules
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aries_cloudagent.messaging.credentials.messages.credential_issue module

A credential content message.

class aries_cloudagent.messaging.credentials.messages.credential_issue.CredentiallIssue (%,

is-

sue:
str
None
**kw
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a credential.
class Meta
Bases: object
Credential metadata.
handler_ class = 'aries_cloudagent .messaging.credentials.handlers.credential_issue_l
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/credential-issuance/0.1/credent

schema_class = 'CredentiallssueSchema'
class aries_cloudagent.messaging.credentials.messages.credential_issue.CredentialIssueScher
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
Credential schema.

class Meta
Bases: object

Credential schema metadata.

model_class
alias of CredentialIssue

issue
Used by autodoc_mock_imports.

aries_cloudagent.messaging.credentials.messages.credential_offer module

A credential offer content message.

1.1. Subpackages 69


https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object

Aries Cloud Agent Python Documentation

class aries_cloudagent.messaging.credentials.messages.credential_offer.CredentialOffer (%,

of-
fer_j
str
None
cre-
den-
tial_|
dict
None
com-
ment
str
None
**kw
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a credential offer.
class Meta
Bases: object
CredentialOffer metadata.
handler_ class = 'aries_cloudagent .messaging.credentials.handlers.credential_offer_t}
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/credential-issuance/0.1/credent

schema_class = 'CredentialOfferSchema'’

class aries_cloudagent.messaging.credentials.messages.credential_offer.CredentialOfferScher

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
Credential offer schema.

class Meta
Bases: object

Credential offer schema metadata.

model_class
alias of CredentialOffer

comment
Used by autodoc_mock_imports.

credential_ preview
Used by autodoc_mock_imports.

offer_ json
Used by autodoc_mock_imports.

aries_cloudagent.messaging.credentials.messages.credential_request module

A credential request content message.
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class aries_cloudagent.messaging.credentials.messages.credential_request.CredentialRequest

Bases: aries_cloudagent.messaging.agent_message.AgentMessage
Class representing a credential request.

class Meta
Bases: object

CredentialRequest metadata.

handler class = 'aries_cloudagent.messaging.credentials.handlers.credential_ request
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/credential-issuance/0.1/credent
schema_class = 'CredentialRequestSchema'’

class aries_cloudagent.messaging.credentials.messages.credential_request.CredentialRequest!

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
Credential request schema.

class Meta
Bases: object

Credential request schema metadata.

model_class
alias of CredentialRequest

comment
Used by autodoc_mock_imports.

request
Used by autodoc_mock_imports.

aries_cloudagent.messaging.credentials.models package
Submodules
aries_cloudagent.messaging.credentials.models.credential_exchange module

Handle credential exchange information interface with non-secrets storage.
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class aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange
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Bases: aries_cloudagent.messaging.models.base_record.BaseRecord

Represents a credential exchange.

INITIATOR EXTERNAL = 'external'
INITIATOR_SELF = 'self'
LOG_STATE_FLAG = 'debug.credentials'

class Meta
Bases: object

CredentialExchange metadata.

schema_class = 'CredentialExchangeSchema'
RECORD_ID NAME = 'credential_ exchange_id'
RECORD_TYPE = 'credential_exchange'
STATE_CREDENTIAL RECEIVED = 'credential received'
STATE_ISSUED = 'issued'
STATE_OFFER_RECEIVED = 'offer_ received'
STATE_OFFER_SENT = 'offer_sent'
STATE_REQUEST RECEIVED = 'request_received'
STATE_REQUEST_SENT = 'request_sent'
STATE STORED = 'stored'
WEBHOOK_TOPIC = 'credentials'

credential_exchange_id
Accessor for the ID associated with this exchange.

record_tags
Accessor for the record tags generated for this credential exchange.

record _value
Accessor to for the JSON record value props for this credential exchange.

class aries_cloudagent.messaging.credentials.models.credential_ exchange.CredentialExchange!

Bases: aries_cloudagent.messaging.models.base_record.BaseRecordSchema
Schema to allow serialization/deserialization of credential exchange records.

class Meta
Bases: object

CredentialExchangeSchema metadata.

model_class
alias of CredentialExchange

auto_issue
Used by autodoc_mock_imports.

connection_id
Used by autodoc_mock_imports.

credential
Used by autodoc_mock_imports.
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credential definition_ id
Used by autodoc_mock_imports.

credential_exchange_id
Used by autodoc_mock_imports.

credential id
Used by autodoc_mock_imports.

credential_ offer
Used by autodoc_mock_imports.

credential_request
Used by autodoc_mock_imports.

credential_request_metadata

Used by autodoc_mock_imports.

credential values
Used by autodoc_mock_imports.

error _msg

Used by autodoc_mock_imports.
initiator

Used by autodoc_mock_imports.

parent_thread id
Used by autodoc_mock_imports.

raw_credential
Used by autodoc_mock_imports.

schema_id
Used by autodoc_mock_imports.

state
Used by autodoc_mock_imports.

thread_id
Used by autodoc_mock_imports.

Submodules

aries_cloudagent.messaging.credentials.manager module

Classes to manage credentials.

class aries_cloudagent.messaging.credentials.manager.CredentialManager (context:

Bases: object

Class for managing credentials.

aries_cloudagent.config.injec

cache_credential_exchange (credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_e
Cache a credential exchange to avoid redundant credential requests.

context

Accessor for the current injection context.

Returns The injection context for this credential manager
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create_offer (credential_definition_id: str, connection_id: str, auto_issue: bool = None, creden-

tial_values: dict = None)
Create a new credential exchange representing an offer.

Parameters
e credential definition_id — Credential definition id for offer
e connection_id - Connection to create offer for

Returns A new credential exchange record

create_request (credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.Creden

connection_record: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecor
Create a credential request.

Parameters
* credential_exchange_record — Credential exchange to create request for
* connection_record - Connection to create the request for

Returns A tuple (credential_exchange_record, credential_request_message)

credential_stored (credential_stored_message: aries_cloudagent.messaging.credentials.messages.credential_stored.Crea
Receive confirmation that holder stored credential.

Parameters credential_message — credential to store

issue_credential (credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.Crec
Issue a credential.

Parameters credential_exchange_record — The credential exchange we are issuing a
credential for

Returns (Updated credential exchange record, credential message obj)
Return type Tuple

offer_credential (credential_exchange: aries_cloudagent.messaging.credentials.models.credential_exchange.Credential E
Offer a credential.

Parameters credential exchange_record — The credential exchange we are creating
the credential offer for

Returns (Updated credential exchange record, credential offer message)
Return type Tuple

perform_send (credential_exchange: aries_cloudagent.messaging.credentials.models.credential_exchange.Credential Exchan

outbound_handler)
Send the first message in a credential exchange.

prepare_send (credential_definition_id: str, connection_id: str, credential_values: dict) —

aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange
Set up a new credential exchange for an automated send.

Parameters
e credential_definition_id - Credential definition id for offer
¢ connection_id — Connection to create offer for
e credential_values — The credential values to use if auto_issue is enabled

Returns A new CredentialExchange record
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receive_credential (credential_message: aries_cloudagent.messaging.credentials.messages.credential_issue.Credentiall.
Receive a credential a credential from an issuer.

Hold in storage to be potentially processed by controller before storing.
Parameters credential_message — credential to store

receive_offer (credential_offer_message: aries_cloudagent.messaging.credentials.messages.credential_offer. Credential Off

) connection_id: str)
Receive a credential offer.

Parameters
¢ credential_offer — Credential offer to receive
¢ connection_id - Connection to receive offer on
Returns The credential_exchange_record

receive_request (credential_request_message: aries_cloudagent.messaging.credentials.messages.credential_request. Crede
Receive a credential request.

Parameters credential_request_message — Credential request to receive

store_credential (credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.Crec
Store a credential in the wallet.

Parameters credential_message — credential to store

exception aries_cloudagent.messaging.credentials.manager.CredentialManagerError (*args,
er-
ror_code:
str

None,
**kwargs)
Bases: aries_cloudagent.error.BaseError

Credential error.

aries_cloudagent.messaging.credentials.message_types module

Message type identifiers for Connections.

aries_cloudagent.messaging.credentials.routes module

Connection handling admin routes.

class aries_cloudagent.messaging.credentials.routes.CredentialExchangeListSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential exchange query.

results
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialIssueRequestSchema (*args,

*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a credential issue admin message.
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credential values
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialIssueResultSchema (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential issue admin message.

credential_id
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialListSchema (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential query.

results
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialOfferRequestSchema (*args,

*kkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a credential offer admin message.

connection_id
Used by autodoc_mock_imports.

credential definition_id
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialOfferResultSchema (*args,

*kkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential offer admin message.

credential_id
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialProblemReportRequestSchema (*
ks

Bases: sphinx.ext.autodoc.importer._MockObject
Request schema for sending a problem report.

explain_ltxt
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialRequestResultSchema (*args,

*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential request admin message.

credential id
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential query.

1.1. Subpackages 77



Aries Cloud Agent Python Documentation

class aries_cloudagent.messaging.credentials.routes.CredentialSendRequestSchema ( *args,
*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
Request schema for sending a credential offer admin message.

connection_id
Used by autodoc_mock_imports.

credential_definition_id
Used by autodoc_mock_imports.

credential values
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.credentials.routes.CredentialSendResultSchema (*args,
**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
Result schema for sending a credential offer admin message.

credential_id
Used by autodoc_mock_imports.

aries_cloudagent .messaging.credentials.routes.credential_exchange_issue (request:
<sphinx.ext.autodoc.import
ob-
Ject
at

0x7fba49fbdf98>)
Request handler for sending a credential.

Parameters request — aiohttp request object
Returns The credential details.

aries_cloudagent.messaging.credentials.routes.credential_exchange_list (request:
<sphinx.ext.autodoc.importe
ob-
Ject
at

0x7fba49fbdf98>)
Request handler for searching credential exchange records.

Parameters request — aiohttp request object
Returns The credential exchange list response

aries_cloudagent.messaging.credentials.routes.credential_exchange_problem report (request:
<sphinx.ext.ai
ob-
Ject
at

0x7fbad9fbdf;

Request handler for sending a problem report.

Parameters request — aiohttp request object
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aries_cloudagent.messaging.credentials.routes.credential_exchange_remove (request:
<sphinx.ext.autodoc.impo
ob-
Jject
at
Ox7fba49fbdf98> )
Request handler for removing a credential exchange record.

Parameters request — aiohttp request object

aries_cloudagent .messaging.credentials.routes.credential_ exchange_retrieve (request:
<sphinx.ext.autodoc.in
ob-
Jject
at
Ox7fba49fbdf98> )
Request handler for fetching a single credential exchange record.

Parameters request — aiohttp request object
Returns The credential exchange record response

aries_cloudagent .messaging.credentials.routes.credential_ exchange_send (requesi:
<sphinx.ext.autodoc.importe
ob-
Ject
at
Ox7fba49fbdf98>)
Request handler for sending a credential.

Parameters request — aiohttp request object
Returns The credential offer details.

aries_cloudagent.messaging.credentials.routes.credential_ exchange_send_ offer (request:
<sphinx.ext.autodoc
ob-
Jject
at
Ox7fba49fbdf98>)
Request handler for sending a credential offer.

Parameters request — aiohttp request object
Returns The credential offer details.

aries_cloudagent.messaging.credentials.routes.credential_ exchange_ send request (request:
<sphinx.ext.auto
ob-
Ject
at
Ox7fba49fbdf98>
Request handler for sending a credential request.

Parameters request — aiohttp request object

Returns The credential request details.
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aries_cloudagent.messaging.credentials.routes.credential_exchange_store (request:
<sphinx.ext.autodoc.import
ob-
Ject
at
Ox7fba49fbdf98>)
Request handler for storing a credential request.

Parameters request — aiohttp request object
Returns The credential request details.

aries_cloudagent.messaging.credentials.routes.credentials_get (request:
<sphinx.ext.autodoc.importer._MockObjec
object at
Ox7fba49fbdf98>)

Request handler for retrieving a credential.
Parameters request — aiohttp request object
Returns The credential response

aries_cloudagent.messaging.credentials.routes.credentials_1list (request:
<sphinx.ext.autodoc.importer._MockObj
object at
Ox7fba49fbdf98> )
Request handler for searching credential records.

Parameters request — aiohttp request object
Returns The credential list response

aries_cloudagent.messaging.credentials.routes.credentials_remove (request:
<sphinx.ext.autodoc.importer._Mock(
object at
O0x7fba49fbdf98>)
Request handler for searching connection records.

Parameters request — aiohttp request object
Returns The connection list response

aries_cloudagent .messaging.credentials.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject
object at Ox7fba49fbdf98>)
Register routes.

aries_cloudagent.messaging.decorators package
Subpackages
aries_cloudagent.messaging.decorators.tests package

Submodules
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aries_cloudagent.messaging.decorators.tests.test_decorator_set module

class aries_cloudagent.messaging.decorators.tests.test_decorator_set.SimpleModel (¥,
value:
Str

None,

han-
dled_decoratc
Str

None,
**kwargs)
Bases: aries_cloudagent.messaging.models.base.BaseModel

class Meta
Bases: object

schema_class = 'SimpleModelSchema'

class aries_cloudagent.messaging.decorators.tests.test_decorator_set.SimpleModelSchema ( *arg.

Hkfeyy
Bases: aries cloudagent.messaging.models.base.BaseModelSchema

class Meta
Bases: object

model_class
alias of SimpleModel

handled _decorator = <fields.String(default=<marshmallow.missing>, attribute=None, vali
value = <fields.String(default=<marshmallow.missing>, attribute=None, validate=None, r

class aries_cloudagent.messaging.decorators.tests.test_decorator_set.TestDecoratorSet (metho
Bases: unittest.case.TestCase

test_decorator model ()
test_dict ()
test_extract ()
test_field decorator ()

test_skip_decorator ()

aries_cloudagent.messaging.decorators.tests.test_thread_decorator module

class aries_cloudagent.messaging.decorators.tests.test_thread_decorator.TestThreadDecorato:
Bases: unittest.case.TestCase

parent_id = 'tid-000'
received orders = {'did': 2}
sender_order = 1

test_init ()

test_serialize_ load()
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thread _id = 'tid-001"'

Submodules
aries_cloudagent.messaging.decorators.base module

Classes for managing a collection of decorators.

class aries_cloudagent.messaging.decorators.base.BaseDecoratorSet (models:

dict =
None)
Bases: collections.OrderedDict
Collection of decorators.
add_model (key: str, model: Type[aries_cloudagent.messaging.models.base.BaseModel])
Add a registered decorator model.
copy () — aries_cloudagent.messaging.decorators.base.BaseDecoratorSet
Return a copy of the decorator set.
extract_decorators (message: Mapping[KT, VT _co], schema:
Type[ <sphinx.ext.autodoc.importer._MockObject object at

Ox7fba4a0a9358>] = None, serialized: bool = True, skip_attrs: Se-

quence[str] = None) — collections.OrderedDict
Extract decorators and return the remaining properties.

field (name: str) — aries_cloudagent.messaging.decorators.base.BaseDecoratorSet
Access a named decorated field.

fields
Acessor for the set of currently defined fields.

has_field (name: str) — bool
Check for the existence of a named decorator field.

load_decorator (key: str, value, serialized=False)
Convert a decorator value to its loaded representation.

models
Accessor for the models dictionary.

prefix
Accessor for the decorator prefix.

remove_field (name: str)
Remove a named decorated field.

remove_model (key: str)
Remove a registered decorator model.

to_dict (prefix: str = None) — collections.OrderedDict
Convert to a dictionary (serialize).

Raises BaseModelError — on decorator validation errors
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exception aries_cloudagent.messaging.decorators.base.DecoratorError (*args,
er-
ror_code:
Str =
None,

*rkwargs)
Bases: aries cloudagent.error.BaseError

Base error for decorator issues.

aries_cloudagent.messaging.decorators.default module

Default decorator set implementation.

class aries_cloudagent.messaging.decorators.default.DecoratorSet (models: dict

= None)
Bases: aries cloudagent.messaging.decorators.base.BaseDecoratorSet

Default decorator set implementation.

aries_cloudagent.messaging.decorators.localization_decorator module

The localization decorator (~110n) for message localization information.

class aries_cloudagent.messaging.decorators.localization_decorator.LocalizationDecorator (%,

Bases: aries cloudagent.messaging.models.base.BaseModel
Class representing the localization decorator.

class Meta
Bases: object

LocalizationDecorator metadata.

schema_class = 'LocalizationDecoratorSchema'
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class aries_cloudagent.messaging.decorators.localization_decorator.LocalizationDecoratorScl

Bases: aries_cloudagent.messaging.models.base.BaseModelSchema
Localization decorator schema used in serialization/deserialization.

class Meta
Bases: object

LocalizationDecoratorSchema metadata.

model_ class
alias of LocalizationDecorator

catalogs
Used by autodoc_mock_imports.

locale
Used by autodoc_mock_imports.

localizable
Used by autodoc_mock_imports.

aries_cloudagent.messaging.decorators.signature_decorator module

Model and schema for working with field signatures within message bodies.

class aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator (*,
sig-
na-
ture_type:
str

None,
Sig-
na-
ture:
str

None,
sig_data:
Str

None,
signer:
str

None)

Bases: aries_cloudagent.messaging.models.base.BaseModel
Class representing a field value signed by a known verkey.

class Meta
Bases: object

SignatureDecorator metadata.
schema_class = 'SignatureDecoratorSchema'

TYPE_ED25519SHA512 = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/signature/1.0/ed25519Sha512_
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classmethod create (value, signer: str, wallet: aries_cloudagent.wallet.base.BaseWallet, times-

tamp=None) — aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator
Create a Signature.

Sign a field value and return a newly constructed SignatureDecorator representing the resulting signature.
Parameters
¢ value — Value to sign
* signer — Verkey of the signing party
* wallet — The wallet to use for the signature
Returns The created SignatureDecorator object

decode () -> (<class 'object’>, <class ’int’>)
Decode the signature to its timestamp and value.

Returns A tuple of (decoded message, timestamp)

verify (wallet: aries_cloudagent.wallet.base.BaseWallet) — bool
Verify the signature against the signer’s public key.

Parameters wallet — Wallet to use to verify signature
Returns True if verification succeeds else False

class aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecoratorSchema (*
ks

Bases: aries cloudagent.messaging.models.base.BaseModelSchema
SignatureDecorator schema.

class Meta
Bases: object

SignatureDecoratorSchema metadata.

model_class
alias of SignatureDecorator

sig_data
Used by autodoc_mock_imports.

signature
Used by autodoc_mock_imports.

signature_type
Used by autodoc_mock_imports.

signer
Used by autodoc_mock_imports.

aries_cloudagent.messaging.decorators.thread_decorator module

A message decorator for threads.

A thread decorator identifies a message that may require additional context from previous messages.
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class aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecorator (¥,
thid:

Str

None,
pthid:

Str

None,
sender_order:
int

None,

re-
ceived_orders:
Map-
ping[KT,

VT _co]

None)
Bases: aries cloudagent.messaging.models.base.BaseModel

Class representing thread decorator.

class Meta
Bases: object

ThreadDecorator metadata.

schema_class = 'ThreadDecoratorSchema'
pthid

Accessor for parent thread identifier.

Returns This thread’s pthid

received_orders
Get received orders.

Returns The highest sender_order value that the sender has seen from other sender(s) on the
thread.

sender_order
Get sender order.

Returns A number that tells where this message fits in the sequence of all messages that the
current sender has contributed to this thread

thid
Accessor for thread identifier.

Returns This thread’s thid

class aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecoratorSchema (*args,

**kwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema

Thread decorator schema used in serialization/deserialization.

class Meta
Bases: object
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ThreadDecoratorSchema metadata.

model_class
alias of ThreadDecorator

pthid
Used by autodoc_mock_imports.

received_orders
Used by autodoc_mock_imports.

sender_order
Used by autodoc_mock_imports.

thid
Used by autodoc_mock_imports.

aries_cloudagent.messaging.decorators.timing_decorator module

The timing decorator (~timing).

This decorator allows the timing of agent messages to be communicated and constrained.
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class aries_cloudagent.messaging.decorators.timing_decorator.TimingDecorator (¥,

Bases: aries_cloudagent.messaging.models.base
Class representing the timing decorator.

class Meta
Bases: object

TimingDecorator metadata.

schema_class = 'TimingDecoratorSchema'

.BaseModel

in_time:
Union[str,
date-
time.datetime]

None,
out_time:
Union/str,
date-
time.datetime]

None,
stale_time:
Union[str,
date-
time.datetime]

None,

ex-
pires_time:
Union[str,
date-
time.datetime]

None,

de-
lay_milli:
int

None,
wait_until_time:
Union[str,

date-
time.datetime]

None)

class aries_cloudagent.messaging.decorators.timing decorator.TimingDecoratorSchema ( *args,

Bases: aries cloudagent.messaging.models.base.BaseModelSchema

Timing decorator schema used in serialization/deserialization.

class Meta
Bases: object

TimingDecoratorSchema metadata.

**kwargs)
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model_class
alias of TimingDecorator

delay milli
Used by autodoc_mock_imports.

expires_time
Used by autodoc_mock_imports.

in_time
Used by autodoc_mock_imports.

out_time
Used by autodoc_mock_imports.

stale_time
Used by autodoc_mock_imports.

wait_until time
Used by autodoc_mock_imports.

aries_cloudagent.messaging.decorators.transport_decorator module

The transport decorator (~transport).
This decorator allows changes to agent response behaviour and queue status updates.

class aries_cloudagent.messaging.decorators.transport_decorator.TransportDecorator (¥,
re-
turn_route.
str

None,

re-
turn_route.
str

None,
queued_me
int

None)
Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the transport decorator.

class Meta
Bases: object

TransportDecorator metadata.
schema_class = 'TransportDecoratorSchema'

class aries_cloudagent.messaging.decorators.transport_decorator.TransportDecoratorSchema (*
ke
Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Transport decorator schema used in serialization/deserialization.

class Meta
Bases: object
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TransportDecoratorSchema metadata.

model_class
alias of TransportDecorator

queued_message_count
Used by autodoc_mock_imports.

return_route
Used by autodoc_mock_imports.

return_route_thread
Used by autodoc_mock_imports.

aries_cloudagent.messaging.discovery package

Subpackages

aries_cloudagent.messaging.discovery.handlers package

Subpackages

aries_cloudagent.messaging.discovery.handlers.tests package

Submodules
aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler module

class aries_cloudagent.messaging.discovery.handlers.tests.test_qgquery_handler.TestQueryHand.
Bases: object

test_query_all (request_context)

aries_cloudagent.messaging.discovery.handlers.tests.test_qgquery_handler.request_context ()
_>
aries

Submodules
aries_cloudagent.messaging.discovery.handlers.disclose_handler module

Handler for incoming disclose messages.

class aries_cloudagent.messaging.discovery.handlers.disclose_handler.DiscloseHandler
Bases: aries_cloudagent.messaging.base _handler.BaseHandler

Handler for incoming disclose messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.
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aries_cloudagent.messaging.discovery.handlers.query_handler module

Handler for incoming query messages.

class aries_cloudagent.messaging.discovery.handlers.query_handler.QueryHandler
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming query messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.discovery.messages package

Subpackages

aries_cloudagent.messaging.discovery.messages.tests package
Submodules
aries_cloudagent.messaging.discovery.messages.tests.test_disclose module

class aries_cloudagent.messaging.discovery.messages.tests.test_disclose.TestDisclose (method]
Bases: unittest.case.TestCase

test deserialize (mock_disclose_schema_load)

test_init ()

test_protocols = [{'pid': 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/basicmessage/1l.0/messa
test_serialize (mock_disclose_schema_dump)

test_type ()

class aries_cloudagent.messaging.discovery.messages.tests.test_disclose.TestDiscloseSchema
Bases: unittest.case.TestCase

disclose = <Disclose (_message_id='3ecce382-867c-4353-8c89—-cc5430£fc61bd’', _message_new_

test_make _model ()

aries_cloudagent.messaging.discovery.messages.tests.test_query module

class aries_cloudagent.messaging.discovery.messages.tests.test_qguery.TestQuery (methodName="r
Bases: unittest.case.TestCase

test_comment = 'comment'
test_deserialize (mock_query_schema_load)
test_init ()

test_query = 'x'

test_serialize (mock_query_schema_dump)

test_type ()
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class aries_cloudagent.messaging.discovery.messages.tests.test_qguery.TestQuerySchema (methodi
Bases: unittest.case.TestCase

query = <Query (_message_id='£79a405e-0812-4fb0-bb74-8abbd535d56d', _message_new_id=Tru

test_make _model ()
Submodules

aries_cloudagent.messaging.discovery.messages.disclose module

Represents a protocol discovery disclosure message.

class aries_cloudagent.messaging.discovery.messages.disclose.Disclose (%,

proto-
cols:
Map-
ping[str,
Map-
ping[KT,
VT _co]]
None,
**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessage
Represents a protocol discovery disclosure, the response to a query message.
class Meta
Bases: object
Disclose metadata.
handler_class = 'aries_cloudagent.messaging.discovery.handlers.disclose_handler.Dis
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/protocol-discovery/1.0/disclose

schema_class = 'DiscloseSchema’

class aries_cloudagent.messaging.discovery.messages.disclose.DiscloseSchema (*args,

**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Disclose message schema used in serialization/deserialization.

class Meta
Bases: object

DiscloseSchema metadata.

model_class
alias of Disclose

protocols = <fields.List (default=<marshmallow.missing>, attribute=None, wvalidate=None,
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class aries_cloudagent.messaging.discovery.messages.disclose.ProtocolDescriptorSchema (only=

ex-
clude=
many-
con-
text=N
load_c
dump_
par-
tial=F
un-
known
Bases: marshmallow.schema.Schema
Schema for an entry in the protocols list.
opts = <marshmallow.schema.SchemaOpts object>
aries_cloudagent.messaging.discovery.messages.query module
Represents a protocol discovery query message.
class aries_cloudagent.messaging.discovery.messages.query.Query (%, query:
str = None,
comment:
str = None,
**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Represents a protocol discovery query.
Used for inspecting what message types are supported by the agent.
class Meta
Bases: object
Query metadata.
handler_ class = 'aries_cloudagent .messaging.discovery.handlers.query handler.Query}
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/protocol-discovery/1.0/query’

schema_class = 'QuerySchema'

class aries_cloudagent.messaging.discovery.messages.query.QuerySchema (*args,

*Ekwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema

Query message schema used in serialization/deserialization.

class Meta
Bases: object

QuerySchema metadata.

model_class
alias of Query

comment = <fields.String(default=<marshmallow.missing>, attribute=None, wvalidate=None,

query = <fields.String(default=<marshmallow.missing>, attribute=None, validate=None, r
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Submodules
aries_cloudagent.messaging.discovery.message_types module

Message type identifiers for Protocol Discovery.

aries_cloudagent.messaging.discovery.routes module

Protocol discovery admin routes.

class aries_cloudagent.messaging.discovery.routes.QueryResultSchema (*args,

*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for connection list.

results
Used by autodoc_mock_imports.

aries_cloudagent.messaging.discovery.routes.query_protocols (request:
<sphinx.ext.autodoc.importer._MockObject
object at

Ox7fba49fSfef0> )

Request handler for inspecting supported protocols.
Parameters request — aiohttp request object
Returns The diclosed protocols response

aries_cloudagent.messaging.discovery.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject

object at Ox7fba49f8fef0>)
Register routes.

aries_cloudagent.messaging.introduction package

Subpackages

aries_cloudagent.messaging.introduction.handlers package

Submodules
aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler module

Handler for incoming forward invitation messages.

class aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler.ForwardI:
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming forward invitation messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.
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aries_cloudagent.messaging.introduction.handlers.invitation_handler module

Handler for incoming invitation messages.

class aries_cloudagent.messaging.introduction.handlers.invitation_handler.InvitationHandle:
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming invitation messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.introduction.handlers.invitation_request_handler module

Handler for incoming invitation request messages.

class aries_cloudagent.messaging.introduction.handlers.invitation_request_handler.Invitatic
Bases: aries_cloudagent.messaging.base _handler.BaseHandler

Handler for incoming invitation request messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.introduction.messages package

Subpackages

aries_cloudagent.messaging.introduction.messages.tests package

Submodules
aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation module

class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestC
Bases: object

did = 'did:sov:QOmWbsNYhMr jHigZDTUTEJs'

endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'

endpoint_url 'https://example.com/endpoint'’

key = '8HH5gYEeNc3z7PYXmd54d4x6gAfCNrqQqEB3nS7Zfu7K'
label = 'Label'

test_message = 'test message'

class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestFk«
Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.
messages.tests.test_forward _invitation.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

1.1. Subpackages 95


https://docs.python.org/3/library/functions.html#object

Aries Cloud Agent Python Documentation

test_deserialize (mock_invitation_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_invitation_schema_dump)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestF«

Bases: sphinx.ext.autodoc.importer._MockObject, aries cloudagent.messaging.
introduction.messages.tests.test_forward _invitation.TestConfig

Test forward invitation schema.

test_make_model ()

aries_cloudagent.messaging.introduction.messages.tests.test_invitation module

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestConfig
Bases: object

did = 'did:sov:QOmWbsNYhMr jHiqZDTUTEJs'

endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'
endpoint_url = 'https://example.com/endpoint'

key = '8HH5gYEeNc3z7PYXmd54d4x6gAfCNrqQgEB3nS7Zfu7K'
label = 'Label'

test_message = 'test message'

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestInvitatio:
Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.
messages.tests.test_invitation.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_invitation_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_invitation_schema_dump)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestInvitatio:

Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.
introduction.messages.tests.test_invitation.TestConfig

Test invitation schema.
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test_make_model ()

aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request module

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestC«
Bases: object

test_message = 'MESSAGE'
test_responder = 'RESPONDER'

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestI:
Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.
messages.tests.test_invitation request.TestConfig

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_invitation_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_invitation_schema_dump)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestI:

Bases: sphinx.ext.autodoc.importer._MockObject, aries cloudagent.messaging.
introduction.messages.tests.test_invitation request.TestConfig

Test invitation request schema.

test_make_model ()

Submodules
aries_cloudagent.messaging.introduction.messages.forward_invitation module

Represents a forwarded invitation from another agent.
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class aries_cloudagent.messaging.introduction.messages.forward_invitation.ForwardInvitatio:

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing an invitation to be forwarded.

class Meta
Bases: object

Metadata for a forwarded invitation.

handler_class = 'aries_cloudagent .messaging.introduction.handlers.forward_invitatic

message_type 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/introduction-service/0.1/forwa:

schema_class 'ForwardInvitationSchema'

class aries_cloudagent.messaging.introduction.messages.forward_invitation.ForwardInvitatio:

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
ForwardInvitation request schema class.

class Meta
Bases: object

ForwardInvitation request schema metadata.

model class
alias of ForwardInvitation

invitation
Used by autodoc_mock_imports.

message
Used by autodoc_mock_imports.

aries_cloudagent.messaging.introduction.messages.invitation module

Represents an invitation returned to the introduction service.
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class aries_cloudagent.messaging.introduction.messages.invitation.Invitation (%,
in-
vi-
ta-
tion:
aries_cloudagent.m

None,
mes-
sage:
str
None,
**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing an invitation returned to the introduction service.
class Meta
Bases: object
Metadata for an invitation.
handler_class = 'aries_cloudagent .messaging.introduction.handlers.invitation_handle

message_type 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/introduction-service/0.1/invits
schema_class = 'InvitationSchema'

class aries_cloudagent.messaging.introduction.messages.invitation.InvitationSchema (*args,
**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Invitation request schema class.

class Meta
Bases: object

Invitation request schema metadata.

model class
alias of Tnvitation

invitation
Used by autodoc_mock_imports.

message
Used by autodoc_mock_imports.

aries_cloudagent.messaging.introduction.messages.invitation_request module

Represents an request for an invitation from the introduction service.
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class aries_cloudagent.messaging.introduction.messages.invitation_request.InvitationReques!

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing an invitation request.

class Meta
Bases: object

Metadata for an invitation request.

handler_ class = 'aries_cloudagent .messaging.introduction.handlers.invitation_reques
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/introduction-service/0.1/invita:
schema_class = 'InvitationRequestSchema'

class aries_cloudagent.messaging.introduction.messages.invitation_request.InvitationReques!

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
Invitation request schema class.

class Meta
Bases: object

Invitation request schema metadata.

model_class
alias of TnvitationRequest

message
Used by autodoc_mock_imports.

responder
Used by autodoc_mock_imports.

aries_cloudagent.messaging.introduction.tests package

Submodules

aries_cloudagent.messaging.introduction.base_service module

Introduction service base classes.

class aries_cloudagent.messaging.introduction.base_service.BaseIntroductionService (context:

aries_clou
Bases: abc . ABC
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Service handler for allowing connections to exchange invitations.

return_invitation (target_connection_id: str,invitation: aries_cloudagent.messaging.introduction.messages.invitation.Im

outbound_handler)
Handle the forwarding of an invitation to the responder.

Parameters
* target_connection_id - The ID of the connection sending the Invitation
e invitation - The received Invitation message
* outbound_handler — The outbound handler coroutine for sending a message

classmethod service_handler ()
Quick accessor for conductor to use.

start_introduction (init_connection_id: str, target_connection_id: str, outbound_handler, mes-
sage: str = None)
Start the introduction process between two connections.

Parameters
* init_connection_id - The connection initiating the request
* target_connection_id — The connection which is asked for an invitation
* outbound_handler — The outbound handler coroutine for sending a message
* message — The message to use when requesting the invitation

exception aries_cloudagent.messaging.introduction.base_service.IntroductionError (*args,
er-
ror_code:
str

None,
*kkwargs)
Bases: aries cloudagent.error.BaseError

Generic introduction service error.

aries_cloudagent.messaging.introduction.demo_service module

Introduction service demo classes.

class aries_cloudagent.messaging.introduction.demo_service.DemoIntroductionService (confext:
aries_clou
Bases: aries_cloudagent.messaging.introduction.base_service.
BaseIntroductionService
Service handler for allowing connections to exchange invitations.

RECORD_TYPE = 'introduction_record’

return_invitation (target_connection_id: str,invitation: aries_cloudagent.messaging.introduction.messages.invitation.Im

outbound_handler)
Handle the forwarding of an invitation to the responder.

Parameters
* target_connection_id - The ID of the connection sending the Invitation

* invitation - The received Invitation message
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* outbound_handler — The outbound handler coroutine for sending a message

start_introduction (init_connection_id: str, target_connection_id: str, message: str, out-

) ~ bound_handler) ]
Start the introduction process between two connections.

Parameters
* init_connection_id - The connection initiating the request
* target_connection_id - The connection which is asked for an invitation
* outbound_handler — The outbound handler coroutine for sending a message

* message — The message to use when requesting the invitation

aries_cloudagent.messaging.introduction.message_types module

Message type identifiers for Introductions.

aries_cloudagent.messaging.introduction.routes module

Introduction service admin routes.

aries_cloudagent.messaging.introduction.routes.introduction_start (request:
<sphinx.ext.autodoc.importer._Moch
object  at

0x7fba4a03db70>)
Request handler for starting an introduction.

Parameters request — aiohttp request object

aries_cloudagent.messaging.introduction.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject
object at

O0x7fba4a03db70>)
Register routes.

aries_cloudagent.messaging.models package
Submodules
aries_cloudagent.messaging.models.base module

Base classes for Models and Schemas.

class aries_cloudagent.messaging.models.base.BaseModel
Bases: abc . ABC

Base model that provides convenience methods.

class Meta
Bases: object

BaseModel meta data.

schema_class = None
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Schema
Accessor for the model’s schema class.

Returns The schema class

classmethod deserialize (0bj)
Convert from JSON representation to a model instance.

Parameters obj — The dict to load into a model instance
Returns A model instance for this data

classmethod from json (json_repr: Union[str, bytes])
Parse a JSON string into a model instance.

Parameters json_repr — JSON string
Returns A model instance representation of this JSON

serialize (as_string=False) — dict
Create a JSON-compatible dict representation of the model instance.

Parameters as_string — Return a string of JSON instead of a dict
Returns A dict representation of this model, or a JSON string if as_string is True

to_json () — str
Create a JSON representation of the model instance.

Returns A JSON representation of this message

exception aries_cloudagent.messaging.models.base.BaseModelError (*args, er-
ror_code:
str = None,
**kwargs)

Bases: aries_cloudagent.error.BaseError
Base exception class for base model errors.

class aries_cloudagent.messaging.models.base.BaseModelSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

BaseModel schema.

class Meta
Bases: object

BaseModelSchema metadata.
model_class = None
ordered = True
skip_values = [None]

Model
Accessor for the schema’s model class.

Returns The model class

make_model (data: dict)
Return model instance after loading.

Returns A model instance

remove_skipped_values (data)
Remove values that are are marked to skip.
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Returns Returns this modified data

skip_dump_only (data)
Skip fields that are only expected during serialization.

Parameters data — The incoming data to clean
Returns The modified data

aries_cloudagent .messaging.models.base.resolve_class (the_cls, relative_cls: type =

None)
Resolve a class.

Parameters
e the_cls - The class to resolve
e relative_cls — Relative class to resolve from
Returns The resolved class
Raises ClassNotFoundError — If the class could not be loaded

aries_cloudagent .messaging.models.base.resolve_meta_property (obj, prop_name:

str, defval=None)
Resolve a meta property.

Parameters
* prop_name — The property to resolve
e defval — The default value

Returns The meta property

aries_cloudagent.messaging.presentations package

Subpackages

aries_cloudagent.messaging.presentations.handlers package

Submodules
aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler module

Basic message handler.

class aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler.Cre
Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential presentations.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for credential presentations.

Parameters
¢ context —request context

* responder - responder callback
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aries_cloudagent.messaging.presentations.handlers.presentation_request_handler module

Basic message handler.

class aries_cloudagent.messaging.presentations.handlers.presentation_request_handler.Presel
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Message handler class for presentation requests.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler logic for presentation requests.

Parameters
¢ context —request context

* responder — responder callback

aries_cloudagent.messaging.presentations.messages package

Subpackages

aries_cloudagent.messaging.presentations.messages.tests package

Submodules

aries_cloudagent.messaging.presentations.messages.tests.test_proof module
aries_cloudagent.messaging.presentations.messages.tests.test_proof request module
Submodules
aries_cloudagent.messaging.presentations.messages.credential_presentation module

A credential presentation message.

class aries_cloudagent.messaging.presentations.messages.credential_presentation.Credentiall

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a credential presentation.

class Meta
Bases: object

CredentialPresentation metadata.
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handler_class = 'aries_cloudagent .messaging.presentations.handlers.credential_prese

message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/credential-presentation/0.1/cre

schema_class 'CredentialPresentationSchema'’

class aries_cloudagent.messaging.presentations.messages.credential_presentation.Credentiall

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
CredentialPresentation schema.

class Meta
Bases: object

CredentialPresentationSchema metadata.

model_class
alias of CredentialPresentation

comment
Used by autodoc_mock_imports.

presentation
Used by autodoc_mock_imports.

aries_cloudagent.messaging.presentations.messages.presentation_request module

A presentation request content message.

class aries_cloudagent.messaging.presentations.messages.presentation_request.PresentationRs

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a presentation request.

class Meta
Bases: object

PresentationRequest metadata.

handler_class = 'aries_cloudagent.messaging.presentations.handlers.presentation_rec
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/credential-presentation/0.1/pre
schema_class = 'PresentationRequestSchema'’

class aries_cloudagent.messaging.presentations.messages.presentation_request.PresentationRs

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
PresentationRequest schema.

class Meta
Bases: object
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PresentationRequestSchema metadata.

model_class
alias of PresentationRequest

comment
Used by autodoc_mock_imports.

request
Used by autodoc_mock_imports.

aries_cloudagent.messaging.presentations.models package
Submodules
aries_cloudagent.messaging.presentations.models.presentation_exchange module

Handle presentation exchange information interface with non-secrets storage.
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class aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationEx«
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Bases: aries_cloudagent.messaging.models.base_record.BaseRecord

Represents a presentation exchange.

INITIATOR_EXTERNAL = 'external'
INITIATOR_SELF = 'self'
LOG_STATE_FLAG = 'debug.presentations'

class Meta
Bases: object

PresentationExchange metadata.

schema_class = 'PresentationExchangeSchema'
RECORD_ID NAME = 'presentation_exchange_id'
RECORD_TYPE = 'presentation_exchange'
STATE_PRESENTATION_RECEIVED = 'presentation_received'
STATE_PRESENTATION_SENT = 'presentation_sent'
STATE_REQUEST RECEIVED = 'request_received'
STATE_REQUEST_SENT = 'request_sent'
STATE_VERIFIED = 'verified'
WEBHOOK_TOPIC = 'presentations'

presentation_exchange_id
Accessor for the ID associated with this exchange.

record_tags
Accessor for the record tags generated for this presentation exchange.

record_value
Accessor for JSON record value generated for this presentation exchange.

class aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationEx

Bases: aries_cloudagent .messaging.models.base_record.BaseRecordSchema
Schema for serialization/deserialization of presentation exchange records.

class Meta
Bases: object

PresentationExchangeSchema metadata.

model_ class
alias of PresentationExchange

connection_id
Used by autodoc_mock_imports.

error_msg
Used by autodoc_mock_imports.
initiator
Used by autodoc_mock_imports.

presentation
Used by autodoc_mock_imports.
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presentation_exchange_id
Used by autodoc_mock_imports.

presentation_request
Used by autodoc_mock_imports.

state
Used by autodoc_mock_imports.

thread_id
Used by autodoc_mock_imports.

verified
Used by autodoc_mock_imports.

Submodules
aries_cloudagent.messaging.presentations.manager module

Classes to manage presentations.

class aries_cloudagent.messaging.presentations.manager.PresentationManager (context:

aries_cloudagent.confi
Bases: object

Class for managing presentations.

context
Accessor for the current request context.

Returns The injection context for this presentation manager

create_presentation (presentation_exchange_record: aries_cloudagent.messaging.presentations.models.presentation_ex

requested_credentials: dict)
Receive a presentation request.

Parameters
* presentation_exchange_record — Record to update
* requested_credentials - Indy formatted requested_credentials

ie.,

“self_attested_attributes”: { “j233ffbc-bd35-49b1-934£-51e083106f6d”: “value”
}, “requested_attributes”: {

“6253ffbb-bd35-49b3-934f-46e083106f6¢”: { “cred_id”: “5bfad0b7-062b-4ae0-a251-
a86¢87922c0e”, “revealed’: true

}
}, “requested_predicates”: {

“bfc8a97d-60d3-4£21-b998-85eeabe5¢8¢0’’: { “cred_id”: “5bfad0b7-062b-4ae0-a251-
a86¢87922c0e”
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}

create_request (name: str, version: str, requested_attributes: list, requested_predicates: list, con-

nection_id: str)
Create a proof request.

receive_presentation (presentation: dict, thread_id: str)
Receive a presentation request.

receive_request (presentation_request_message: aries_cloudagent.messaging.presentations.messages.presentation_reques

) connection_id. str)
Receive a presentation request.

Parameters presentation_request_message — Presentation message to receive

verify presentation (presentation_exchange_record: aries_cloudagent.messaging.presentations.models.presentation_ex
Verify a presentation request.

exception aries_cloudagent.messaging.presentations.manager.PresentationManagerError (*args,
er-
ror_code.
str
None,

**ewargs
Bases: aries_cloudagent.error.BaseError

Presentation error.

aries_cloudagent.messaging.presentations.message_types module

Message type identifiers for Connections.

aries_cloudagent.messaging.presentations.routes module

Admin routes for presentations.

class aries_cloudagent.messaging.presentations.routes.PresentationExchangeListSchema (*args,

**ewar
Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a presentation exchange query.

results
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.presentations.routes.PresentationRequestRequestSchema (*arg.

**k\’t
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a proof request.

class RequestedAttribute (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

RequestedAttribute model.

name
Used by autodoc_mock_imports.
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restrictions
Used by autodoc_mock_imports.

class RequestedPredicate (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

RequestedPredicate model.

name
Used by autodoc_mock_imports.

_type
Used by autodoc_mock_imports.

p_value
Used by autodoc_mock_imports.

restrictions
Used by autodoc_mock_imports.

connection_id
Used by autodoc_mock_imports.

name
Used by autodoc_mock_imports.

requested_attributes
Used by autodoc_mock_imports.

requested_predicates
Used by autodoc_mock_imports.

version
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.presentations.routes.SendPresentationRequestSchema (*args,

**kwargs
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a presentation.

requested_attributes
Used by autodoc_mock_imports.

requested_predicates
Used by autodoc_mock_imports.

self attested_attributes
Used by autodoc_mock_imports.

aries_cloudagent.messaging.presentations.routes.presentation_exchange_create_request (request:
<sphinx
ob-
Jject
at

Ox7fba4
Request handler for creating a presentation request.

Parameters request — aiohttp request object

Returns The presentation exchange details.
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aries_cloudagent.messaging.presentations.routes.presentation_exchange_credentials_list (reque
<sph
ob-
Jject
at
Ox7fl
Request handler for searching applicable credential records.

Parameters request — aiohttp request object
Returns The credential list response

aries_cloudagent.messaging.presentations.routes.presentation_exchange_list (request:
<sphinx.ext.autodoc.in
ob-
Jject
at

Ox7fba49f7aa58>)
Request handler for searching presentation exchange records.

Parameters request — aiohttp request object
Returns The presentation exchange list response

aries_cloudagent.messaging.presentations.routes.presentation_exchange_remove (request:
<sphinx.ext.autodoc
ob-
ject
at

Ox7fba49f7aa58>)
Request handler for removing a presentation exchange record.

Parameters request — aiohttp request object

aries_cloudagent.messaging.presentations.routes.presentation_exchange_retrieve (request:
<sphinx.ext.auto
ob-
Ject
at
Ox7fba49f7aa58:
Request handler for fetching a single presentation exchange record.

Parameters request — aiohttp request object
Returns The presentation exchange record response

aries_cloudagent.messaging.presentations.routes.presentation_exchange_send credential_pres:e

Request handler for sending a credential presentation.
Parameters request — aiohttp request object

Returns The presentation exchange details.
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aries_cloudagent.messaging.presentations.routes.presentation_exchange_send_request (request:
<sphinx.ex
ob-
Ject
at
Ox7fba49f7
Request handler for creating and sending a presentation request.

Parameters request — aiohttp request object
Returns The presentation exchange details.

aries_cloudagent.messaging.presentations.routes.presentation_exchange_verify credential_pre

Request handler for verifying a presentation request.
Parameters request — aiohttp request object
Returns The presentation exchange details.

aries_cloudagent.messaging.presentations.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject
object at

0x7fba49f7aa58>)
Register routes.

aries_cloudagent.messaging.problem_report package
Submodules
aries_cloudagent.messaging.problem_report.handler module

Generic problem report handler.

class aries_cloudagent.messaging.problem report.handler.ProblemReportHandler
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Problem report handler class.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Handle problem report message.

Parameters
¢ context — Request context

* responder — Responder used to reply

aries_cloudagent.messaging.problem_report.message module

Represents a generic problem report message.
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class aries_cloudagent.messaging.problem_report.message.ProblemReport (*,
msg_catalog:
str =
None,
lo-
cale:
str =
None,
ex-
plain_ltxt:
str =
None,
ex-
plain_l10n:
Map-
ping[str,
str] =
None,
prob-
lem_items:
Se-
quence[Mapping|str,
str]]
None,
who_retries:
str =
None,
fix_hint_ltxt:
Map-
ping/[str,
str] =
None,
im-
pact:
str =
None,
where:
str =
None,
time_noticed.:
str =
None,
track-
ing_uri:
str =
None,
es-
cala-
tion_uri:
str =
None,

*kkwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
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Base class representing a generic problem report message.

class Meta
Bases: object

Problem report metadata.

handler_class = 'aries_cloudagent .messaging.problem report.handler.ProblemReportHar
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/notification/1.0/problem-report
schema_class = 'ProblemReportSchema'’

class aries_cloudagent.messaging.problem_report.message.ProblemReportSchema (*args,

**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Schema for ProblemReport base class.

class Meta
Bases: object

Problem report schema metadata.

model_class
alias of ProblemReport

escalation_ uri
Used by autodoc_mock_imports.

explain_110n
Used by autodoc_mock_imports.

explain_ltxt
Used by autodoc_mock_imports.

fix hint_ ltxt
Used by autodoc_mock_imports.

impact
Used by autodoc_mock_imports.

locale
Used by autodoc_mock_imports.

msg_catalog
Used by autodoc_mock_imports.

problem items
Used by autodoc_mock_imports.

time noticed
Used by autodoc_mock_imports.

tracking uri
Used by autodoc_mock_imports.

where
Used by autodoc_mock_imports.

who_retries
Used by autodoc_mock_imports.
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aries_cloudagent.messaging.routing package

Subpackages

aries_cloudagent.messaging.routing.handlers package

Subpackages

aries_cloudagent.messaging.routing.handlers.tests package

Submodules
aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers module

class aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers.TestQue:
Bases: object

test_no_connection (request_context)
test_query_none (request_context)
test_query_route (request_context)

aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers.request_conte:

Submodules
aries_cloudagent.messaging.routing.handlers.forward_handler module

Handler for incoming forward messages.

class aries_cloudagent.messaging.routing.handlers.forward_handler.ForwardHandler
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming forward messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.routing.handlers.route_query_request_handler module

Handler for incoming route-query-request messages.

class aries_cloudagent.messaging.routing.handlers.route_query_request_handler.RouteQueryRec
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-query-request messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler implementation.
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aries_cloudagent.messaging.routing.handlers.route_query_response_handler module

Handler for incoming route-query-response messages.

class aries_cloudagent.messaging.routing.handlers.route_query_response_handler.RouteQueryRs
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-query-response messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.routing.handlers.route_update_request_handler module

Handler for incoming route-update-request messages.

class aries_cloudagent.messaging.routing.handlers.route_update_request_handler.RouteUpdatel
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-update-request messages.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.routing.handlers.route_update_response_handler module

Handler for incoming route-update-response messages.

class aries_cloudagent.messaging.routing.handlers.route_update_response_handler.RouteUpdate
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-update-response messages.

handle (context: aries_cloudagent.messaging. request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Message handler implementation.

aries_cloudagent.messaging.routing.messages package

Subpackages

aries_cloudagent.messaging.routing.messages.tests package

Submodules

aries_cloudagent.messaging.routing.messages.tests.test_forward module

class aries_cloudagent.messaging.routing.messages.tests.test_forward.TestForward (methodName-

Bases: unittest.case.TestCase

msg = 'msg'
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setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (message_schema_load)
test_init ()

test_serialize (message_schema_dump)
test_type ()

to = 'to'

class aries_cloudagent.messaging.routing.messages.tests.test_forward.TestForwardSchema (meth
Bases: unittest.case.TestCase

test_make_model ()

aries_cloudagent.messaging.routing.messages.tests.test_route_query_request module

class aries_cloudagent.messaging.routing.messages.tests.test_route_query_request.TestRoute(
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (message_schema_load)

test_filter = {'recipient _key': '3DnlSJNPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'}
test_init ()

test_limit = 100

test_offset = 10

test_serialize (message_schema_dump)

test_type ()

test_verkey = '3DnlSJIJNPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'

class aries_cloudagent.messaging.routing.messages.tests.test_route_qgquery_request.TestRoute(
Bases: unittest.case.TestCase

test_make_model ()

aries_cloudagent.messaging.routing.messages.tests.test_route_query_response module

class aries_cloudagent.messaging.routing.messages.tests.test_route_query_response.TestRoute
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_conn_id = 'conn-id'
test_deserialize (message_schema_load)
test_end = 15

test_init ()

test_limit = 5
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test_route_id = 'route-id'

test_serialize (message_schema_dump)

test_start = 10

test_total = 20

test_type ()

test_verkey = '3DnlSJNPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'

class aries_cloudagent.messaging.routing.messages.tests.test_route_qgquery_ response.TestRoute
Bases: unittest.case.TestCase

test_make_model ()

aries_cloudagent.messaging.routing.messages.tests.test_route_update _request module

class aries_cloudagent.messaging.routing.messages.tests.test_route_update_request.TestRoute
Bases: unittest.case.TestCase

test_make_model ()

class aries_cloudagent.messaging.routing.messages.tests.test_route_update_request .TestRoute
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_action = 'create'

test_deserialize (message_schema_load)

test_init ()

test_serialize (message_schema_dump)

test_type ()

test_verkey = '3DnlSJIJNPaCXcvvJvSbsFWP2xaCjMom3can8CONhWrTRx'

aries_cloudagent.messaging.routing.messages.tests.test_route_update_response module

class aries_cloudagent.messaging.routing.messages.tests.test_route_update_response.TestRout
Bases: unittest.case.TestCase

test_make_model ()

class aries_cloudagent.messaging.routing.messages.tests.test_route_update_response.TestRout
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_action = 'create'
test_deserialize (message_schema_load)
test_init ()

test_result = 'success'

test_serialize (message_schema_dump)
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test_type ()

test_verkey = '3DnlSJNPaCXcvvJvSbsFWP2xaCjMom3can8CQONhWrTRx'

Submodules
aries_cloudagent.messaging.routing.messages.forward module

Represents a forward message.

class aries_cloudagent.messaging.routing.messages.forward.Forward (¥, to: str =

None, msg:
str = None,
*rkwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Represents a request to forward a message to a connected agent.
class Meta
Bases: object
Forward metadata.
handler class = 'aries_cloudagent.messaging.routing.handlers.forward handler.Forwai
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/routing/1.0/forward’

schema_class = 'ForwardSchema'

class aries_cloudagent.messaging.routing.messages.forward.ForwardSchema (*args,

**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Forward message schema used in serialization/deserialization.

class Meta
Bases: object

ForwardSchema metadata.

model_ class
alias of Forward

msg
Used by autodoc_mock_imports.

to
Used by autodoc_mock_imports.

aries_cloudagent.messaging.routing.messages.route_query_request module

Query existing forwarding routes.
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class aries_cloudagent.messaging.routing.messages.route_query_request .RouteQueryRequest (*,

Jil-
ter:
dici
Noi
pas
i-
nat
arie
Noi
**k
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Query existing routes from a routing agent.
class Meta
Bases: object
RouteQueryRequest metadata.
handler_ class = 'aries_cloudagent .messaging.routing.handlers.route_query_ request_hs
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/routing/1.0/route-query-request

schema_class = 'RouteQueryRequestSchema'

class aries_cloudagent.messaging.routing.messages.route_query_request.RouteQueryRequestSche

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
RouteQueryRequest message schema used in serialization/deserialization.

class Meta
Bases: object

RouteQueryRequestSchema metadata.

model_class
alias of RouteQueryRequest

filter = <fields.Dict (default=<marshmallow.missing>, attribute=None, validate=None, re

paginate = <fields.Nested(default=<marshmallow.missing>, attribute=None, wvalidate=None

aries_cloudagent.messaging.routing.messages.route_query_response module

Return existing forwarding routes in response to a query.
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class aries_cloudagent.messaging.routing.messages.route_qgquery_response.RouteQueryResponse (

Bases: aries cloudagent.messaging.agent_message.AgentMessage
Return existing routes from a routing agent.

class Meta
Bases: object

RouteQueryResponse metadata.

handler_ class = 'aries_cloudagent .messaging.routing.handlers.route_query_ response_tl
message_type = 'did:sov:BzCbsNYhMrjHigZDTUASHg; spec/routing/1.0/route-query-respons:
schema_class = 'RouteQueryResponseSchema'

class aries_cloudagent.messaging.routing.messages.route_query_response.RouteQueryResponseS

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
RouteQueryResponse message schema used in serialization/deserialization.

class Meta
Bases: object

RouteQueryResponseSchema metadata.

model_class
alias of RouteQueryResponse

paginated = <fields.Nested(default=<marshmallow.missing>, attribute=None, wvalidate=Non

routes = <fields.List (default=<marshmallow.missing>, attribute=None, validate=None, re

aries_cloudagent.messaging.routing.messages.route_update_request module

Request to update forwarding routes.

class aries_cloudagent.messaging.routing.messages.route_update_request.RouteUpdateRequest (°

Bases: aries cloudagent.messaging.agent_message.AgentMessage

Request to existing routes with a routing agent.
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class Meta
Bases: object

RouteUpdateRequest metadata.

handler_ class = 'aries_cloudagent.messaging.routing.handlers.route_update_request_t
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/routing/1.0/route-update—-reques:
schema_class = 'RouteUpdateRequestSchema'

class aries_cloudagent.messaging.routing.messages.route_update_request.RouteUpdateRequestS:

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema
RouteUpdateRequest message schema used in serialization/deserialization.

class Meta
Bases: object

RouteUpdateRequestSchema metadata.

model_class
alias of RouteUpdateRequest

updates
Used by autodoc_mock_imports.

aries_cloudagent.messaging.routing.messages.route_update_response module

Response for a route update request.

class aries_cloudagent.messaging.routing.messages.route_update_response.RouteUpdateResponse

Bases: aries_cloudagent.messaging.agent_message.AgentMessage
Response for a route update request.

class Meta
Bases: object

RouteUpdateResponse metadata.

handler_class = 'aries_cloudagent.messaging.routing.handlers.route_update_response_

message_type 'did:sov:BzCbsNYhMrjHiqZDTUASHg; spec/routing/1.0/route—update-respor
schema_class = 'RouteUpdateResponseSchema'’

class aries_cloudagent.messaging.routing.messages.route_update_response.RouteUpdateResponse

Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema
RouteUpdateResponse message schema used in serialization/deserialization.

class Meta
Bases: object
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RouteUpdateResponseSchema metadata.

model_class
alias of RouteUpdateResponse

updated = <fields.List (default=<marshmallow.missing>, attribute=None, validate=None, r

aries_cloudagent.messaging.routing.models package
Submodules
aries_cloudagent.messaging.routing.models.paginate module

An object for containing the request pagination information.

class aries_cloudagent.messaging.routing.models.paginate.Paginate (¥, limit: int
= None,
offset: int
= None,

**kwargs)
Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the pagination details of a request.

class Meta
Bases: object

Paginate metadata.
schema_class = 'PaginateSchema'

class aries_cloudagent.messaging.routing.models.paginate.PaginateSchema ( *args,

**kwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema

Paginate schema.

class Meta
Bases: object

PaginateSchema metadata.
model_class = 'Paginate'
limit = <fields.Integer (default=<marshmallow.missing>, attribute=None, wvalidate=None,

offset = <fields.Integer (default=<marshmallow.missing>, attribute=None, validate=None,

aries_cloudagent.messaging.routing.models.paginated module

An object for containing the response pagination information.
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class aries_cloudagent.messaging.routing.models.paginated.Paginated (¥, start:

Bases: aries cloudagent.messaging.models.base
Class representing the pagination details of a response.

class Meta
Bases: object

Paginated metadata.

schema_class = 'PaginatedSchema'’

.BaseModel

int =
None,

end: int
= None,
limit: int
= None,
total: int
= None,
**kwargs)

class aries_cloudagent.messaging.routing.models.paginated.PaginatedSchema (*args,

Bases: aries cloudagent.messaging.models.base
Paginated schema.

class Meta
Bases: object

PaginatedSchema metadata.

model_class = 'Paginated'

.BaseModelSchema

end = <fields.Integer (default=<marshmallow.missing>,

limit = <fields.Integer (default=<marshmallow.missing>,

start

total

<fields.Integer (default=<marshmallow.missing>,

<fields.Integer (default=<marshmallow.missing>,

aries_cloudagent.messaging.routing.models.route_query_result module

An object for containing returned route information.

**kwargs)

attribute=None, validate=None, re
attribute=None, validate=None,
attribute=None, validate=None,

attribute=None, validate=None,

class aries_cloudagent.messaging.routing.models.route_query_result.RouteQueryResult (%

Bases: aries_cloudagent.messaging.models.base.
Class representing route information returned by a route query.

class Meta
Bases: object

BaseModel

re-

cip-

i-
ent_key:
str

None,
**kwargs
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RouteQueryResult metadata.

schema_class = 'RouteQueryResultSchema'

class aries_cloudagent.messaging.routing.models.route_query_result.RouteQueryResultSchema (°

Bases: aries cloudagent.messaging.models.base.BaseModelSchema
RouteQueryResult schema.

class Meta
Bases: object

RouteQueryResultSchema metadata.
model_class = 'RouteQueryResult'

recipient_key = <fields.String(default=<marshmallow.missing>, attribute=None,

aries_cloudagent.messaging.routing.models.route_record module

An object for containing information on an individual route.

class aries_cloudagent.messaging.routing.models.route_record.RouteRecord (%,
record_id:
Str

None,
con-
nec-
tion_id:
Str

None,
cre-
ated_at:
str

None,
up-
dated_at:
str

None,

**kwargs)
Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing stored route information.

class Meta
Bases: object
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RouteRecord metadata.
schema_class = 'RouteRecordSchema'

class aries_cloudagent.messaging.routing.models.route_record.RouteRecordSchema (*args,

*Ekwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema
RouteRecord schema.
class Meta
Bases: object
RouteRecordSchema metadata.
model_class = 'RouteRecord'
connection_id
Used by autodoc_mock_imports.
created_at
Used by autodoc_mock_imports.
recipient_key
Used by autodoc_mock_imports.
record_id
Used by autodoc_mock_imports.
updated at
Used by autodoc_mock_imports.
aries_cloudagent.messaging.routing.models.route_update module
An object for containing route information to be updated.
class aries_cloudagent.messaging.routing.models.route_update.RouteUpdate (%,
re-
cip-
i-
ent_key:
Str
None,
ac-
tion:
Str
None,
**kwargs)

Bases: aries cloudagent.messaging.models.base.BaseModel
Class representing a route update request.

ACTION_CREATE = 'create'

ACTION_DELETE = 'delete'

class Meta
Bases: object

RouteUpdate metadata.
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schema_class = 'RouteUpdateSchema'

class aries_cloudagent.messaging.routing.models.route_update.RouteUpdateSchema (*args,

**kwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema
RouteUpdate schema.
class Meta
Bases: object
RouteUpdateSchema metadata.
model_class = 'RouteUpdate'
action
Used by autodoc_mock_imports.
recipient_key
Used by autodoc_mock_imports.
aries_cloudagent.messaging.routing.models.route_updated module
An object for containing updated route information.
class aries_cloudagent.messaging.routing.models.route_updated.RouteUpdated (%,
re-
cip-
i-
ent_key:
str
None,
ac-
tion:
str
None,
re-
sult:
str
None,
**kwargs)

Bases: aries_cloudagent.messaging.models.base.BaseModel
Class representing a route update response.

class Meta
Bases: object

RouteUpdated metadata.

schema_class = 'RouteUpdatedSchema'’
RESULT CLIENT_ ERROR = 'client_error'’
RESULT_NO_CHANGE = 'no_change'

RESULT_SERVER_ERROR = 'server_error'
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RESULT_SUCCESS = 'success'

class aries_cloudagent.messaging.routing.models.route_updated.RouteUpdatedSchema (*args,

**kwargs)
Bases: aries cloudagent.messaging.models.base.BaseModelSchema

RouteUpdated schema.

class Meta
Bases: object

RouteUpdatedSchema metadata.
model_class = 'RouteUpdated'

action
Used by autodoc_mock_imports.

recipient_key
Used by autodoc_mock_imports.

result
Used by autodoc_mock_imports.

aries_cloudagent.messaging.routing.tests package
Submodules
aries_cloudagent.messaging.routing.tests.test_routing_manager module

class aries_cloudagent.messaging.routing.tests.test_routing _manager.TestRoutingManager
Bases: object

test_create_delete (manager)
test_create_retrieve (manager)
test_no_recipient (manager)
test_retrieve_none (manager)

aries_cloudagent.messaging.routing.tests.test_routing_manager.manager () —
aries_cloudagent.messaging.rc

aries_cloudagent.messaging.routing.tests.test_routing _manager.request_context ()
%
aries_cloudagent.r

Submodules
aries_cloudagent.messaging.routing.manager module

Routing manager classes for tracking and inspecting routing records.
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exception aries_cloudagent.messaging.routing.manager.RouteNotFoundError (*args,
er-
ror_code:
Str

None,

**kwargs)
Bases: aries_cloudagent.messaging.routing.manager.RoutingManagerError

Requested route was not found.

class aries_cloudagent.messaging.routing.manager.RoutingManager (context:
aries_cloudagent.config.injection_cont
Bases: object
Class for handling routing records.
RECORD_TYPE = 'forward route'

context
Accessor for the current request context.

Returns The request context for this connection

create_route_record (client_connection_id: str = None, recipient_key: str = None) —

aries_cloudagent.messaging.routing.models.route_record.RouteRecord
Create and store a new RouteRecord.

Parameters
* client_connection_id — The ID of the connection record
* recipient_key — The recipient verkey of the route

Returns The new routing record

delete_route_record (route: aries_cloudagent.messaging.routing.models.route_record.RouteRecord)
Remove an existing route record.

get_recipient (recip_verkey: str) — aries_cloudagent.messaging.routing.models.route_record.RouteRecord
Resolve the recipient for a verkey.

Parameters recip_verkey — The verkey (“to”) of the incoming Forward message
Returns The RouteRecord associated with this verkey

get_routes (client_connection_id: str = None, tag._filter: dict = None) — Se-

quencelaries_cloudagent.messaging.routing.models.route_record.RouteRecord]
Fetch all routes associated with the current connection.

Parameters
* client_connection_id - The ID of the connection record
* tag_filter — An optional dictionary of tag filters

Returns A sequence of route records found by the query

send_create_route (router_connection_id: str, recip_key: str, outbound_handler)
Create and send a route update request.

Returns: the current routing state (request or done)

update_routes (client_connection_id: str, updates: Sequence[aries_cloudagent.messaging.routing.models.route_update.Rou

— Sequence[aries_cloudagent.messaging.routing.models.route_updated.RouteUpdated]
Update routes associated with the current connection.
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Parameters
* client_connection_id - The ID of the connection record
* updates — The sequence of route updates (create/delete) to perform.

exception aries_cloudagent.messaging.routing.manager.RoutingManagerError (*args,
er-
ror_code:
str

None,
*tkwargs)
Bases: aries cloudagent.error.BaseError

Generic routing error.

aries_cloudagent.messaging.routing.message_types module

Message type identifiers for Routing.

aries_cloudagent.messaging.schemas package
Submodules

aries_cloudagent.messaging.schemas.routes module

Credential schema admin routes.

class aries_cloudagent.messaging.schemas.routes.SchemaGetResultsSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema get request.

schema_json
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.schemas.routes.SchemaSendRequestSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for schema send request.

attributes
Used by autodoc_mock_imports.

schema_name
Used by autodoc_mock_imports.

schema_version
Used by autodoc_mock_imports.

class aries_cloudagent.messaging.schemas.routes.SchemaSendResultsSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema send request.
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schema_id
Used by autodoc_mock_imports.

aries_cloudagent .messaging.schemas.routes.register (app:

<sphinx.ext.autodoc.importer._MockObject

object at Ox7fba49f8f470>)
Register routes.

aries_cloudagent.messaging.schemas.routes.schemas_get_schema (request:
<sphinx.ext.autodoc.importer._MockObject
object at

Ox7fba49f8f470>)
Request handler for sending a credential offer.

Parameters request — aiohttp request object
Returns The credential offer details.

aries_cloudagent .messaging.schemas.routes.schemas_send_schema (request:
<sphinx.ext.autodoc.importer._MockObjec
object at

0x7fba49f8f470>)
Request handler for sending a credential offer.

Parameters request — aiohttp request object

Returns The credential offer details.

aries_cloudagent.messaging.tests package
Submodules
aries_cloudagent.messaging.tests.test_agent_message module

class aries_cloudagent.messaging.tests.test_agent_message.BasicAgentMessage (_id:
str

None,

_dec-

o-

ra-

tors:
aries_cloudagent.mes

None)
Bases: aries cloudagent.messaging.agent_message.AgentMessage

Simple agent message implementation

class Meta
Bases: object

Meta data
message_type = 'basic-message'
schema_class = 'AgentMessageSchema'
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class aries_cloudagent.messaging.tests.test_agent_message.SignedAgentMessage (value:
str

None,
*rkwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Signed agent message tests

class Meta
Bases: object

Meta data
handler class = None

message_type = 'signed—-agent-message'

schema_class = 'SignedAgentMessageSchema'

class aries_cloudagent.messaging.tests.test_agent_message.SignedAgentMessageSchema (*args,

**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema

Utility schema

class Meta
Bases: object

model class
alias of SignedAgentMessage

signed_fields = ('value',)
value = <fields.String(default=<marshmallow.missing>, attribute=None, validate=None, r

class aries_cloudagent.messaging.tests.test_agent_message.TestAgentMessage ( *args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
Tests agent message.
class BadImplementationClass (_id: str = None, _decorators:
aries_cloudagent.messaging.decorators.base.BaseDecoratorSet
= None)

Bases: aries_cloudagent.messaging.agent_message.AgentMessage
Test utility class.

test_assign_thread()

test_field signature()

test_init ()
Tests init class

aries_cloudagent.messaging.tests.test_protocol_registry module

class aries_cloudagent.messaging.tests.test_protocol_registry.TestProtocolRegistry (*args,

*tkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

no_type_message = {'a': 'b'}
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setUp ()

test_disclosed ()

test_message_handler = 'fake_ handler'’
test_message_type = 'PROTOCOL/MESSAGE'

test_message_type_query ()

test_protocol = 'PROTOCOL'

test_protocol_queries = ['x', 'PROTOCOL', 'PROTO«x']
test_protocol_queries_fail = ['', 'nomatch', 'nomatchx*']
test_protocols ()

unknown_type message = {'Qtype': 1}

aries_cloudagent.messaging.tests.test_utils module

class aries_cloudagent.messaging.tests.test_utils.TestUtils (methodName="runTest’)
Bases: unittest.case.TestCase

test_format ()

test_parse()

aries_cloudagent.messaging.trustping package

Subpackages

aries_cloudagent.messaging.trustping.handlers package
Submodules
aries_cloudagent.messaging.trustping.handlers.ping_handler module

Ping handler.

class aries_cloudagent.messaging.trustping.handlers.ping_handler.PingHandler
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Ping handler class.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder. BaseResponder)
Handle ping message.

Parameters
¢ context — Request context

* responder — Responder used to reply
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aries_cloudagent.messaging.trustping.handlers.ping_response_handler module

Ping response handler.

class aries_cloudagent.messaging.trustping.handlers.ping_response_handler.PingResponseHand.:
Bases: aries cloudagent.messaging.base_handler.BaseHandler

Ping response handler class.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Handle ping response message.

Parameters
* context — Request context

* responder — Responder used to reply

aries_cloudagent.messaging.trustping.messages package

Subpackages

aries_cloudagent.messaging.trustping.messages.tests package

Submodules
aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping module

class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping.TestPing (methodNar
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_ping_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_ping_schema_load)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping.TestPingSchema (*
#3

Bases: sphinx.ext.autodoc.importer._MockObject
Test ping schema.

test_make_model ()
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aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse module

class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse.TestPingl
Bases: unittest.case.TestCase

setUp ()
Hook method for setting up the test fixture before exercising it.

test_deserialize (mock_ping_schema_load)
Test deserialization.

test_init ()
Test initialization.

test_serialize (mock_ping_schema_load)
Test serialization.

test_type ()
Test type.

class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping reponse.TestPingl

Bases: sphinx.ext.autodoc.importer._MockObject
Test ping response schema.

test_make_model ()

Submodules
aries_cloudagent.messaging.trustping.messages.ping module

Represents a trust ping message.

class aries_cloudagent.messaging.trustping.messages.ping.Ping (%, re-
sponse_requested:
bool = True, com-
ment: str = None,

**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage

Class representing a trustping message.

class Meta
Bases: object

Ping metadata.

handler_class = 'aries_cloudagent.messaging.trustping.handlers.ping_handler.PingHar

message_type 'did: sov:BzCbsNYhMrjHiqZDTUASHg; spec/trust_ping/1.0/ping’
schema_class = 'PingSchema'’

class aries_cloudagent.messaging.trustping.messages.ping.PingSchema (*args,

**kwargs)
Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Schema for Ping class.
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class Meta

Bases: object
PingSchema metadata.

model class
alias of Ping

comment

Used by autodoc_mock_imports.

response_requested

Used by autodoc_mock_imports.

aries_cloudagent.messaging.trustping.messages.ping_response module

Represents an response to a trust ping message.

class aries_cloudagent.messaging.trustping.messages.ping_response.PingResponse (%,

class aries_cloudagent

Bases: aries cloudagent.messaging.agent_message.AgentMessageSchema

com-
ment:
Str
None,
**kwargs)
Bases: aries cloudagent.messaging.agent_message.AgentMessage
Class representing a ping response.
class Meta
Bases: object
PingResponse metadata.
handler_class = 'aries_cloudagent.messaging.trustping.handlers.ping response_handle

message_type 'did: sov:BzCbsNYhMrjHiqZDTUASHg; spec/trust_ping/1.0/ping_response'

schema_class = 'PingResponseSchema'’

.messaging.trustping.messages.ping_response.PingResponseSchema ( *args,
**kwarg

PingResponse schema.

class Meta
Bases: object

PingResponseSchema metadata.

model_ class

alias of PingResponse

comment = <fields.String(default=<marshmallow.missing>, attribute=None, wvalidate=None,

Submodules

aries_cloudagent.messaging.trustping.message_types module

Message type identifiers for Trust Pings.
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aries_cloudagent.messaging.trustping.routes module

Trust ping admin routes.

aries_cloudagent.messaging.trustping.routes.connections_send_ping (request:
<sphinx.ext.autodoc.importer._Mock
object  at

0x7fba499ad68>)
Request handler for sending a trust ping to a connection.

Parameters request — aiohttp request object

aries_cloudagent.messaging.trustping.routes.register (app:
<sphinx.ext.autodoc.importer._MockObject

object at Ox7fba49f9ad68>)
Register routes.

Submodules
aries_cloudagent.messaging.agent_message module

Agent message base class and schema.

class aries_cloudagent.messaging.agent_message.AgentMessage (_id: str = None,
_decorators:
aries_cloudagent.messaging.decorators.base.
= None)

Bases: aries cloudagent.messaging.models.base.BaseModel
Agent message base class.

Handler
Accessor for the agent message’s handler class.

Returns Handler class

class Meta
Bases: object

AgentMessage metadata.
handler_class = None

message_type = None

schema_class = None

assign_thread_from (msg: aries_cloudagent.messaging.agent_message.AgentMessage)
Copy thread information from a previous message.

Parameters msg — The received message containing optional thread information

assign_thread_id (thid: str, pthid: str = None)
Assign a specific thread ID.

Parameters
¢ thid - The thread identifier
* pthid - The parent thread identifier

get_signature (field_name: str) — aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator
Get the signature for a named field.
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Parameters field_name — Field name to get the signature for
Returns A SignatureDecorator for the requested field name

set_signature (field_name: str, signature: aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator
Add or replace the signature for a named field.

Parameters
e field_name - Field to set signature on
* signature - Signature for the field

sign_field (field_name: str, signer_verkey: str, wallet: aries_cloudagent.wallet.base.BaseWallet,
timestamp=None) — aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator
Create and store a signature for a named field.

Parameters
e field_name - Field to sign
* signer_verkey — Verkey of signer
* wallet — Wallet to use for signature
* timestamp — Optional timestamp for signature
Returns A SignatureDecorator for newly created signature
Raises ValueError —If field_name doesn’t exist on this message

verify_ signatures (wallet: aries_cloudagent.wallet.base.BaseWallet) — bool
Verify all associated field signatures.

Parameters wallet — Wallet to use in verification
Returns True if all signatures verify, else false

verify signed_field (field_name: str, wallet: aries_cloudagent.wallet.base. BaseWallet,
signer_verkey: str = None) — str
Verify a specific field signature.

Parameters
e field_name — The field name to verify
* wallet — Wallet to use for the verification
* signer_verkey - Verkey of signer to use
Returns The verkey of the signer
Raises
e ValueError — If field_name does not exist on this message
e ValueError — If the verification fails
e ValueError — If the verkey of the signature does not match the
* provided verkey

exception aries_cloudagent.messaging.agent_message.AgentMessageError (*args,
er-

ror_code:
Str =
None,
**kwargs)
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Bases: aries_cloudagent.messaging.models.base.BaseModelError

Base exception for agent message issues.

class aries_cloudagent.messaging.agent_message.AgentMessageSchema (*args,

Bases: aries cloudagent.messaging.models.base.BaseModelSchema

AgentMessage schema.

class Meta
Bases: object

AgentMessageSchema metadata.
model_class = None
signed_fields = None

check_dump_decorators (0bj)
Pre-dump hook to validate and load the message decorators.

Parameters obj — The AgentMessage object
Raises BaseModelError — If a decorator does not validate

dump_decorators (data)
Post-dump hook to write the decorators to the serialized output.

Parameters obj — The serialized data
Returns The modified data

extract_decorators (data)
Pre-load hook to extract the decorators and check the signed fields.

Parameters data — Incoming data to parse
Returns Parsed and modified data
Raises
e ValidationError — If a field signature does not correlate
* to a field in the message
* ValidationError — If the message defines both a field signature
* and a value for the same field
* ValidationError —If there is a missing field signature

populate_decorators (obj)
Post-load hook to populate decorators on the message.

Parameters obj — The AgentMessage object
Returns The AgentMessage object with populated decorators

replace_signatures (data)
Post-dump hook to write the signatures to the serialized output.

Parameters obj — The serialized data

Returns The modified data
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aries_cloudagent.messaging.base_context module

Abstract RequestContext base class.

class aries_cloudagent.messaging.base_context.BaseRequestContext
Bases: abc . ABC

Abstract RequestContext base class.

This class is only for resolving recursive import issues.

aries_cloudagent.messaging.base_handler module

A Base handler class for all message handlers.

class aries_cloudagent.messaging.base_handler.BaseHandler
Bases: abc.ABC

Abstract base class for handlers.

handle (context: aries_cloudagent.messaging.request_context.RequestContext, responder:

aries_cloudagent.messaging.responder.BaseResponder)
Abstract method for handler logic.

Parameters
* context — Request context object
* responder — A responder object

exception aries_cloudagent.messaging.base_handler.HandlerException (*args, er-
ror_code:
str =
None,
**kwargs)

Bases: aries cloudagent.error.BaseError
Exception base class for generic handler errors.
aries_cloudagent.messaging.error module

Messaging-related error classes and codes.

exception aries_cloudagent.messaging.error.MessageParseError (*args, error_code:

str = None,
**kwargs)
Bases: aries cloudagent.error.BaseError
Message parse error.
error_code = 'message_parse_error'
exception aries_cloudagent.messaging.error.MessagePrepareError (*args, er-
ror_code:
str = None,
**kwargs)

Bases: aries_cloudagent.error.BaseError
Message preparation error.

error_code = 'message_prepare_error'
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aries_cloudagent.messaging.message_delivery module

Classes for representing message delivery details.

class aries_cloudagent.messaging.message_delivery.MessageDelivery (¥, connec-

tion_id: str

= None, di-
rect_response:

bool =

False, di-
rect_response_requested:

str = None,
in_time:
date-

time.datetime

= None,

raw_message.

str = None,
recipi-
ent_verkey:
str = None,
recipi-
ent_did:

str = None,
recipi-

ent_did_public:

str = None,
sender_did:
str = None,

sender_verkey:

str = None,
socket_id:
str = None,
thread_id:
str = None,
trans-
port_type:

str = None)
Bases: object

Properties of an agent message’s delivery.

connection_id
Accessor for the pairwise connection identifier.

Returns This context’s connection identifier

direct_response
Accessor for the flag indicating that direct responses are preferred.

Returns This context’s direct response flag

direct_response_requested
Accessor for the requested direct response mode.

Returns This context’s requested direct response mode

in time
Accessor for the datetime the message was received.
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Returns This context’s received time

raw_message
Accessor for the raw message text.

Returns The raw message text

recipient_did
Accessor for the recipient DID which corresponds with the verkey.

Returns The recipient DID

recipient_did_public
Check if the recipient did is public.

Indicates whether the message is associated with a public (ledger) recipient DID.
Returns True if the recipient’s DID is public, else false

recipient_verkey
Accessor for the recipient verkey key used to pack the incoming request.

Returns The recipient verkey

sender_did
Accessor for the sender DID which corresponds with the verkey.

Returns The sender did

sender_verkey
Accessor for the sender public key used to pack the incoming request.

Returns This context’s sender’s verkey

socket_id
Accessor for the identifier of the incoming socket connection.

Returns This context’s socket identifier

thread id
Accessor for the identifier of the message thread.

Returns The delivery thread ID

transport_type
Accessor for the transport type used to receive the message.

Returns This context’s transport type

aries_cloudagent.messaging.outbound_message module

Outbound message representation.
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class aries_cloudagent.messaging.outbound_message.OutboundMessage (payload:
Union[str,
bytes], %
connec-
tion_id: str
= None,
encoded.:
bool =
False, end-
point:  str
= None, re-
ply_socket_id:
str =
None, re-
ply_thread_id:
str =
None,  re-
ply_to_verkey:
str = None,
target:
aries_cloudagent.messaging.conneci
= None)

Bases: object
Represents an outgoing message.

endpoint
Return the endpoint of the outbound message.

Defaults to the endpoint of the connection target.

aries_cloudagent.messaging.protocol_registry module

Handle registration and publication of supported message families.

class aries_cloudagent.messaging.protocol_registry.ProtocolRegistry
Bases: object

Protocol registry for indexing message families.

controllers
Accessor for a list of all protocol controller functions.

message_types
Accessor for a list of all message types.

prepare_disclosed (context: aries_cloudagent.config.injection_context.InjectionContext, proto-

cols: Sequence[str])
Call controllers and return publicly supported message families and roles.

protocols
Accessor for a list of all message protocols.

protocols_matching_query (query: str) — Sequencel[str]
Return a list of message protocols matching a query string.

register_controllers (*controller_sets)
Add new controllers.

Parameters controller_sets — Mappings of message families to coroutines
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register_message_types ( *fypesets)
Add new supported message types.

Parameters typesets — Mappings of message types to register

resolve_message_class (message_type: str) — type
Resolve a message_type to a message class.

Given a message type identifier, this method returns the corresponding registered message class.
Parameters message_type — Message type to resolve

Returns The resolved message class

aries_cloudagent.messaging.request_context module

Request context class.
A request context provides everything required by handlers and other parts of the system to process a message.

class aries_cloudagent.messaging.request_context .RequestContext (*,
base_context:
aries_cloudagent.config.injection_cont

= None, set-
tings:  Map-
ping[str,
object] =
None)

Bases: aries cloudagent.config.injection context.InjectionContext
Context established by the Conductor and passed into message handlers.

connection_ready
Accessor for the flag indicating an active connection with the sender.

Returns True if the connection is active, else False

connection_record
Accessor for the related connection record.

copy () — aries_cloudagent.messaging.request_context.RequestContext
Produce a copy of the request context instance.

default_endpoint
Accessor for the default agent endpoint (from agent config).

Returns The default agent endpoint

default_label
Accessor for the default agent label (from agent config).

Returns The default label

message
Accessor for the deserialized message instance.

Returns This context’s agent message

message_delivery
Accessor for the message delivery information.

Returns This context’s message delivery information

146 Chapter 1. aries_cloudagent package



Aries Cloud Agent Python Documentation

aries_cloudagent.messaging.responder module

A message responder.

The responder is provided to message handlers to enable them to send a new message in response to the message being

handled.

class aries_cloudagent.messaging.responder.BaseResponder (¥ connection_id: str =
None, reply_socket_id:
str = None, re-
ply_to_verkey:  str =
None)
Bases: abc.ABC
Interface for message handlers to send responses.

create_outbound (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage,
str, bytes], * connection_id: str = None, reply_socket_id: str = None,
reply_thread_id:  str = None, reply_to_verkey: str = None, target:

aries_cloudagent.messaging.connections.models.connection_target. ConnectionTarget

= None) — aries_cloudagent.messaging.outbound_message.OutboundMessage
Create an OutboundMessage from a message payload.

send (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage,  str,  bytes],
**kwargs)
Convert a message to an OutboundMessage and send it.

send_outbound (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Send an outbound message.

Parameters message — The OutboundMessage to be sent

send_reply (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage,
Str, bytes], * connection_id: str = None, target:
aries_cloudagent.messaging.connections.models.connection_target. ConnectionTarget =
None)

Send a reply to an incoming message.
Parameters
* message — the AgentMessage, or pre-packed str or bytes to reply with
* connection_id - optionally override the target connection ID
* target — optionally specify a ConnectionTarget to send to
Raises ResponderError —If there is no active connection

send_webhook (fopic: str, payload: dict)
Dispatch a webhook.

Parameters
* topic - the webhook topic identifier
* payload - the webhook payload value

class aries_cloudagent.messaging.responder.MockResponder
Bases: aries cloudagent.messaging.responder.BaseResponder

Mock responder implementation for use by tests.

send (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage,  str,  bytes],
**kwargs)
Convert a message to an OutboundMessage and send it.
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send_outbound (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Send an outbound message.

send_reply (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes],
**kwargs)
Send a reply to an incoming message.

send_webhook (fopic: str, payload: dict)
Send an outbound message.

exception aries_cloudagent.messaging.responder.ResponderError (*args, er-
ror_code: str =

None, **kwargs)
Bases: aries_cloudagent.error.BaseError

Responder error.

aries_cloudagent.messaging.serializer module

Standard message serializer classes.

class aries_cloudagent.messaging.serializer.MessageSerializer
Bases: object

Standard DIDComm message parser and serializer.

encode_message (context: aries_cloudagent.config.injection_context.InjectionContext, mes-
sage_json:  Union[str, bytes], recipient_keys: Sequence[str], routing_keys:
Sequence[str], sender_key: str) — Union[str, bytes]
Encode an outgoing message for transport.

Parameters
* context — The injection context for settings and services
* message_json — The message body to serialize
* recipient_keys — A sequence of recipient verkeys
* routing_keys — A sequence of routing verkeys
* sender_key — The verification key of the sending agent
Returns The encoded message

extract_message_type (parsed_msg: dict) — str
Extract the message type identifier from a parsed message.

Raises MessageParseError — If the message doesn’t specify a type

parse_message (context: aries_cloudagent.config.injection_context.InjectionContext, mes-
sage_body: Union[str,  bytes], transport_type: str) —  Tuple[dict,
aries_cloudagent.messaging.message_delivery.MessageDelivery]
Deserialize an incoming message and further populate the request context.

Parameters
* context — The injection context for settings and services
* message_body — The body of the message
* transport_type — The transport the message was received on

Returns A message delivery object with details on the parsed message
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Raises
* MessageParseError — If the JSON parsing failed

* MessageParseError —If a wallet is required but can’t be located

aries_cloudagent.messaging.socket module

Duplex connection handling classes.

class aries_cloudagent.messaging.socket.SocketInfo (* connection_id: str = None, han-
dler: Coroutine[T _co, T_contra,
V_co] = None, reply_mode:
str = None, reply_thread_ids:
Sequence[str] = None, re-
ply_verkeys:  Sequence[str] =
None, single_response: _asyn-
cio.Future = None, socket_id: str

= None)
Bases: object

Track an open transport connection for direct routing of outbound messages.
REPLY MODE_ALL = 'all'

REPLY _MODE_NONE = 'none'

REPLY MODE_THREAD = 'thread'

add_reply thread_id (thid: str)
Add a thread ID to the set of potential reply targets.

add_reply_verkey (verkey: str)
Add a verkey to the set of potential reply targets.

closed
Accessor for the socket closed state.

dispatch_complete ()
Indicate that a message handler has completed.

process_incoming (parsed_msg: dict, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery)
Process an incoming message and update the socket metadata as necessary.

Parameters
* parsed_msg — The unserialized message body
* delivery — The message delivery metadata

reply_mode
Accessor for the socket reply mode.

select_outgoing (message:  aries_cloudagent.messaging.outbound_message.OutboundMessage)

— bool
Determine if an outbound message should be sent to this socket.

Parameters message — The outbound message to be checked

send (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
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class aries_cloudagent.messaging.socket.SocketRef (socket_id: str, close:  Corou-

tine[T _co, T _contra, V_co])
Bases: object

A reference to a registered duplex connection.

aries_cloudagent.messaging.util module

Utils for messages.

aries_cloudagent .messaging.util.datetime_now () — datetime.datetime
Timestamp in UTC.

aries_cloudagent.messaging.util.datetime_to_str (dt: Union[str, datetime.datetime]) —

str
Convert a datetime object to an indy-standard datetime string.

Parameters dt — May be a string or datetime to allow automatic conversion

aries_cloudagent.messaging.util.str_to_datetime (dt: Union/str, datetime.datetime]) —

. . . . datetime.datetime
Convert an indy-standard datetime string to a datetime.

Using a fairly lax regex pattern to match slightly different formats. In Python 3.7 datetime.fromisoformat might
be used.

Parameters dt — May be a string or datetime to allow automatic conversion

aries_cloudagent.messaging.util.time_now () — str
Timestamp in ISO format.

1.1.9 aries_cloudagent.storage package

Subpackages

aries_cloudagent.storage.tests package

Storage test suite

Submodules
aries_cloudagent.storage.tests.test_basic_storage module

class aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorage
Bases: object

test_add_id_required (sfore)
test_add_required (store)
test_add_retrieve (store)
test_closed_search (store)
test_delete (store)
test_delete_missing (sfore)

test_delete_tags (store)
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test_delete_tags_missing (sfore)

test_iter_ search (store)

test_retrieve_missing (sfore)

test_search (store)

test_update_missing (sfore)

test_update_tags (store)

test_update_tags_missing (sfore)

test_update_value (store)
aries_cloudagent.storage.tests.test_basic_storage.store ()
aries_cloudagent.storage.tests.test_basic_storage.test_missing_ record (tags={})

aries_cloudagent.storage.tests.test_basic_storage.test_record (fags={})

aries_cloudagent.storage.tests.test_indy_storage module

aries_cloudagent.storage.tests.test_indy_storage.store ()

aries_cloudagent.storage.tests.test_storage record module

class aries_cloudagent.storage.tests.test_storage_record.TestStorageRecord
Bases: object

test_create ()

Submodules
aries_cloudagent.storage.base module

Abstract base classes for non-secrets storage.

class aries_cloudagent.storage.base.BaseStorage
Bases: abc.ABC

Abstract Non-Secrets interface.

add_recoxrd (record: aries_cloudagent.storage.record.StorageRecord)
Add a new record to the store.

Parameters record — StrorageRecord to be stored

delete_record (record: aries_cloudagent.storage.record.StorageRecord)
Delete an existing record.

Parameters record — StorageRecord to delete

delete_record_tags (record: aries_cloudagent.storage.record.StorageRecord,  tags: (typ-

ing.Sequence, typing. Mapping))
Update an existing stored record’s tags.

Parameters

e record — StorageRecord to delete

1.1. Subpackages 151


https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/abc.html#abc.ABC

Aries Cloud Agent Python Documentation

* tags — Tags

get_record (record_type: str, record_id: str) — aries_cloudagent.storage.record.StorageRecord
Fetch a record from the store by type and ID.

Parameters
* record_type — The record type
* record_id - The record id
Returns A StorageRecord instance

search_records (type_filter: str, tag_query: Mapping[KT, VT_co] = None, page_size: int = None)
— aries_cloudagent.storage.base.BaseStorageRecordSearch
Create a new record query.

Parameters
* type_ filter - Filter string
* tag_query - Tags to query
* page_size — Page size
Returns An instance of BaseStorageRecordSearch

update_record_tags (record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT,

VT _co])
Update an existing stored record’s tags.

Parameters
* record — StorageRecord to update
* tags — New tags

update_record_value (record: aries_cloudagent.storage.record.StorageRecord, value: str)
Update an existing stored record’s value.

Parameters
* record - StorageRecord to update
e value - The new value

class aries_cloudagent.storage.base.BaseStorageRecordSearch (store:
aries_cloudagent.storage.base.BaseStorage,

type_filter: st
tag_query: Map-
ping[KT, VT _co],
page_size:  int =
None)

Bases: abc . ABC

Represent an active stored records search.

close ()
Dispose of the search query.

fetch (max_count: int) — Sequence[aries_cloudagent.storage.record.StorageRecord]
Fetch the next list of results from the store.

Parameters max_count — Max number of records to return

Returns A list of ‘StorageRecord‘s
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fetch_all () — Sequence[aries_cloudagent.storage.record.StorageRecord]
Fetch all records from the query.

fetch_single () — aries_cloudagent.storage.record.StorageRecord
Fetch a single query result.

handle
Handle a search request.

open ()
Start the search query.

opened
Accessor for open state.

Returns True if opened, else False

page_size
Accessor for page size.

Returns The page size

store
BaseStorage backend for this implementation.

Returns The BaseStorage implementation being used

tag_query
Accessor for tag query.

Returns The tag query

type_filter
Accessor for type filter.

Returns The type filter

aries_cloudagent.storage.basic module

Basic in-memory storage implementation (non-wallet).

class aries_cloudagent.storage.basic.BasicStorage (_wallet:
aries_cloudagent.wallet.base. BaseWallet

= None)
Bases: aries cloudagent.storage.base.BaseStorage

Basic in-memory storage class.

add_record (record: aries_cloudagent.storage.record.StorageRecord)
Add a new record to the store.

Parameters record — SrorageRecord to be stored
Raises
* StorageError — If no record is provided
e StorageError — If the record has no ID

delete_record (record: aries_cloudagent.storage.record.StorageRecord)
Delete a record.

Parameters record — StorageRecord to delete

Raises StorageNotFoundError — If record not found
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delete_record_tags (record: aries_cloudagent.storage.record.StorageRecord,  tags: (typ-

ing.Sequence, typing.Mapping))
Update an existing stored record’s tags.

Parameters
* record — StorageRecord to delete
* tags — Tags
Raises StorageNotFoundError — If record not found

get_record (record_type: str, record_id: str) — aries_cloudagent.storage.record.StorageRecord
Fetch a record from the store by type and ID.

Parameters
* record_type - The record type
e record_id - The record id
Returns A StorageRecord instance
Raises StorageNotFoundError — If the record is not found

search_records (type_filter: str, tag_query: Mapping[KT, VI_co] = None, page_size: int = None)
— aries_cloudagent.storage.basic.BasicStorageRecordSearch
Search stored records.

Parameters
e type_filter - Filter string
* tag_query - Tags to query
* page_size — Page size
Returns An instance of BaseStorageRecordSearch

update_record_tags (record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT,

VT _co])
Update an existing stored record’s tags.

Parameters
e record — StorageRecord to update
* tags — New tags
Raises StorageNotFoundError — If record not found

update_record_value (record: aries_cloudagent.storage.record.StorageRecord, value: str)
Update an existing stored record’s value.

Parameters
* record — StorageRecord to update
* value — The new value

Raises StorageNotFoundError — If record not found
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class aries_cloudagent.storage.basic.BasicStorageRecordSearch (sfore:
aries_cloudagent.storage.basic.BasicStora

type_filter: st
tag_query: Map-
ping[KT, VT _co],
page_size: int =
None)

Bases: aries cloudagent.storage.base.BaseStorageRecordSearch

Represent an active stored records search.

close ()
Dispose of the search query.

fetch (max_count: int) — Sequence[aries_cloudagent.storage.record.StorageRecord]
Fetch the next list of results from the store.

Parameters max_count — Max number of records to return
Returns A list of ‘StorageRecord‘s
Raises StorageSearchError - If the search query has not been opened

open ()
Start the search query.

opened
Accessor for open state.

Returns True if opened, else False

aries_cloudagent.storage.basic.basic_tag_query match (fags: dict, tag_query: dict) —
bool
Match simple tag filters (string values).

aries_cloudagent.storage.basic.basic_tag_value_match (value: str, match: dict) — bool
Match a single tag against a tag subquery.

TODO: What type coercion is needed? (support int or float values?)

aries_cloudagent.storage.error module

Storage-related exceptions.

exception aries_cloudagent.storage.error.StorageDuplicateError (*args, er-
ror_code:
str = None,
**kwargs)

Bases: aries_cloudagent.storage.error.StorageError

Duplicate record found in storage.

exception aries_cloudagent.storage.error.StorageError (*args, error_code: str =
None, **kwargs)
Bases: aries cloudagent.error.BaseError

Base class for Storage errors.

exception aries_cloudagent.storage.error.StorageNotFoundError (*args, er-
ror_code: str =
None, **kwargs)
Bases: aries cloudagent.storage.error.StorageError

1.1. Subpackages 155



Aries Cloud Agent Python Documentation

Record not found in storage.

exception aries_cloudagent.storage.error.StorageSearchError (*args, error_code:
str = None,

**kwargs)
Bases: aries_cloudagent.storage.error.StorageError

General exception during record search.

aries_cloudagent.storage.indy module

Indy implementation of BaseStorage interface.

class aries_cloudagent.storage.indy.IndyStorage (wallet:

aries_cloudagent.wallet.indy.IndyWallet)
Bases: aries cloudagent.storage.base.BaseStorage

Indy Non-Secrets interface.

add_recoxrd (record: aries_cloudagent.storage.record.StorageRecord)
Add a new record to the store.

Parameters record — StorageRecord to be stored

delete_record (record: aries_cloudagent.storage.record.StorageRecord)
Delete a record.

Parameters record — StorageRecord to delete

Raises
e StorageNotFoundError — If record not found
* StorageError — If a libindy error occurs

delete_record_tags (record: aries_cloudagent.storage.record.StorageRecord,  tags: (typ-

ing.Sequence, typing.Mapping))
Update an existing stored record’s tags.

Parameters
* record — StorageRecord to delete
* tags — Tags

get_record (record_type: str, record_id: str) — aries_cloudagent.storage.record.StorageRecord
Fetch a record from the store by type and ID.

Parameters
* record_type — The record type
e record_id - The record id
Returns A StorageRecord instance
Raises
* StorageError — If the record is not provided
e StorageError — If the record ID not provided
* StorageNotFoundError — If the record is not found

e StorageError — If record not found
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search_records (type_filter: str, tag_query: Mapping[KT, VT_co] = None, page_size: int = None)
— aries_cloudagent.storage.indy.IndyStorageRecordSearch
Search stored records.

Parameters
* type filter - Filter string
* tag_query — Tags to query
* page_size — Page size
Returns An instance of BaseStorageRecordSearch

update_record_tags (record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT,

VT _co])
Update an existing stored record’s tags.

Parameters
* record - StorageRecord to update
* tags — New tags
Raises
e StorageNotFoundError — If record not found
* StorageError — If a libindy error occurs

update_record_value (record: aries_cloudagent.storage.record.StorageRecord, value: str)
Update an existing stored record’s value.

Parameters
* record - StorageRecord to update
¢ value - The new value
Raises
e StorageNotFoundError — If record not found

* StorageError — If a libindy error occurs

wallet
Accessor for IndyWallet instance.

class aries_cloudagent.storage.indy.IndyStorageRecordSearch (sfore:

aries_cloudagent.storage.indy.IndyStorage,
type_filter: St

tag_query: Map-

ping[KT,  VT_co],

page_size: int =

None)

Bases: aries cloudagent.storage.base.BaseStorageRecordSearch

Represent an active stored records search.

close ()
Dispose of the search query.

fetch (max_count: int) — Sequence[aries_cloudagent.storage.record.StorageRecord]
Fetch the next list of results from the store.

Parameters max count — Max number of records to return

Returns A list of ‘StorageRecord‘s
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Raises StorageSearchError —If the search query has not been opened

handle
Accessor for search handle.

Returns The handle

open ()
Start the search query.

opened
Accessor for open state.

Returns True if opened, else False

aries_cloudagent.storage.provider module

Default storage provider classes.

class aries_cloudagent.storage.provider.StorageProvider
Bases: aries cloudagent.config.base.BaseProvider

Provider for the default configurable storage classes.
STORAGE_TYPES = {'basic': 'aries_cloudagent.storage.basic.BasicStorage',

provide (settings: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Create and return the storage instance.

aries_cloudagent.storage.record module

Record instance stored and searchable by BaseStorage implementation.

class aries_cloudagent.storage.record.StorageRecord
Bases: aries_cloudagent.storage.record.StorageRecord

Storage record class.
1.1.10 aries_cloudagent.tests package
Submodules

aries_cloudagent.tests.test_conductor module

class aries_cloudagent.tests.test_conductor.Config
Bases: object

indy':

bad_inbound_transports = {'transport.inbound_configs': [['bad', 'host', 80]1]}

bad_outbound_transports = {'transport.outbound_configs': ['bad']}
good_inbound_transports = {'transport.inbound configs': [['http', 'host',
good_outbound_transports = {'transport.outbound configs': ['"http']}
test_settings = {}

class aries_cloudagent.tests.test_conductor.StubContextBuilder (settings)
Bases: aries_cloudagent.config.base_context.ContextBuilder
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build () — aries_cloudagent.config.injection_context.InjectionContext
Build the new injection context.

class aries_cloudagent.tests.test_conductor.TestConductor (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.tests.
test_conductor.Config

test_admin ()
test_inbound message_handler ()
test_outbound message_handler ()

test_startup ()

aries_cloudagent.tests.test_init module

aries_cloudagent.tests.test_stats module

class aries_cloudagent.tests.test_stats.TestStats (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
test_disable()
test_extract ()
test_fn decorator ()

test_method_decorator ()

aries_cloudagent.tests.test_task_processor module

class aries_cloudagent.tests.test_task_processor.RetryTask (retries: int, result)
Bases: object
run (pending: aries_cloudagent.task_processor.PendingTask)

class aries_cloudagent.tests.test_task_processor.TestTaskProcessor (*args,
**ewargs)
Bases: sphinx.ext.autodoc.importer._MockObject

test_coro()
test_error ()

test_retry ()

1.1.11 aries_cloudagent.transport package

Subpackages

aries_cloudagent.transport.inbound package
Subpackages

aries_cloudagent.transport.inbound.tests package
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Submodules
aries_cloudagent.transport.inbound.tests.test_http_transport module

class aries_cloudagent.transport.inbound.tests.test_http_transport.TestHttpTransport (*args,

**kwar
Bases: sphinx.ext.autodoc.importer._MockObject

get_application ()

get_transport ()

receive_message (payload, scheme, single_response=None)
setUp ()

test_send message ()

aries_cloudagent.transport.inbound.tests.test_manager module

class aries_cloudagent.transport.inbound.tests.test_manager.TestInboundTransportManager (*ar
**k
Bases: sphinx.ext.autodoc.importer._MockObject

test_register_ path()
test_start_stop()

aries_cloudagent.transport.inbound.tests.test ws_transport module

class aries_cloudagent.transport.inbound.tests.test_ws_transport.TestWsTransport (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

close_socket ()

get_application ()

receive_message (payload, scheme, socket_id)
register_socket (handler)

setUp ()

test_send _message ()

Submodules
aries_cloudagent.transport.inbound.base module

Base inbound transport class.

class aries_cloudagent.transport.inbound.base.BaseInboundTransport
Bases: abc.ABC

Base inbound transport class.

start () — None
Start listening for on this transport.
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stop () — None
Stop listening for on this transport.

class aries_cloudagent.transport.inbound.base.InboundTransportConfiguration (module,

host,

port)
Bases: tuple

host
Alias for field number 1

module
Alias for field number 0

port
Alias for field number 2

exception aries_cloudagent.transport.inbound.base.InboundTransportRegistrationError (*args,

er-
ror_code.
str
None,
**wargs
Bases: aries_cloudagent.error.BaseError
Error in loading an inbound transport.
exception aries_cloudagent.transport.inbound.base.InboundTransportSetupError (*args,
er-
ror_code:
str
None,
**ewargs)

Bases: aries_cloudagent.error.BaseError

Setup error for an inbound transport.

aries_cloudagent.transport.inbound.http module

Http Transport classes and functions.

class aries_cloudagent.transport.inbound.http.HttpTransport (host: str, port: int,
message_router:
Coroutine[T_co,
T _contra, V_co],
register_socket:
Coroutine[T_co,
T _contra, V_co])

Bases: aries cloudagent.transport.inbound.base.BaselnboundTransport

Http Transport class.

inbound_message_handler (request: <sphinx.ext.autodoc.importer._MockObject object at

Ox7fba490e5cc0>)
Message handler for inbound messages.

Parameters request — aiohttp request object
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Returns The web response

invite_message_handler (request: <sphinx.ext.autodoc.importer._MockObject  object at

Ox7fba490e5cc0>)
Message handler for invites.

Parameters request — aiohttp request object
Returns The web response

make_application () — <sphinx.ext.autodoc.importer._MockObject object at 0x7fba490e5ccO>
Construct the aiohttp application.

scheme
Accessor for this transport’s scheme.

start () — None
Start this transport.

Raises InboundTransportSetupError — If there was an error starting the webserver

stop () — None
Stop this transport.

aries_cloudagent.transport.inbound.manager module

Inbound transport manager.

class aries_cloudagent.transport.inbound.manager.InboundTransportManager
Bases: object

Inbound transport manager class.

register (config:  aries_cloudagent.transport.inbound.base.InboundTransportConfiguration, mes-

sage_handler, register_socket)
Register transport module.

Parameters
* module_path — Path to module
* host — The host to register on
» port — The port to register on
* message_handler — The message handler for incoming messages
* register_socket — A coroutine for registering a new socket

register_ instance (transport: aries_cloudagent.transport.inbound.base.BaselnboundTransport)
Register a new inbound transport instance.

Parameters transport — Inbound transport instance to register

start ()
Start all registered transports.

stop ()
Stop all registered transports.
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aries_cloudagent.transport.inbound.ws module

Websockets Transport classes and functions.

class aries_cloudagent.transport.inbound.ws.WsTransport (host: str,  port: int,
message_router:  Corou-
tine[T co, T _contra,
V_co], register_socket:
Coroutine[T _co, T_contra,

V_co])
Bases: aries cloudagent.transport.inbound.base.BaselnboundTransport

Websockets Transport class.

inbound_message_handler (request)
Message handler for inbound messages.

Parameters request — aiohttp request object
Returns The web response

make_application () — <sphinx.ext.autodoc.importer._MockObject object at Ox7fba48e26cf8>
Construct the aiohttp application.

scheme
Accessor for this transport’s scheme.

start () — None
Start this transport.

Raises InboundTransportSetupError — If there was an error starting the webserver

stop () — None
Stop this transport.

aries_cloudagent.transport.outbound package

Subpackages

aries_cloudagent.transport.outbound.queue package

Subpackages

aries_cloudagent.transport.outbound.queue.tests package

Submodules
aries_cloudagent.transport.outbound.queue.tests.test_basic_queue module

class aries_cloudagent.transport.outbound.queue.tests.test_basic_qgueue.TestBasicQueue (*args,

**kwa
Bases: sphinx.ext.autodoc.importer._MockObject

test_async_iter ()
test_enqueue_dequeue ()
test_stopped ()
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aries_cloudagent.transport.outbound.queue.tests.test_basic_queue.collect (queue,
count=1)

Submodules
aries_cloudagent.transport.outbound.queue.base module

Abstract outbound queue.

class aries_cloudagent.transport.outbound.queue.base.BaseOutboundMessageQueue
Bases: abc.ABC

Abstract outbound queue class.

dequeue (*, timeout: int = None)
Dequeue a message.

Returns The dequeued message, or None if a timeout occurs
Raises
* asyncio.CancelledError if the queue has been stopped
* asyncio.TimeoutError if the timeout is reached

enqueue (message)
Enqueue a message.

Parameters message — The message to add to the end of the queue
Raises asyncio.CancelledError if the queue has been stopped
join ()
Wait for the queue to empty.

reset ()
Empty the queue and reset the stop event.

stop ()
Cancel active iteration of the queue.

task_done ()
Indicate that the current task is complete.

aries_cloudagent.transport.outbound.queue.basic module

Basic in memory queue.

class aries_cloudagent.transport.outbound.gueue.basic.BasicOutboundMessageQueue
Bases: aries_cloudagent.transport.outbound.queue.base.
BaseOutboundMessageQueue

Basic in memory queue implementation class.

dequeue (*, timeout: int = None)
Dequeue a message.

Returns The dequeued message, or None if a timeout occurs
Raises

« asyncio.CancelledError if the queue has been stopped
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* asyncio.TimeoutError if the timeout is reached

enqueue (message)
Enqueue a message.

Parameters message — The message to add to the end of the queue
Raises asyncio.CancelledError if the queue has been stopped
join ()
Wait for the queue to empty.

make_queue ()
Create the queue instance.

reset ()
Empty the queue and reset the stop event.

stop ()
Cancel active iteration of the queue.

task_done ()
Indicate that the current task is complete.

aries_cloudagent.transport.outbound.tests package
Submodules
aries_cloudagent.transport.outbound.tests.test_http_transport module

class aries_cloudagent.transport.outbound.tests.test_http_transport.TestHttpTransport (*args,

**kwa
Bases: sphinx.ext.autodoc.importer._MockObject

get_application ()
Override the get_app method to return your application.

receive_message (request)
setUpAsync ()

test_handle_message ()

aries_cloudagent.transport.outbound.tests.test_manager module

class aries_cloudagent.transport.outbound.tests.test_manager.TestOutboundTransportManager (°

Bases: sphinx.ext.autodoc.importer._MockObject
test_register_ path()

test_send_message ()

aries_cloudagent.transport.outbound.tests.test ws_transport module

class aries_cloudagent.transport.outbound.tests.test_ws_transport.TestWsTransport (*args,

*rkwargs)
Bases: sphinx.ext.autodoc.importer._MockObject
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get_application ()
Override the get_app method to return your application.

receive_message (request)
setUpAsync ()

test_handle_message ()

Submodules

aries_cloudagent.transport.outbound.base module

Base outbound transport.

class aries_cloudagent.transport.outbound.base.BaseOutboundTransport
Bases: abc.ABC

Base outbound transport class.

handle_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Handle message from queue.
Parameters message — OutboundMessage to send over transport implementation
start ()
Start the transport.

stop ()
Shut down the transport.

exception aries_cloudagent.transport.outbound.base.OutboundTransportRegistrationError (*args,
er-
ror_Co
str

None,
**kwa

Bases: aries cloudagent.error.BaseError

Outbound transport registration error.

aries_cloudagent.transport.outbound.http module

Http outbound transport.

class aries_cloudagent.transport.outbound.http.HttpTransport
Bases: aries_cloudagent.transport.outbound.base.BaseOutboundTransport

Http outbound transport class.

handle_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Handle message from queue.

Parameters message — OutboundMessage to send over transport implementation
schemes = ('http', 'https')

start ()
Start the transport.
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stop ()
Stop the transport.

aries_cloudagent.transport.outbound.manager module

Outbound transport manager.

exception aries_cloudagent.transport.outbound.manager.OutboundDeliveryError (*args,
er-
ror_code:
str

None,

**kwargs)
Bases: aries cloudagent.error.BaseError

Base exception when a message cannot be delivered via an outbound transport.

class aries_cloudagent.transport.outbound.manager.OutboundTransportManager (queue:
aries_cloudagent.trans
None)
Bases: object
Outbound transport manager class.

dispatch_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage,
attempt: int = None)
Dispatch a message to the relevant transport.

Find a registered transport for the scheme in the uri and use it to send the message.
Parameters message — The outbound message to dispatch

get_registered_transport_for_ scheme (scheme: str)
Find the registered transport for a given scheme.

get_running_transport_for_scheme (scheme: str)
Find the running transport for a given scheme.

poll ()
Send messages from the queue to the transports.

register (module_path)
Register a new outbound transport by module path.

Parameters module_path — Module path to register
Raises

* OutboundTransportRegistrationError — If the imported class cannot be lo-
cated

* OutboundTransportRegistrationError — If the imported class does not spec-
ify a schemes attribute

* OutboundTransportRegistrationError — If the scheme has already been reg-
istered

register_ class (transport_class: Type[aries_cloudagent.transport.outbound.base. BaseOutboundTransport])
Register a new outbound transport class.

Parameters transport_class — Transport class to register
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Raises

* OutboundTransportRegistrationError — If the imported class does not spec-
ify a schemes attribute

* OutboundTransportRegistrationError — If the scheme has already been reg-
istered

send_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Add a message to the outbound queue.

Parameters message — The outbound message to send

start ()
Start all transports and feed messages from the queue.

start_transport (schemes, transport_cls)
Start the transport.

stop (wait: bool = True)
Stop all transports.

aries_cloudagent.transport.outbound.ws module

Websockets outbound transport.

class aries_cloudagent.transport.outbound.ws.WsTransport
Bases: aries cloudagent.transport.outbound.base.BaseOutboundTransport

Websockets outbound transport class.

handle_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Handle message from queue.

Parameters message — OutboundMessage to send over transport implementation
schemes = ('ws', 'wss')

start ()
Start the outbound transport.

stop ()
Stop the outbound transport.

aries_cloudagent.transport.tests package
Submodules
aries_cloudagent.transport.tests.test_http module
1.1.12 aries_cloudagent.verifier package

Subpackages

aries_cloudagent.verifier.tests package
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Submodules
aries_cloudagent.verifier.tests.test_indy module

Submodules
aries_cloudagent.verifier.base module

Base Verifier class.

class aries_cloudagent.verifier.base.BaseVerifier
Bases: abc.ABC

Base class for verifier.

aries_cloudagent.verifier.indy module

Indy verifier implementation.

class aries_cloudagent.verifier.indy.IndyVerifier (wallet)
Bases: aries _cloudagent.verifier.base.BaseVerifier

Indy holder class.
verify presentation (presentation_request, presentation, schemas, credential_definitions) —
. . bool
Verify a presentation.
Parameters
* presentation_request — Presentation request data
* presentation — Presentation data

¢ schemas — Schema data

e credential definitions — credential definition data

1.1.13 aries_cloudagent.wallet package

Abstract and Indy wallet handling.
Subpackages
aries_cloudagent.wallet.tests package

Wallet test suite

Submodules
aries_cloudagent.wallet.tests.test_basic_wallet module

class aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWallet
Bases: object
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missing_did = 'YVnYBGTdjZUoQXKQjHV87i'

missing verkey = 'JAfHCRDHO9ZWSE7m4mofjr8cpAHaZdiRQ94it75aXUPK3'
test_create_local_ random (wallet)
test_create local_ seeded (wallet)

test_create_ local_with_did (wallet)
test_create_retrieve_pairwise (wallet)
test_create_signing_ key_random (wallet)
test_create_signing_ key_ seeded (wallet)

test_did = '55GkHamhTUl1ZbTbV2ab9DE'
test_encrypt_decrypt_dids (wallet)
test_encrypt_decrypt_keys (wallet)
test_local_metadata (wallet)

test_local_verkey (wallet)

test_message = 'test message'

test_message_bytes = b'test message bytes'
test_metadata = {'meta': True}
test_pack_unpack (wallet)

test_pairwise_metadata (wallet)

test_seed = 'testseed000000000000000000000001"
test_sign_verify (wallet)

test_signature = b'\xd6\x98\x04\x88\xd2-\xc1D\x02\x15\xc9Z\x9bK \x8f\xe0\x8b5\xd0Z$\xe
test_signature_round_trip (wallet)
test_signing_ key metadata (wallet)

test_target_did = 'GbuDUYXaUZRfHD2jeDuQuP'
test_target_seed = 'testseed000000000000000000000002"

test_target_verkey = '9WCgWKUaAJj3VWxxtzvvMON3AoFxoBtBDo9IntwJInVVCC'
test_update_metadata = {'meta': False}
test_verkey = '3DnlSJINPaCXcvvJvSbsFWP2xaCjMom3can8CQONhWrTRx'

aries_cloudagent.wallet.tests.test_basic_wallet.wallet ()

aries_cloudagent.wallet.tests.test_indy_wallet module

aries_cloudagent.wallet.tests.test_indy_wallet.basic_wallet ()

aries_cloudagent.wallet.tests.test_indy_wallet.wallet ()
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Submodules
aries_cloudagent.wallet.base module

Wallet base class.

class aries_cloudagent.wallet.base.BaseWallet (config: dict)
Bases: abc . ABC

Abstract wallet interface.
WALLET TYPE = None

close()
Close previously-opened wallet, removing it if so configured.

create local did (seed: str = None, did: str = None, metadata: dict = None) —

aries_cloudagent.wallet.base.DIDInfo
Create and store a new local DID.

Parameters

* seed — Optional seed to use for did

e did - The DID to use

* metadata — Metadata to store with DID
Returns The created DIDInfo

create_pairwise (their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) —
aries_cloudagent.wallet.base.Pairwiselnfo
Create a new pairwise DID for a secure connection.

Parameters
e their did - Their DID
* their_verkey — Their verkey
* my_did - My DID
* metadata — Metadata for relationship
Returns A Pairwiselnfo instance representing the new relationship

create_public_did(seed: str = None, did: str = None, metadata: dict = {}) —
aries_cloudagent.wallet.base.DIDInfo
Create and store a new public DID.

Implicitly flags all other dids as not public.
Parameters
* seed - Optional seed to use for did
* did - The DID to use
* metadata — Metadata to store with DID
Returns The created DIDInfo

create_signing_ key (seed: str =  None, metadata: dict = None) —
aries_cloudagent.wallet.base.KeyInfo
Create a new public/private signing keypair.

Parameters
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* seed — Optional seed allowing deterministic key creation
* metadata — Optional metadata to store with the keypair
Returns A Keylnfo representing the new record

created
Check whether the wallet was created on the last open call.

decrypt_message (enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class ’bytes’>, <class
str’>)
Decrypt a message assembled by auth_crypt or anon_crypt.

Parameters
* enc_message — The encrypted message content

* to_verkey - The verkey of the recipient. If provided then auth_decrypt is used, other-
wise anon_decrypt is used.

Returns
A tuple of the decrypted message content and sender verkey (None for anon_crypt)

encrypt_message (message: bytes, to_verkey: str, from_verkey: str = None) — bytes
Apply auth_crypt or anon_crypt to a message.

Parameters
* message — The binary message content
* to_verkey - The verkey of the recipient

* from_verkey — The verkey of the sender. If provided then auth_crypt is used, otherwise
anon_crypt is used.

Returns The encrypted message content

get_local_did (did: str) — aries_cloudagent.wallet.base.DIDInfo
Find info for a local DID.

Parameters did — The DID to get info for
Returns A DIDInfo instance for the DID

get_local_did_for_verkey (verkey: str) — aries_cloudagent.wallet.base.DIDInfo
Resolve a local DID from a verkey.

Parameters verkey — Verkey to get DID info for
Returns A DIDInfo instance for the DID

get_local_dids () — Sequence[aries_cloudagent.wallet.base.DIDInfo]
Get list of defined local DIDs.

Returns A list of DIDInfo instances

get_pairwise_for_did (their_did: str) — aries_cloudagent.wallet.base.PairwiseInfo
Find info for a pairwise DID.

Parameters their_did - The DID representing the relationship
Returns A Pairwiselnfo instance representing the relationship

get_pairwise_for_verkey (their_verkey: str) — aries_cloudagent.wallet.base.Pairwiselnfo
Resolve a pairwise DID from a verkey.

Parameters their_verkey — The verkey representing the relationship
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Returns A Pairwiselnfo instance representing the relationship

get_pairwise_list () — Sequence[aries_cloudagent.wallet.base.Pairwiselnfo]
Get list of defined pairwise DIDs.

Returns A list of Pairwiselnfo instances for all relationships

get_public_did () — aries_cloudagent.wallet.base.DIDInfo
Retrieve the public did.

Returns The created DIDInfo

get_signing_key (verkey: str) — aries_cloudagent.wallet.base.KeyInfo
Fetch info for a signing keypair.

Parameters verkey — The verification key of the keypair
Returns A Keylnfo representing the keypair

handle
Get internal wallet reference.

Returns Defaults to None

name
Accessor for the wallet name.

Returns Defaults to None

open ()
Open wallet, removing and/or creating it if so configured.

opened
Check whether wallet is currently open.

Returns Defaults to False

pack_message (message: str, to_verkeys: Sequence[str], from_verkey: str = None) — bytes
Pack a message for one or more recipients.

Parameters
* message — The message to pack
* to_verkeys — The verkeys to pack the message for
e from_ verkey — The sender verkey

Returns The packed message

replace_local_did_metadata (did: str, metadata: dict)
Replace the metadata associated with a local DID.

Parameters
e did - DID to replace metadata for
* metadata — The new metadata

replace_pairwise_metadata (their_did: str, metadata: dict)
Replace the metadata associated with a pairwise DID.

Parameters
* their_ did - The did representing the relationship

e metadata — The new metadata
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replace_signing_key_ metadata (verkey: str, metadata: dict)
Replace the metadata associated with a signing keypair.

Parameters
* verkey — The verification key of the keypair
* metadata — The new metadata to store

set_public_did (did: str) — aries_cloudagent.wallet.base.DIDInfo
Assign the public did.

Returns The created DIDInfo

sign_message (message: bytes, from_verkey: str) — bytes
Sign a message using the private key associated with a given verkey.

Parameters
* message — The message to sign
* from_verkey — Sign using the private key related to this verkey

Returns The signature

type
Accessor for the wallet type.

Returns Defaults to None

unpack_message (enc_message: bytes) -> (<class 'str’>, <class ’str’>, <class ’str’>)
Unpack a message.

Parameters enc_message — The encrypted message
Returns (message, from_verkey, to_verkey)
Return type A tuple

verify_message (message: bytes, signature: bytes, from_verkey: str) — bool
Verify a signature against the public key of the signer.

Parameters

* message — The message to verify

* signature - The signature to verify

* from_verkey — Verkey to use in verification
Returns True if verified, else False

class aries_cloudagent.wallet.base.DIDInfo (did, verkey, metadata)
Bases: tuple
did
Alias for field number O

metadata
Alias for field number 2

verkey
Alias for field number 1

class aries_cloudagent.wallet.base.KeyInfo (verkey, metadata)
Bases: tuple
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metadata
Alias for field number 1

verkey
Alias for field number O

class aries_cloudagent.wallet.base.PairwiseInfo (their_did, their_verkey, my_did,

my_verkey, metadata)
Bases: tuple

metadata
Alias for field number 4

my_did
Alias for field number 2

my_ verkey
Alias for field number 3

their_did
Alias for field number 0

their verkey
Alias for field number 1

aries_cloudagent.wallet.basic module

In-memory implementation of BaseWallet interface.

class aries_cloudagent.wallet.basic.BasicWallet (config: dict = None)
Bases: aries cloudagent.wallet.base.BaseWallet

In-memory wallet implementation.
WALLET_TYPE = 'basic'

close ()
Not applicable to in-memory wallet.

create_local_did (seed: str = None, did: str = None, metadata: dict = None) —

aries_cloudagent.wallet.base.DIDInfo
Create and store a new local DID.

Parameters
* seed - Optional seed to use for did
e did - The DID to use
* metadata — Metadata to store with DID
Returns A DIDInfo instance representing the created DID
Raises WalletDuplicateError — If the DID already exists in the wallet

create_pairwise (their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) —

aries_cloudagent.wallet.base.Pairwiselnfo
Create a new pairwise DID for a secure connection.

Parameters
* their_ did - The other party’s DID

* their_verkey — The other party’s verkey
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e my_did - My DID
* metadata — Metadata to store with this relationship
Returns A Pairwiselnfo object representing the pairwise connection
Raises WalletDuplicateError — If the DID already exists in the wallet

create_signing_ key (seed: str =  None, metadata: dict =

=  None) —
aries_cloudagent.wallet.base.KeyInfo
Create a new public/private signing keypair.

Parameters

* seed - Seed to use for signing key

* metadata — Optional metadata to store with the keypair
Returns A Keylnfo representing the new record

Raises WalletDuplicateError — If the resulting verkey already exists in the wallet
created
Check whether the wallet was created on the last open call.

decrypt_message (enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class ’bytes’>, <class
Str’>)
Decrypt a message assembled by auth_crypt or anon_crypt.

Parameters
* message — The encrypted message content

* to_verkey — The verkey of the recipient. If provided then auth_decrypt is used, other-
wise anon_decrypt is used.

* use_auth — True if you would like to auth_decrypt, False for anon_decrypt
Returns A tuple of the decrypted message content and sender verkey (None for anon_crypt)

encrypt_message (message: bytes, to_verkey: str, from_verkey: str = None) — bytes
Apply auth_crypt or anon_crypt to a message.

Parameters
* message — The binary message content

* to_verkey — The verkey of the recipient

* from_verkey — The verkey of the sender. If provided then auth_crypt is used, otherwise
anon_crypt is used.

Returns The encrypted message content

get_local_did (did: str) — aries_cloudagent.wallet.base.DIDInfo
Find info for a local DID.

Parameters did — The DID to get info for
Returns A DIDInfo instance representing the found DID
Raises WalletNotFoundError — If the DID is not found

get_local_did_for_verkey (verkey: str) — aries_cloudagent.wallet.base.DIDInfo
Resolve a local DID from a verkey.

Parameters verkey — The verkey to get the local DID for

Returns A DIDInfo instance representing the found DID
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Raises WalletNotFoundError —If the verkey is not found

get_local_dids () — Sequence[aries_cloudagent.wallet.base.DIDInfo]
Get list of defined local DIDs.

Returns A list of locally stored DIDs as DIDInfo instances

get_pairwise_for_did (their_did: str) — aries_cloudagent.wallet.base.Pairwiselnfo
Find info for a pairwise DID.

Parameters their_did - The DID to get a pairwise relationship for
Returns A Pairwiselnfo instance representing the relationship
Raises WalletNotFoundError — If the DID is unknown

get_pairwise_for_verkey (their_verkey: str) — aries_cloudagent.wallet.base.Pairwiselnfo
Resolve a pairwise DID from a verkey.

Parameters their_verkey — The verkey to get a pairwise relationship for
Returns A Pairwiselnfo instance for the relationship
Raises WalletNotFoundError — If the verkey is not found

get_pairwise list () — Sequencelaries_cloudagent.wallet.base.Pairwiselnfo]
Get list of defined pairwise DIDs.

Returns A list of Pairwiselnfo instances for all pairwise relationships

get_signing_key (verkey: str) — aries_cloudagent.wallet.base.KeyInfo
Fetch info for a signing keypair.

Parameters verkey — The verification key of the keypair
Returns A Keylnfo representing the keypair
Raises WalletNotFoundError — if no keypair is associated with the verification key

name
Accessor for the wallet name.

open ()
Not applicable to in-memory wallet.

opened
Check whether wallet is currently open.

Returns True

pack_message (message: str, to_verkeys: Sequence[str], from_verkey: str = None) — bytes
Pack a message for one or more recipients.

Parameters

* message — The message to pack

* to_verkeys - List of verkeys to pack for

* from_verkey — Sender verkey to pack from
Returns The resulting packed message bytes

replace_local_did_metadata (did: str, metadata: dict)
Replace metadata for a local DID.

Parameters
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e did - The DID to replace metadata for
¢ metadata — The new metadata
Raises WalletNotFoundError — If the DID doesn’t exist

replace_pairwise_metadata (their_did: str, metadata: dict)
Replace metadata for a pairwise DID.

Parameters
* their_did - The DID to replace metadata for
* metadata — The new metadata
Raises WalletNotFoundError —If the DID is unknown

replace_signing_key_metadata (verkey: str, metadata: dict)
Replace the metadata associated with a signing keypair.

Parameters
» verkey — The verification key of the keypair
* metadata — The new metadata to store
Raises WalletNotFoundError —if no keypair is associated with the verification key

sign_message (message: bytes, from_verkey: str) — bytes
Sign a message using the private key associated with a given verkey.

Parameters
* message — Message bytes to sign
* from_verkey — The verkey to use to sign
Returns A signature
Raises
* WalletError — If the message is not provided
* WalletError — If the verkey is not provided

unpack_message (enc_message: bytes) -> (<class 'str’>, <class ’str’>, <class ’str’>)
Unpack a message.

Parameters enc_message — The packed message bytes
Returns (message, from_verkey, to_verkey)
Return type A tuple
Raises
* WalletError —If the message is not provided
* WalletError —If there is a problem unpacking the message

verify message (message: bytes, signature: bytes, from_verkey: str) — bool
Verify a signature against the public key of the signer.

Parameters
* message — Message to verify
* signature - Signature to verify

* from_verkey — Verkey to use in verification
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Returns True if verified, else False
Raises
* WalletError —If the verkey is not provided
* WalletError —If the signature is not provided

* WalletError — If the message is not provided

aries_cloudagent.wallet.crypto module

Cryptography functions used by BasicWallet.

class aries_cloudagent.wallet.crypto.PackMessageSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Packed message schema.

ciphertext
Used by autodoc_mock_imports.

iv
Used by autodoc_mock_imports.

protected
Used by autodoc_mock_imports.

tag
Used by autodoc_mock_imports.

class aries_cloudagent.wallet.crypto.PackRecipientHeaderSchema (*args,

**kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipient header schema.
iv

Used by autodoc_mock_imports.
kid

Used by autodoc_mock_imports.

sender
Used by autodoc_mock_imports.

class aries_cloudagent.wallet.crypto.PackRecipientSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipient schema.

encrypted_key
Used by autodoc_mock_imports.

header
Used by autodoc_mock_imports.

class aries_cloudagent.wallet.crypto.PackRecipientsSchema (*args, **kwargs)
Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipients schema.

alg
Used by autodoc_mock_imports.
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enc
Used by autodoc_mock_imports.

recipients
Used by autodoc_mock_imports.

typ
Used by autodoc_mock_imports.

aries_cloudagent.wallet.crypto.anon_crypt_message (message: bytes, to_verkey: bytes)

— bytes
Apply anon_crypt to a binary message.

Parameters

* message — The message to encrypt

* to_verkey — The verkey to encrypt the message for
Returns The anon encrypted message

aries_cloudagent.wallet.crypto.anon_decrypt_message (enc_message: bytes, secret:
bytes) — bytes
Apply anon_decrypt to a binary message.

Parameters
* enc_message — The encrypted message
* secret — The seed to use

Returns The decrypted message

aries_cloudagent.wallet.crypto.auth_crypt_message (message: bytes, to_verkey: bytes,

from_secret: bytes) — bytes
Apply auth_crypt to a binary message.

Parameters
* message — The message to encrypt
* to_verkey — To recipient’s verkey
e from_ secret — The seed to use
Returns The encrypted message

aries_cloudagent.wallet.crypto.auth_decrypt_message (enc_message: bytes, secret:
bytes) -> (<class ’bytes’>,
) <class ’str’>)
Apply auth_decrypt to a binary message.
Parameters
* enc_message — The encrypted message
* secret — Secret for signing keys
Returns A tuple of (decrypted message, sender verkey)

aries_cloudagent.wallet.crypto.create_keypair (seed: bytes = None) -> (<class ’'bytes’>,
<class ’bytes’>)
Create a public and private signing keypair from a seed value.

Parameters seed — Seed for keypair

Returns A tuple of (public key, secret key)
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aries_cloudagent.wallet.crypto.decode_pack_message (enc_message: bytes, find_key:
Callable) -> (<class ’str’>, typ-
ing.Union[str, NoneType], <class
str’>)
Decode a packed message.

Disassemble and unencrypt a packed message, returning the message content, verification key of the sender (if
available), and verification key of the recipient.

Parameters
* enc_message — The encrypted message
» find_key — Function to retrieve private key
Returns A tuple of (message, sender_vk, recip_vk)
Raises
* ValueError — If the packed message is invalid
* ValueError — If the packed message reipients are invalid
* ValueError — If the pack algorithm is unsupported
* ValueError — If the sender’s public key was not provided

aries_cloudagent.wallet.crypto.decrypt_plaintext (ciphertext: bytes, recips_bin: bytes,
nonce: bytes, key: bytes) — str
Decrypt the payload of a packed message.

Parameters
* ciphertext —
* recips_bin -
* nonce —
* key —
Returns The decrypted string

aries_cloudagent.wallet.crypto.encode_pack_message (message: st, to_verkeys: Se-
quence[bytes], from_secret: bytes
= None) — bytes
Assemble a packed message for a set of recipients, optionally including the sender.

Parameters
* message — The message to pack
* to_verkeys — The verkeys to pack the message for
e from_ secret — The sender secret

Returns The encoded message

aries_cloudagent.wallet.crypto.encrypt_plaintext (message: str, add_data: bytes, key:
bytes) -> (<class ’bytes’>, <class
‘bytes’>, <class ’bytes’>)
Encrypt the payload of a packed message.

Parameters
* message — Message to encrypt

* add_data -
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* key — Key used for encryption
Returns A tuple of (ciphertext, nonce, tag)

aries_cloudagent.wallet.crypto.locate_pack_recipient_key (recipients: Se-

quence[dict],  find_key:
Callable) -> (<class
‘bytes’>, <class ’str’>,

o <class ’str’>)
Locate pack recipient key.

Decode the encryption key and sender verification key from a corresponding recipient block, if any is defined.
Parameters
* recipients — Recipients to locate
* find key — Function used to find private key
Returns A tuple of (cek, sender_vk, recip_vk_b58)

Raises ValueError —If no corresponding recipient key found

aries_cloudagent.wallet.crypto.prepare_pack_recipient_keys (fo_verkeys: Se-
quence[bytes],

from_secret: bytes

= None) -> (<class

str’>, <class

‘bytes’>)
Assemble the recipients block of a packed message.

Parameters

* to_verkeys — Verkeys of recipients

* from_secret — Secret to use for signing keys
Returns A tuple of (json result, key)

aries_cloudagent.wallet.crypto.random_seed () — bytes
Generate a random seed value.

Returns A new random seed

aries_cloudagent.wallet.crypto.seed_to_did (seed: str) — str
Derive a did from a seed value.

Parameters seed — The seed to derive

Returns The did derived from the seed

aries_cloudagent.wallet.crypto.sign_message (message: bytes, secret: bytes) — bytes
Sign a message using a private signing key.

Parameters
* message — The message to sign
* secret — The private signing key

Returns The signature

aries_cloudagent.wallet.crypto.validate_seed (seed: (<class ’str’>, <class 'bytes’>)) —

bytes
Convert a seed parameter to standard format and check length.

Parameters seed — The seed to validate
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Returns The validated and encoded seed

aries_cloudagent.wallet.crypto.verify signed_message (signed: bytes, verkey: bytes)

e . o — bool
Verify a signed message according to a public verification key.

Parameters
* signed — The signed message
* verkey — The verkey to use in verification

Returns True if verified, else False

aries_cloudagent.wallet.error module

Wallet-related exceptions.

exception aries_cloudagent.wallet.error.WalletDuplicateError (*args, error_code:
str = None,
**kwargs)
Bases: aries_cloudagent.wallet.error.WalletError

Duplicate record exception.

exception aries_cloudagent.wallet.error.WalletError (*args, error_code: str = None,
**kwargs)
Bases: aries cloudagent.error.BaseError

General wallet exception.

exception aries_cloudagent.wallet.error.WalletNotFoundError (*args, error_code:
str = None,

**kwargs)
Bases: aries cloudagent.wallet.error.WalletError

Record not found exception.

aries_cloudagent.wallet.indy module

Indy implementation of BaseWallet interface.

class aries_cloudagent.wallet.indy.IndyWallet (config: dict = None)
Bases: aries_cloudagent.wallet.base.BaseWallet

Indy wallet implementation.

DEFAULT_ FRESHNESS = 0
DEFAULT_KEY = ''

DEFAULT NAME = 'default'
DEFAULT_STORAGE_TYPE = None
WALLET_TYPE = 'indy'

close ()
Close previously-opened wallet, removing it if so configured.

create (replace: bool = False)
Create a new wallet.

Parameters replace — Removes the old wallet if True
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Raises
* WalletError — If there was a problem removing the wallet
* WalletError —IF there was a libindy error

create_local did (seed: str = None, did: str = None, metadata: dict = None) —

aries_cloudagent.wallet.base.DIDInfo
Create and store a new local DID.

Parameters
* seed — Optional seed to use for did
e did - The DID to use
* metadata — Metadata to store with DID
Returns A DIDInfo instance representing the created DID
Raises
* WalletDuplicateError —If the DID already exists in the wallet
* WalletError —If there is a libindy error

create_pairwise (their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) —
aries_cloudagent.wallet.base.Pairwiselnfo
Create a new pairwise DID for a secure connection.

Parameters
* their_did - The other party’s DID
* their_verkey — The other party’s verkey
e my_did- My DID
* metadata — Metadata to store with this relationship
Returns A Pairwiselnfo object representing the pairwise connection
Raises
* WalletError —If there is a libindy error
* WalletDuplicateError —If the DID already exists in the wallet

create_signing key (seed: str =  None, metadata: dict = None) —

aries_cloudagent.wallet.base.KeyInfo
Create a new public/private signing keypair.

Parameters
* seed - Seed for key
* metadata — Optional metadata to store with the keypair
Returns A Keylnfo representing the new record
Raises
* WalletDuplicateError — If the resulting verkey already exists in the wallet
e WalletError —If there is a libindy error

created
Check whether the wallet was created on the last open call.
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decrypt_message (enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class 'bytes’>, <class
Decrypt a message satsrse?n)lbled by auth_crypt or anon_crypt.
Parameters
* message — The encrypted message content

* to_verkey — The verkey of the recipient. If provided then auth_decrypt is used, other-
wise anon_decrypt is used.

* use_auth - True if you would like to auth_decrypt, False for anon_decrypt
Returns A tuple of the decrypted message content and sender verkey (None for anon_crypt)
Raises WalletError — If a libindy error occurs

encrypt_message (message: bytes, to_verkey: str, from_verkey: str = None) — bytes
Apply auth_crypt or anon_crypt to a message.

Parameters
* message — The binary message content
* to_verkey - The verkey of the recipient

* from_verkey — The verkey of the sender. If provided then auth_crypt is used, otherwise
anon_crypt is used.

Returns The encrypted message content
Raises WalletError — If a libindy error occurs

get_local_did (did: str) — aries_cloudagent.wallet.base.DIDInfo
Find info for a local DID.

Parameters did — The DID to get info for
Returns A DIDInfo instance representing the found DID
Raises
* WalletNotFoundError — If the DID is not found
* WalletError —If there is a libindy error

get_local_did_for_verkey (verkey: str) — aries_cloudagent.wallet.base.DIDInfo
Resolve a local DID from a verkey.

Parameters verkey — The verkey to get the local DID for
Returns A DIDInfo instance representing the found DID
Raises WalletNotFoundError — If the verkey is not found

get_local_dids () — Sequence[aries_cloudagent.wallet.base.DIDInfo]
Get list of defined local DIDs.

Returns A list of locally stored DIDs as DIDInfo instances

get_pairwise_for_did (their_did: str) — aries_cloudagent.wallet.base.Pairwiselnfo
Find info for a pairwise DID.

Parameters their_did - The DID to get a pairwise relationship for
Returns A Pairwiselnfo instance representing the relationship

Raises
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* WalletNotFoundError — If no pairwise DID defined for target
* WalletNotFoundError — If no pairwise DID defined for target

get_pairwise_for_verkey (their_verkey: str) — aries_cloudagent.wallet.base.Pairwiselnfo
Resolve a pairwise DID from a verkey.

Parameters their_verkey — The verkey to get a pairwise relationship for
Returns A Pairwiselnfo instance for the relationship
Raises WalletNotFoundError — If no pairwise DID is defined for verkey

get_pairwise_list () — Sequencelaries_cloudagent.wallet.base.Pairwiselnfo]
Get list of defined pairwise DIDs.

Returns A list of Pairwiselnfo instances for all pairwise relationships

get_signing_key (verkey: str) — aries_cloudagent.wallet.base.KeyInfo
Fetch info for a signing keypair.

Parameters verkey — The verification key of the keypair

Returns A KeylInfo representing the keypair

Raises
* WalletNotFoundError — If no keypair is associated with the verification key
* WalletError — If there is a libindy error

handle
Get internal wallet reference.

Returns A handle to the wallet

master_ secret_id
Accessor for the master secret id.

Returns The master secret id

name
Accessor for the wallet name.

Returns The wallet name

open ()
Open wallet, removing and/or creating it if so configured.

Raises
* WalletError — If wallet not found after creation
* WalletNotFoundError — If the wallet is not found
* WalletError —If the wallet is already open
* WalletError —If there is a libindy error

opened
Check whether wallet is currently open.

Returns True if open, else False

pack_message (message: str, to_verkeys: Sequence[str], from_verkey: str = None) — bytes
Pack a message for one or more recipients.

Parameters
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* message — The message to pack

* to_verkeys — List of verkeys to pack for

* from verkey - Sender verkey to pack from
Returns The resulting packed message bytes
Raises

* WalletError - If no message is provided

* WalletError —If alibindy error occurs

remove ()
Remove an existing wallet.

Raises
e WalletNotFoundError —If the wallet could not be found
* WalletError —If there was an libindy error

replace_local_did _metadata (did: str, metadata: dict)
Replace metadata for a local DID.

Parameters
* did - The DID to replace metadata for
* metadata — The new metadata

replace_pairwise_metadata (their_did: str, metadata: dict)
Replace metadata for a pairwise DID.

Parameters
* their_did - The DID to replace metadata for
* metadata — The new metadata

replace_signing_key metadata (verkey: str, metadata: dict)
Replace the metadata associated with a signing keypair.

Parameters
* verkey — The verification key of the keypair

* metadata — The new metadata to store

Raises WalletNotFoundError — if no keypair is associated with the verification key

sign_message (message: bytes, from_verkey: str) — bytes
Sign a message using the private key associated with a given verkey.

Parameters
* message — Message bytes to sign
» from verkey — The verkey to use to sign
Returns A signature
Raises
* WalletError — If the message is not provided
* WalletError —If the verkey is not provided

* WalletError —If alibindy error occurs
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unpack_message (enc_message: bytes) -> (<class ’str’>, <class ’str’>, <class ’str’>)
Unpack a message.

Parameters enc_message — The packed message bytes
Returns (message, from_verkey, to_verkey)
Return type A tuple
Raises
* WalletError —If the message is not provided
* WalletError —If alibindy error occurs

verify message (message: bytes, signature: bytes, from_verkey: str) — bool
Verify a signature against the public key of the signer.

Parameters
* message — Message to verify
* signature — Signature to verify
» from verkey — Verkey to use in verification
Returns True if verified, else False
Raises
* WalletError —If the verkey is not provided
* WalletError —If the signature is not provided
* WalletError —If the message is not provided

e WalletError —If a libindy error occurs

aries_cloudagent.wallet.provider module

Default wallet provider classes.

class aries_cloudagent.wallet.provider.WalletProvider
Bases: aries cloudagent.config.base.BaseProvider

Provider for the default configurable wallet classes.

WALLET_TYPES = {'basic': 'aries_cloudagent.wallet.basic.BasicWallet', 'indy':

provide (settings: aries_cloudagent.config.base.BaseSettings, injector:

aries_cloudagent.config.base.Baselnjector)
Create and open the wallet instance.

aries_cloudagent.wallet.util module

Wallet utility functions.

aries_cloudagent.wallet.util.b58_to_bytes (val: str) — bytes
Convert a base 58 string to bytes.

aries_cloudagent.wallet.util .b64_to_bytes (val: str, urlsafe=False) — bytes
Convert a base 64 string to bytes.

aries_cloudagent.wallet.util.bytes_to_b58 (val: bytes) — str
Convert a byte string to base 58.
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aries_cloudagent.wallet.util .bytes_to_b64 (val: bytes, urlsafe=False) — str
Convert a byte string to base 64.

1.2 Submodules

1.3 aries_cloudagent.classloader module

The classloader provides utilties to dynamically load classes and modules.

class aries_cloudagent.classloader.ClassLoader (base_path, super_class)
Bases: object

Class used to load classes from modules dynamically.

load (module_path, load_relative=False)
Load module by module path.

Parameters
* module_path — Dotted path to module
e load_relative — Should the method check in the
* base path for relative import (configured)-
Returns The loaded class
Raises
e ModuleLoadError — If there is an error loading the class
* ClassNotFoundError —If there is no class to load at specified path

classmethod load_class (class_name: str, default_module: str = None)
Resolve a complete class path (ie. typing.Dict) to the class itself.

Parameters
¢ class_name — Class name
¢ default_module - (Default value = None)
Returns The resolved class
Raises
e ClassNotFoundError —If the class could not be resolved at path
* ModuleLoadError — If there was an error loading the module

classmethod load_module (mod_path: str, default_module: str = None)
Resolve a complete class path (ie. typing.Dict) to the class itself.

Parameters

* class_name — Class name

e default_module — (Default value = None)
Returns The resolved class
Raises

* ClassNotFoundError —If the class could not be resolved at path
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* ModuleLoadError — If there was an error loading the module

exception aries_cloudagent.classloader.ClassNotFoundError (*args, error_code: str

= None, **kwargs)
Bases: aries cloudagent.error.BaseError

Class not found error.

exception aries_cloudagent.classloader.ModuleLoadError (*args, error_code: str =

None, **kwargs)
Bases: aries_cloudagent.error.BaseError

Module load error.

1.4 aries_cloudagent.conductor module

The Conductor.

The conductor is responsible for coordinating messages that are received over the network, communicating with the
ledger, passing messages to handlers, instantiating concrete implementations of required modules and storing data in
the wallet.

class aries_cloudagent.conductor.Conductor (context_builder:

aries_cloudagent.config.base_context. ContextBuilder)
Bases: object

Conductor class.

Class responsible for initializing concrete implementations of our require interfaces and routing inbound and
outbound message data.

inbound_message_router (message_body: Union[str, bytes], transport_type: str = None,
socket_id: str = None, single_response: _asyncio.Future = None) —

_asyncio.Future
Route inbound messages.

Parameters
* message_body — Body of the incoming message
* transport_type — Type of transport this message came from
* socket_id - The identifier of the incoming socket connection
* single_response — A future to contain the first direct response message

outbound message_router (message: aries_cloudagent.messaging.outbound_message.OutboundMessage,
context:  aries_cloudagent.config.injection_context.InjectionContext

= None) — None
Route an outbound message.

Parameters
* message — An outbound message to be sent
* context — Optional request context

prepare_outbound_message (message: aries_cloudagent.messaging.outbound_message.OutboundMessage,
context: aries_cloudagent.config.injection_context.InjectionContext

= None)
Prepare a response message for transmission.

Parameters
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* message — An outbound message to be sent
* context — Optional request context

register_socket (¥, handler: Coroutine[T _co, T_contra, V_co] = None, single_response: _asyn-
cio.Future = None) — aries_cloudagent.messaging.socket.SocketRef
Register a new duplex connection.

setup ()
Initialize the global request context.

start () — None
Start the agent.

stop (timeout=0.1)
Stop the agent.

1.5 aries_cloudagent.defaults module

Sane defaults for known message definitions.

aries_cloudagent.defaults.default_protocol_registry () —

aries_cloudagent.messaging.protocol_registry.ProtocolRe
Protocol registry for default message types.

1.6 aries_cloudagent.dispatcher module

The Dispatcher.

The dispatcher is responsible for coordinating data flow between handlers, providing lifecycle hook callbacks storing
state for message threads, etc.

class aries_cloudagent.dispatcher.Dispatcher (context: aries_cloudagent.config.injection_context.InjectionContext
Bases: object

Dispatcher class.
Class responsible for dispatching messages to message handlers and responding to other agents.

dispatch (parsed_msg: dict, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery,
connection: aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord,

send: Coroutine[T _co, T_contra, V_co]) — _asyncio.Future
Configure responder and dispatch message context to message handler.

Parameters
* parsed_msg — The parsed message body
* delivery — The incoming message delivery metadata
* connection — The related connection record, if any
* send - Function to send outbound messages
Returns The response from the handler

make_message (parsed_msg: dict) — aries_cloudagent.messaging.agent_message.AgentMessage
Deserialize a message dict into the appropriate message instance.

Given a dict describing a message, this method returns an instance of the related message class.
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Parameters parsed_msg — The parsed message

Returns An instance of the corresponding message class for this message

Raises
* MessageParseError — If the message doesn’t specify @type
* MessageParseError — If there is no message class registered to handle
* the given type

class aries_cloudagent.dispatcher.DispatcherResponder (send: Coroutine[T _co,
T contra, V_co], context:
aries_cloudagent.messaging.request_context.RequestC

**kwargs)
Bases: aries cloudagent.messaging.responder.BaseResponder

Handle outgoing messages from message handlers.

create_outbound (message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str

bytes], **kwargs) — aries_cloudagent.messaging.outbound_message.OutboundMessage
Create an OutboundMessage from a message body.

send_outbound (message: aries_cloudagent.messaging.outbound_message.OutboundMessage)
Send outbound message.

Parameters message — The OutboundMessage to be sent

send_webhook (fopic: str, payload: dict)
Dispatch a webhook.

Parameters
* topic - the webhook topic identifier

* payload - the webhook payload value

1.7 aries_cloudagent.error module

Common exception classes.

exception aries_cloudagent.error.BaseError (*args, error_code: str = None, **kwargs)
Bases: Exception

Generic exception class which other exceptions should inherit from.
error_code = None

message
Accessor for the error message.

exception aries_cloudagent.error.StartupError (*args, error_code: str = None,

**kwargs)
Bases: aries_cloudagent.error.BaseError

Error raised when there is a problem starting the conductor.

1.8 aries_cloudagent.postgres module

Utility for loading Postgres wallet plug-in.
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aries_cloudagent ..postgres.file_ext ()
Determine file extension based on platform.

aries_cloudagent.postgres.load postgres_plugin ()
Load postgres dll and configure postgres wallet.

1.9 aries_cloudagent.stats module

Classes for tracking performance and timing.

class aries_cloudagent.stats.Collector (enabled: bool = True)
Bases: object

Collector for a set of statistics.

enabled
Accessor for the collector’s enabled property.

extract (groups: Sequence[str] = None) — dict
Extract statistics for a specific set of groups.

log (name: str, duration: float)
Log an entry in the statistics if the collector is enabled.

mark ( *names)
Make a custom decorator function for adding to the set of groups.

reset ()
Reset the collector’s statistics.

results
Accessor for the current set of collected statistics.

timer (*groups)
Create a new timer attached to this collector.

wrap (obj, prop_name: Union[str, Sequence[str]], groups: Sequence[str] = None, *, ignore_missing:

bool = False) )
Wrap a method on a class or class instance.

wrap_coro (fn, groups: Sequence[str])
Wrap a coroutine instance to collect timing statistics on execution.

wrap_ £n (fn, groups: Sequence[str])
Wrap a function instance to collect timing statistics on execution.

class aries_cloudagent.stats.Stats
Bases: object

A collection of statistics.

extract (names: Sequence[str] = None) — dict
Summarize the stats in a dictionary.

log (name: str, duration: float)
Log an entry in the stats.

class aries_cloudagent.stats.Timer (collector: aries_cloudagent.stats.Collector, groups: Se-

quence/str])
Bases: object

Timer instance for a running task.
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classmethod now ()
Fetch a standard timer value.

1.10 aries_cloudagent.task _processor module

Classes for managing a limited set of concurrent tasks.

class aries_cloudagent.task_processor.PendingTask (ident, fn: Callable[[PendingTask],

Bases: object
Class for tracking pending tasks.

cancel ()
Cancel the running task.

done ()
Check if the task is done.

exception ()
Get the exception raised by the task, if any.

result ()
Get the result of the task.

Awaitable[T co]], retries: int =
None, retry_delay: float = None)

class aries_cloudagent.task_processor.TaskProcessor (* max_pending: int = 10)

Bases: object
Class for managing a limited set of concurrent tasks.

done ()
Check if the processor has any pending tasks.

ready ()
Check if the processor is ready.

run_retry (fn:  Callable[[aries_cloudagent.task_processor.PendingTask], Awaitable[T co]], *
ident=None, retries: int = 5, retry_delay: float = 10.0, when_ready: bool = True) —

aries_cloudagent.task_processor.PendingTask
Process a task and track the result.

run_task (task: Awaitable[T co], *  ident=None,
aries_cloudagent.task_processor.PendingTask
Run a single coroutine with no retries.

wait_done ()
Wait for all pending tasks to complete.

wait_ready ()
Wait for the processor to be ready for more tasks.

when_ready: bool = True) —

aries_cloudagent.task_processor.delay_task (delay: float, task: Awaitable[T _co])

Wait a given amount of time before executing an awaitable.

1.11 aries_cloudagent.version module

Library version information.
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BaseModelSchema (class in aries_cloudagent.messaging.basicmessage.messages.basicmessag
aries_cloudagent.messaging.models.base), 33
103 BasicMessageSchema.Meta (class in
BaseModelSchema.Meta (class in aries_cloudagent.messaging.basicmessage.messages.basicmessag
aries_cloudagent.messaging.models.base), 33
103 BasicOutboundMessageQueue (class in
BaseOutboundMessageQueue (class in aries_cloudagent.transport.outbound.queue.basic),
aries_cloudagent.transport.outbound.queue.base), 164
164 BasicStorage (class in
BaseOutboundTransport (class in aries_cloudagent.storage.basic), 153
aries_cloudagent.transport.outbound.base), BasicStorageRecordSearch (class in
166 aries_cloudagent.storage.basic), 154
BaseProvider (class in BasicWallet (class in aries_cloudagent.wallet.basic),
aries_cloudagent.config.base), 8 175
BaseRequestContext (class in bind_instance () (aries_cloudagent.config.injector.Injector
aries_cloudagent.messaging.base_context), method), 11
142 bind_provider () (aries_cloudagent.config.injector.Injector
BaseResponder (class in method), 11
aries_cloudagent.messaging.responder), build () (aries_cloudagent.tests.test_conductor.StubContextBuilder
147 method), 158
BaseSettings (class in bytes_to_b58() (in module
aries_cloudagent.config.base), 8 aries_cloudagent.wallet.util), 188
BaseStorage (class in bytes_to_b64 () (in module

aries_cloudagent.storage.base), 151

aries_cloudagent.wallet.util), 189
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C method), 157
cache () (in module close() (aries_cloudagent.wallet.base.BaseWallet
aries_cloudagent.cache.tests.test_basic_cache), method), 171

5 close () (aries_cloudagent.wallet.basic. BasicWallet
method), 175

cache_credential_exchange ()
jes_cloudagent.wallet.indy.IndyWallet

(aries_cloudagent.messaging.credentials.manager CrodsnkialMand @t

method), 74 method), 183 . .

CACHE_ENABLED (aries_cloudagent.messaging. connectiofS RS EAS QRS ibh \FEI o UL A BRIy 1 inbound.tests.test_ws_tra
attribute), 54 method), 160

CachedProvider (class in Closed (aries_cloudagent.messaging.socket.SocketInfo

attribute), 149

aries_cloudagent.config.provider), 11
, ClosedPoolError, 16

cancel () (aries_cloudagent.task_processor.PendingTas

method), 194 collect () (in module

canon_did () (in module aries_cloudagent.transport.outbound.queue.tests.test_basic_queu
aries_cloudagent.messaging.connections.models.diddoc. util},64
51 Collector (class in aries_cloudagent.stats), 193

canon_ref () (in module comment (aries_cloudagent.messaging.credentials.messages.credential_o)
aries_cloudagent.messaging.connections.models.diddoc.util§"'" ’?’ ute), 70 . _ .
51 comment (aries_cloudagent.messaging.credentials.messages.credential_re

catalogs (aries_cloudagent.messaging.decorators. localization_dec‘btfli%lf.lf}cmizationDecoratorSchema
attribute), 84 comment (aries_cloudagent.messaging.discovery.messages.query.QuerySc

check_dump_decorators () attri’bute), 93 . . |
(aries_cloudagent.messaging.agent_message.A ge,gp[gmgwéﬁ;&cloudagent.messagmg.presentatlons.messages.credentlal_
method), 141 attribute), 106

check_existing_schema () comment (aries_cloudagent.messaging.presentations.messages.presentatic
(aries_cloudagent.ledger.indy.IndyLedger attribute), 107
method), 17 comment (aries_cloudagent.messaging.trustping.messages.ping.PingScher

check_pool_config() attribute), 138
(aries_cloudagent.ledger.indy.IndyLedger comment (aries_cloudagent.messaging.trustping.messages.ping_response.
methozl), 17 attribute), 138

ciphertext (aries_cloudagent.wallet.crypto. PackMessageSEIR it €—webhooks ()

attribute), 179 (aries_cloudagent.admin.server.AdminServer

ClassLoader (class in aries_cloudagent.classloader), method), 3
189 Conductor (class in aries_cloudagent.conductor), 190

ClassNotFoundError, 190 Config (class in aries_cloudagent.tests.test_conductor),

ClassProvider (class in 158
aries_cloudagent.config.provider), 11 ConfigError,9

ClassProvider.Inject (class in connection (aries_cloudagent. messaging.connections.messages.connecl
aries_cloudagent.config.provider), 11 attribute), 40

clear () (aries_cloudagent.cache.base.BaseCache ~CONDe ction (aries_cloudagent.messaging.connections.messages.connect
method), 5 attribute), 41

clear () (aries_cloudagent.cache.basic.BasicCache ~CON1€ ction_id (aries_cloudagent.messaging.connections.models.conne
method), 6 attribute), 55

clear_binding () (aries_cloudagent.config.injector.InjécfIFe ction_id (aries_cloudagent.messaging.connections.models.conne
method), 11 attribute), 57

clear_value () (aries_cloudagent.config.settings.SettingsONeCt ion_id (aries_cloudagent.messaging.connections.routes.Invitat
method), 12 attribute), 64

close () (aries_cloudagent.ledger.indy.IndyLedger ~CORNe ction_id (aries_cloudagent.messaging.credentials.models.creder
method), 17 attribute), 73

close () (aries_cloudagent.storage.base.BaseStorageRe cTASREGEion_id (aries_cloudagent.messaging.credentials.routes.Creden
method), 152 attribute), 77

close () (aries_cloudagent.storage.basic.BasicStorageRe GRS rdpon_id (aries_cloudagent.messaging.credentials.routes.Creden
method), 155 attribute), 78

close () (aries_cloudagent.storage.indy.IndyStorageRecofcSeayeRt ton_id (ar ies_cloudagent.messaging.message_delivery. Messag
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attribute), 143 52
connection_id (aries_cloudagent.messaging.presentati@unmedetsijpraFentusion . éehange. Preseiulason ExchangeSchema

attribute), 109 aries_cloudagent.messaging.connections.models.connection_recc
connection_id (aries_cloudagent.messaging.presentations.routesPresentationRequestRequestSchema

attribute), 112 ConnectionRecordSchema (class in
connection_id (aries_cloudagent.messaging.routing.models.routaimesordoRdugpdRe onedSagingaonnections.models.connection_recc

attribute), 128 56
connection_invitation ConnectionRecordSchema.Meta (class in

(aries_cloudagent.messaging.connections.messages.tests.testriemicéotidagénvitaesongheg ConnectionfimivdtibuSoleaction_recc

attribute), 36 57
connection_ready (aries_cloudagent.messaging.requeStocontext. Roqirest{lomitdxt (class in

attribute), 146 aries_cloudagent.messaging.connections.messages.connection_re
connection_record 39

(aries_cloudagent.messaging.request_context. Reqlesn@entextonRequest . Meta (class in

attribute), 146 aries_cloudagent.messaging.connections.messages.connection_re
connection_sort_key () (in module 40

aries_cloudagent.messaging.connections.routes), Connect ionRequestHandler (class in

64 aries_cloudagent.messaging.connections.handlers.connection_re
ConnectionDetail (class in 35

aries_cloudagent.messaging.connections.models.connevtion idet@Boue st Schema (class in

51 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionDetail.Meta (class in 40

aries_cloudagent.messaging.connections.models.connection idet@®Bgue st Schema .Meta  (class in

52 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionDetailSchema (class in 40

aries_cloudagent.messaging.connections.models.connection idet@®Bsponse (class in

52 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionDetailSchema.Meta (class in 40

aries_cloudagent.messaging.connections.models.connection idet@®Bsponse . Meta (class in

52 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionInvitation (class in 41

aries_cloudagent.messaging.connections.message€.conrectidgm wiétapon)seHandler (class in

38 aries_cloudagent.messaging.connections.handlers.connection_re.
ConnectionInvitation.Meta (class in 35

aries_cloudagent.messaging.connections.message€. oonnectidm wiétatom)s e Schema (class in

38 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionInvitationHandler (class in 41

aries_cloudagent.messaging.connections.handlersCcomnection onRitdpanb@tlidryma . Meta  (class in

34 aries_cloudagent.messaging.connections.messages.connection_re
ConnectionInvitationSchema (class in 41

aries_cloudagent.messaging.connections.messages.comectiamwitatiodpt _invitation () (in mod-

39 ule aries_cloudagent.messaging.connections.routes),
ConnectionInvitationSchema.Meta (class in 64

aries_cloudagent.messaging.connections.messages.conectidgmwyitatioept_request () (in  module

39 aries_cloudagent.messaging.connections.routes),
ConnectionListSchema (class in 65

aries_cloudagent. messaging. connections.routes), connections_create_invitation () (in mod-

64 ule aries_cloudagent.messaging.connections.routes),
ConnectionManager (class in 65

aries_cloudagent.messaging.connections.managenpnnections_establish_inbound () (in mod-

60 ule aries_cloudagent.messaging.connections.routes),
ConnectionManagerError, 64 65
ConnectionRecord (class in connections_expire_message () (in module

aries_cloudagent.messaging.connections.models.connectionamesoxdpudagent. messaging.basicmessage.routes),
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34 controllers (aries_cloudagent.messaging.protocol_registry. ProtocolRe
connections_list () (in module attribute), 145
aries_cloudagent.messaging.connections.routes), copy () (aries_cloudagent.config.base.Baselnjector
65 method), 8
connections_receive_invitation () (in mod- copy () (aries_cloudagent.config.base.BaseSettings
ule aries_cloudagent.messaging.connections.routes), method), 8
65 copy () (aries_cloudagent.config.injection_context.InjectionContext
connections_remove () (in module method), 10
aries_cloudagent.messaging.connections.routes), copy () (aries_cloudagent.config.injector.Injector
65 method), 11
connections_retrieve () (in module copy () (aries_cloudagent.config.settings.Settings
aries_cloudagent.messaging.connections.routes), method), 12
66 copy () (aries_cloudagent.messaging.decorators.base.BaseDecoratorSet
connections_send_message () (in  module method), 82
aries_cloudagent.messaging.basicmessage.routes)zopy () (aries_cloudagent.messaging.request_context.RequestContext
34 method), 146
connections_send_ping () (in module create () (aries_cloudagent.messaging.decorators.signature_decorator.S
aries_cloudagent.messaging.trustping.routes), class method), 84
139 create () (aries_cloudagent.wallet.indy.IndyWallet
ConnectionTarget (class in method), 183
aries_cloudagent.messaging.connections.models.conrection crueggent ial ()
57 (aries_cloudagent.issuer.indy.Indylssuer
ConnectionTarget.Meta (class in method), 15
aries_cloudagent.messaging.connections.models.conrection duegd®ntial_offer ()
58 (aries_cloudagent.issuer.indy.Indylssuer
ConnectionTargetSchema (class in method), 15
aries_cloudagent.messaging.connections.models.conrection duegg®nt ial _request ()
58 (aries_cloudagent.holder.indy.IndyHolder
ConnectionTargetSchema.Meta (class in method), 13
aries_cloudagent.messaging.connections.models.conrection darget)p cument ()
58 (aries_cloudagent.messaging.connections.manager. ConnectionM
content (aries_cloudagent.messaging.basicmessage.messages.basiomettnody. BusicMessageSchema
attribute), 33 create_invitation ()
content (aries_cloudagent.messaging.basicmessage.routes.SendMe§aagaSdiendugent.messaging.connections.manager. ConnectionM
attribute), 34 method), 61
context (aries_cloudagent.messaging.connections.manager€erreclienhbariagén (in module
attribute), 61 aries_cloudagent.wallet.crypto), 180
CONTEXT (aries_cloudagent.messaging.connections.modelsodiddac=DIIMN0ed _did ()
attribute), 43 (aries_cloudagent.wallet.base. BaseWallet
CONTEXT (aries_cloudagent.messaging.connections.models.diddoc.diddtml,DIDbc
attribute), 46 create_local_did()
context (aries_cloudagent.messaging.credentials.manager. Credenti@glitosnefendagent.wallet.basic. BasicWallet
attribute), 74 method), 175
context (aries_cloudagent.messaging.presentations.managecBresentativmM ahiger)
attribute), 110 (aries_cloudagent.wallet.indy.IndyWallet
context (aries_cloudagent.messaging.routing. manager.RoutingManagtlod), 184
attribute), 131 create_offer () (aries_cloudagent.messaging.credentials.manager.Cre
controller (aries_cloudagent.messaging.connections.models.diddmePwblicKey
attribute), 44 create_outbound ()
controller (aries_cloudagent.messaging.connections.models.diddurjash ibdaesddyeblicKspuatcher. DispatcherResponder
attribute), 48 method), 192
Controller (class in create_outbound/()
aries_cloudagent.messaging.actionmenu.controller), (aries_cloudagent.messaging.responder.BaseResponder
29 method), 147
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create_pairwise ()
(aries_cloudagent.wallet.base.BaseWallet
method), 171

create_pairwise()
(aries_cloudagent.wallet.basic.Basic Wallet
method), 175

create_pairwise ()
(aries_cloudagent.wallet.indy.IndyWallet
method), 184

create_pool_config()
(aries_cloudagent.ledger.indy.IndyLedger
method), 17

create_presentation ()
(aries_cloudagent.holder.indy.IndyHolder
method), 13

create_presentation ()

attribute), 66

credential_definition_id
(aries_cloudagent.messaging.credential_definitions.routes.Credei
attribute), 66

credential_definition_id
(aries_cloudagent.messaging.credentials.models.credential_exche
attribute), 73

credential_definition_id
(aries_cloudagent.messaging.credentials.routes.Credential OfferR
attribute), 77

credential_definition_id
(aries_cloudagent.messaging.credentials.routes. CredentialSendR
attribute), 78

credential_definitions_get_credential_definition/{()
(in module aries_cloudagent.messaging.credential_definitions.rou

66

(aries_cloudagent.messaging.presentations.manager. Bossertation Merfager t 1 ons_send_credential_definition (

method), 110
create_public_did()
(aries_cloudagent.wallet.base. BaseWallet

method), 171

(in module aries_cloudagent.messaging.credential_definitions.rou
67

credential_exchange_id
(aries_cloudagent.messaging.credentials.models.credential_exche

create_request () (aries_cloudagent.messaging.connections.manttginopriéctionManager

method), 62

credential_exchange_id

create_request () (aries_cloudagent.messaging.credentials.manageesL.ddadtigbMcmagexging. credentials.models.credential_exche

method), 75 attribute), 74
create_request () (aries_cloudagent.messaging.presextatidiesrmdragecBieramamniimagery) (in - module
method), 111 aries_cloudagent.messaging.credentials.routes),
create_response () 78
(aries_cloudagent.messaging.connections.managee CodractinaMarsgenange_11ist () (in  module
method), 62 aries_cloudagent.messaging.credentials.routes),
create_route_record() 78

(aries_cloudagent.messaging.routing. manager.RowtirgdManugerl _exchange_problem_report () (in

method), 131

create_signing_key ()
(aries_cloudagent.wallet.base.BaseWallet
method), 171

create_signing_key ()
(aries_cloudagent.wallet.basic.Basic Wallet
method), 176

create_signing_key ()
(aries_cloudagent.wallet.indy.IndyWallet
method), 184

created (aries_cloudagent.wallet.base.BaseWallet at-
tribute), 172

created (aries_cloudagent.wallet.basic.BasicWallet
attribute), 176

created (aries_cloudagent.wallet.indy.IndyWallet at-
tribute), 184

module aries_cloudagent.messaging.credentials.routes),
78

credential_exchange_remove () (in module
aries_cloudagent.messaging.credentials.routes),
78

credential_exchange_retrieve () (in module
aries_cloudagent.messaging.credentials.routes),

79

credential_exchange_send () (in  module
aries_cloudagent.messaging.credentials.routes),
79

credential_exchange_send_offer () (in mod-
ule aries_cloudagent.messaging.credentials.routes),
79
credential_exchange_send_request () (in
module aries_cloudagent.messaging.credentials.routes),

created_at (aries_cloudagent.messaging.routing.models.route_recti¥d. RouteRecordSchema

attribute), 128

credential_exchange_store () (in  module

credential (aries_cloudagent.messaging.credentials.models.credeatias_etohdngentradssgiligxchedegabiclserautes),

attribute), 73
credential_definition

79
credential_id (aries_cloudagent.messaging.credentials.models.creder

(aries_cloudagent.messaging.credential_definitions.routes. Guedigntie)y DiefinitionGetResultsSchema
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credential_id (aries_cloudagent.messaging.credentials.routes.CredentiallssueResultSchema

attribute), 77 CredentialIssue (class in
credential_id (aries_cloudagent.messaging.credentials.routes. CaadesitiddffegResmitSshgimg.credentials.messages.credential_issu
attribute), 77 69
credential_id (aries_cloudagent.messaging.credential€ roudesrCreddnlintReguilstResultSchemdclass in
attribute), 77 aries_cloudagent.messaging.credentials.messages.credential_issu
credential_id (aries_cloudagent.messaging.credentials.routes. Cb&dentialSendResultSchema
attribute), 78 CredentiallIssueHandler (class in
credential_offer (aries_cloudagent.messaging.credentials.modetsesradentiafesnchengestirg dendeEnlhimgelehroradential _issu
attribute), 74 67
credential_preview CredentialIssueRequestSchema (class in
(aries_cloudagent.messaging.credentials.messages.credentialrioffec]lCwddgetiai@ffsafchgmuedentials. routes),
attribute), 70 76
credential_request CredentialIssueResultSchema (class in
(aries_cloudagent.messaging.credentials.models.credential_ewelanlguidugdnntivdfsagingge§daenials. routes),
attribute), 74 77
credential_request_metadata CredentialIssueSchema (class in
(aries_cloudagent.messaging.credentials.models.credential_cewelanlguiduednttivdfsaging ge§deemials.messages.credential _issu
attribute), 74 69
credential_stored() CredentialIssueSchema.Meta (class in
(aries_cloudagent.messaging.credentials.manager. Credentiaddbamagendagent.messaging.credentials.messages.credential_issu
method), 75 69
credential_values CredentiallListSchema (class in
(aries_cloudagent.messaging.credentials.models.credential_cwelanlguiduednttivdsaginggeSdeetials. routes),
attribute), 74 77
credential_values CredentialManager (class in
(aries_cloudagent.messaging.credentials.routes. CredentiallssieRainastiSghatmaessaging.credentials.manager),
attribute), 76 74
credential_values CredentialManagerError, 76
(aries_cloudagent.messaging.credentials.routes. CledentérSera Re qitestSchema (class in
attribute), 78 aries_cloudagent.messaging.credentials.messages.credential_offe
CredentialDefinitionGetResultsSchema 69
(class in aries_cloudagent.messaging.credential_defiritiemscroated®); fer . Meta (class in
66 aries_cloudagent.messaging.credentials.messages.credential_offe
CredentialDefinitionSendRequestSchema 70
(class in aries_cloudagent.messaging.credential_defiritiens:roaie®) ferHandler (class in
66 aries_cloudagent.messaging.credentials.handlers.credential_offe
CredentialDefinitionSendResultsSchema 68
(class in aries_cloudagent.messaging.credential_defiritiemsirvated); ferRequestSchema  (class  in
66 aries_cloudagent.messaging.credentials.routes),
CredentialExchange (class in 77
aries_cloudagent.messaging.credentials.models.crededimhteielidagéle rResult Schema (class in
71 aries_cloudagent.messaging.credentials.routes),
CredentialExchange.Meta (class in 77
aries_cloudagent.messaging.credentials.models.credetizh texelidagd)e r Schema (class in
73 aries_cloudagent.messaging.credentials.messages.credential_offe
CredentialExchangeListSchema (class in 70
aries_cloudagent.messaging.credentials.routes), CredentialOfferSchema.Meta (class in
76 aries_cloudagent.messaging.credentials.messages.credential_offe
CredentialExchangeSchema (class in 70
aries_cloudagent.messaging.credentials.models.credentizhtexelidige)sentat ion (class in
73 aries_cloudagent.messaging.presentations.messages.credential_p
CredentialExchangeSchema.Meta (class in 105

aries_cloudagent.messaging.credentials.models.crededizh texeliige)sentation . Meta (class in
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aries_cloudagent.messaging.presentations.messages crketdantizl pesentatipn),

105

CredentialPresentationHandler (class in

(in module
aries_cloudagent.messaging.util), 150
decode () (aries_cloudagent.messaging.decorators.signature_decorator.S

aries_cloudagent.messaging.presentations.handlers.credentinbthoebeidation_handler),

104

CredentialPresentationSchema (class in

aries_cloudagent.messaging.presentations.messages credert it Fpresentdiion),

106
CredentialPresentationSchema.Meta (class

decode_pack_message () (in module
aries_cloudagent.wallet.crypto), 180
DecoratorSet (class in

aries_cloudagent.messaging.decorators.default),

in aries_cloudagent.messaging.presentations.messages.cred@itial_presentation),

106
CredentialProblemReportRequestSchema

(class in aries_cloudagent.messaging.credentials.routes),

77

CredentialRequest (class in

decrypt_message ()

(aries_cloudagent.wallet.base. BaseWallet

method), 172

decrypt_message ()
(aries_cloudagent.wallet.basic.BasicWallet

aries_cloudagent.messaging.credentials.messages.credentiatnetigodyt),76

70

CredentialRequest.Meta (class in

decrypt_message ()
(aries_cloudagent.wallet.indy.IndyWallet

aries_cloudagent.messaging.credentials.messages.credentialnetgoeyt),34

71

CredentialRequestHandler (class in

decrypt_plaintext () (in module

aries_cloudagent.wallet.crypto), 181

aries_cloudagent.messaging.credentials.handlers.cretential_(equestlhuddien)t. messaging.actionmenu.models.menu_form_pc

68

CredentialRequestResultSchema (class in
aries_cloudagent.messaging.credentials.routes),
77

CredentialRequestSchema (class in

attribute), 26

default_endpoint (aries_cloudagent.messaging.request_context.Requ
attribute), 146

DEFAULT_FRESHNESS
(aries_cloudagent.wallet.indy.IndyWallet

aries_cloudagent.messaging.credentials.messages.credentialitveiduesy),| 83

71

CredentialRequestSchema.Meta (class in

DEFAULT_KEY (aries_cloudagent.wallet.indy.IndyWallet
attribute), 183

aries_cloudagent.messaging.credentials.messagesaeddeniitl teminest) aries_cloudagent.messaging.request_context.RequestC

71

credentials_get () (in module
aries_cloudagent.messaging.credentials.routes),
80

credentials_list () (in module
aries_cloudagent.messaging.credentials.routes),
80

credentials_remove () (in module
aries_cloudagent.messaging.credentials.routes),

80

CredentialSchema (class in
aries_cloudagent.messaging.credentials.routes),
77

CredentialSendRequestSchema (class in
aries_cloudagent.messaging.credentials.routes),
77

CredentialSendResultSchema (class in
aries_cloudagent.messaging.credentials.routes),
78

D

datetime_now () (in
aries_cloudagent.messaging.util), 150

module

attribute), 146

DEFAULT_NAME (aries_cloudagent.wallet.indy.IndyWallet
attribute), 183

default_protocol_registry ()
aries_cloudagent.defaults), 191

DEFAULT_STORAGE_TYPE
(aries_cloudagent.wallet.indy.IndyWallet
attribute), 183

delay_milli (aries_cloudagent.messaging.decorators.timing_decorator
attribute), 89

delay_task () (in
aries_cloudagent.task_processor), 194

delete_credential ()
(aries_cloudagent.holder.indy.IndyHolder
method), 14

delete_record () (aries_cloudagent.storage.base.BaseStorage
method), 151

delete_record () (aries_cloudagent.storage.basic.BasicStorage
method), 153

delete_record () (aries_cloudagent.storage.indy.IndyStorage
method), 156

delete_record_tags ()
(aries_cloudagent.storage.base.BaseStorage

(in  module

module
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method), 151 did (aries_cloudagent.messaging.connections.models.diddoc.Service
delete_record_tags () attribute), 46
(aries_cloudagent.storage.basic.BasicStorage  did (aries_cloudagent.messaging.connections.models.diddoc.service.Servi
method), 153 attribute), 50
delete_record_tags() did (aries_cloudagent.messaging.introduction.messages.tests.test_forward
(aries_cloudagent.storage.indy.IndyStorage attribute), 95
method), 156 did (aries_cloudagent.messaging.introduction.messages.tests.test_invitatio
delete_route_record() attribute), 96
(aries_cloudagent.messaging.routing.manager. Rowting Mamiggercloudagent.wallet.base. DIDInfo  attribute),
method), 131 174
DemoIntroductionService (class in did_doc (aries_cloudagent.messaging.connections.models.connection_de
aries_cloudagent.messaging.introduction.demo_service), attribute), 52
101 did_doc (aries_cloudagent.messaging.connections.models.connection_de
dequeue () (aries_cloudagent.transport.outbound.queue.base. Base QutthbutajMéssage Queue
method), 164 did_to_nym() (aries_cloudagent.ledger.base.BaseLedger
dequeue () (aries_cloudagent.transport.outbound.queue.basic. Basietthoayndtlessage Queue
method), 164 DIDDoc (class in aries_cloudagent.messaging.connections.models.diddoc).
description (aries_cloudagent.messaging.actionmenu.messages.ménu.MenuSchema
attribute), 22 DIDDoc (class in aries_cloudagent.messaging.connections.models.diddoc.c
description (aries_cloudagent.messaging.actionmenu.models.merfy_form.MenuFormSchema
attribute), 25 diddoc_connection_target ()
description (aries_cloudagent.messaging.actionmenu.models.mexarigsrmlquiagedd emaskagimBacamdiions. manager. ConnectionM
attribute), 26 method), 62
description (aries_cloudagent.messaging.actionmenu.mddelsandimapptéon. MenuOptionShkams: in
attribute), 28 aries_cloudagent.messaging.connections.models.connection_deta
description (aries_cloudagent.messaging.actionmenu.routes.MerdidsonSchema
attribute), 30 DIDInfo (class in aries_cloudagent.wallet.base), 174
deserialize () (aries_cloudagent.messaging.connectionsimedets.diddaeoDH3Varies_cloudagent.messaging.message_delivery.Mes.
class method), 43 attribute), 143
deserialize () (aries_cloudagent.messaging.connectionsimedets.diddqoodiddocriBNBed e d
class method), 47 (aries_cloudagent. messaging.message_delivery.MessageDelivery
deserialize () (aries_cloudagent.messaging.models.base. BaseMadigibute), 143
class method), 103 DIRECTION_RECEIVED
determine_roles () (aries_cloudagent.messaging.connections.models.connection_rec
(aries_cloudagent.messaging.actionmenu.controller. Controllgtribute), 54
method), 29 DIRECTION_SENT (aries_cloudagent.messaging.connections.models.con
did (aries_cloudagent.messaging.connections.messages.connection_ittitbtica),ConnectionlnvitationSchema
attribute), 39 disabled (aries_cloudagent.messaging.actionmenu.models.menu_option
did (aries_cloudagent.messaging.connections.messages.tests.test_comttrchiote)jiddtation. TestConnectionlnvitation
attribute), 36 disclose (aries_cloudagent.messaging.discovery.messages.tests.test_dis
did (aries_cloudagent.messaging.connections.models.connection_dettil:bategy EionDetail
attribute), 52 Disclose (classin aries_cloudagent.messaging.discovery.messages.discle
did (aries_cloudagent.messaging.connections.models.connection_defil. ConnectionDetailSchema
attribute), 52 Disclose.Meta (class in
did (aries_cloudagent.messaging.connections.models.connection_targeie€ arinadiguilangesSapmgadiscovery.messages.disclose),
attribute), 58 92
did (aries_cloudagent.messaging.connections.models.diddériBH)BecHandler (class in
attribute), 43 aries_cloudagent.messaging.discovery.handlers.disclose_handler
did (aries_cloudagent.messaging.connections.models.diddoc.diddoc.PIDDoc
attribute), 47 DiscloseSchema (class in
did (aries_cloudagent.messaging.connections.models.diddoc.PublicKayes_cloudagent.messaging.discovery.messages.disclose),
attribute), 45 92
did (aries_cloudagent.messaging.connections.models.diddarimblickey Fuih&akeyMet a (class in
attribute), 48 aries_cloudagent.messaging.discovery.messages.disclose),
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92 encrypt_plaintext () (in module
dispatch () (aries_cloudagent.dispatcher.Dispatcher aries_cloudagent.wallet.crypto), 181
method), 191 encrypted_key (aries_cloudagent.wallet.crypto.PackRecipientSchema
dispatch_complete () attribute), 179
(aries_cloudagent.messaging.socket.SocketInfo  end (aries_cloudagent.messaging.routing.models.paginated. PaginatedSche
method), 149 attribute), 126
dispatch_message () endpoint (aries_cloudagent.messaging.connections.messages.connectior
(aries_cloudagent.transport.outbound.manager. OutboundTranspmntdldithiger
method), 167 endpoint (aries_cloudagent.messaging.connections.models.connection_t
Dispatcher (class in aries_cloudagent.dispatcher), attribute), 59
191 endpoint (aries_cloudagent.messaging.connections.models.diddoc.Servi
DispatcherResponder (class in attribute), 46
aries_cloudagent.dispatcher), 192 endpoint (aries_cloudagent.messaging.connections.models.diddoc.servic
done () (aries_cloudagent.task_processor. PendingTask attribute), 50
method), 194 endpoint (aries_cloudagent.messaging.outbound_message.OutboundMe.
done () (aries_cloudagent.task_processor.TaskProcessor attribute), 145
method), 194 endpoint_did (aries_cloudagent.messaging.connections.messages.tests
DriverMenuService (class in attribute), 36
aries_cloudagent.messaging.actionmenu.driver_samitppyint_did (aries_cloudagent.messaging.introduction.messages.tests
29 attribute), 95
dump_decorators () endpoint_did (aries_cloudagent.messaging.introduction.messages.tests
(aries_cloudagent.messaging.agent_message.AgentMessageStthibmie), 96
method), 141 endpoint_url (aries_cloudagent.messaging.connections.messages.tests
attribute), 36
E endpoint_url (aries_cloudagent.messaging.introduction.messages.tests
ED25519_SIG_2018 (aries_cloudagent.messaging.connections.mo@€litdeEpublickey. PublicKeyType
attribute), 49 endpoint_url (aries_cloudagent.messaging.introduction.messages.tests
ED25519_SIG_2018 (aries_cloudagent.messaging.connections.mod€lihideEPublicKeyType
attribute), 45 enqueue () (aries_cloudagent.transport.outbound.queue.base.BaseOutbo
EDDSA_SA_SIG_SECP256K1 method), 164
(aries_cloudagent.messaging.connections.models.@itdo€ paAickeyipubliekéggpt transport.outbound.queue.basic. Basic Outb
attribute), 49 method), 165
EDDSA_SA_SIG_SECP256K1 error_code (aries_cloudagent.error.BaseError
(aries_cloudagent.messaging.connections.models.diddoc. PublidReseyp?2
attribute), 45 error_code (aries_cloudagent.messaging.error.MessageParseError
enabled (aries_cloudagent.stats.Collector attribute), attribute), 142
193 error_code (aries_cloudagent.messaging.error.MessagePrepareError
enc (aries_cloudagent.wallet.crypto. PackRecipientsSchema attribute), 142
attribute), 179 error_msqg (aries_cloudagent.messaging.connections.models.connection,
encode () (in module aries_cloudagent.issuer.util), 15 attribute), 57
encode_message () (aries_cloudagent.messaging.serialzeEMEssageSerifdsz&iloudagent. messaging.credentials.models.credential_e
method), 148 attribute), 74
encode_pack_message () (in module error_msg (aries_cloudagent.messaging.presentations.models.presentati
aries_cloudagent.wallet.crypto), 181 attribute), 109
encrypt_message () errormsg (aries_cloudagent.messaging.actionmenu.messages.menu.Meni
(aries_cloudagent.wallet.base.BaseWallet attribute), 222
method), 172 errormsg (aries_cloudagent.messaging.actionmenu.routes.MenuJsonSch:
encrypt_message () attribute), 30
(aries_cloudagent.wallet.basic.Basic Wallet escalation_uri (aries_cloudagent.messaging.problem_report.message
method), 176 attribute), 116
encrypt_message () establish_inbound()
(aries_cloudagent.wallet.indy.IndyWallet (aries_cloudagent.messaging.connections.manager. ConnectionM
method), 185 method), 62

exception () (aries_cloudagent.task_processor.PendingTask
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method), 194 fields (aries_cloudagent.messaging.decorators.base.BaseDecoratorSet
expires_time (aries_cloudagent.messaging.decorators.timing_decondatondipingDecoratorSchema
attribute), 89 file_ext () (in module aries_cloudagent.postgres),
explain (aries_cloudagent.messaging.connections.messages.problenDZeport. ProblemReportSchema
attribute), 42 filter (aries_cloudagent.messaging.routing.messages.route_query_reque
explain_110n (aries_cloudagent.messaging.problem_report.messagtribrableriReportSchema
attribute), 116 find_connection ()
explain_ltxt (aries_cloudagent.messaging.credentials.routes. Crdden¢salBooblegeRepoasRegngstSelmaations.manager. ConnectionM
attribute), 77 method), 62
explain_ltxt (aries_cloudagent.messaging.problem_refdniessuge. PeabléweReportSchema
attribute), 116 (aries_cloudagent.messaging.connections.manager. ConnectionM
extend () (aries_cloudagent.config.base.BaseSettings method), 63
method), 8 find_message_connection ()
extend () (aries_cloudagent.config.settings.Settings (aries_cloudagent.messaging.connections.manager. ConnectionM
method), 12 method), 63
extract () (aries_cloudagent.stats.Collector method), fix_hint_1ltxt (aries_cloudagent.messaging.problem_report.message.,
193 attribute), 116
extract () (aries_cloudagent.stats.Stats method), 193  £lush () (aries_cloudagent.cache.base.BaseCache
extract_decorators () method), 5
(aries_cloudagent.messaging.agent_message.AgerfiMestug¢Schemuies_cloudagent.cache.basic.BasicCache
method), 141 method), 6
extract_decorators () form (aries_cloudagent.messaging.actionmenu.models.menu_option.Menu
(aries_cloudagent.messaging.decorators.base. BaseDecoratam$ebute), 28
method), 82 Forward (class in aries_cloudagent.messaging.routing.messages.forward)
extract_message_type () 121
(aries_cloudagent.messaging.serializer. MessageSé&ridigerrd.. Met a (class in
method), 148 aries_cloudagent.messaging.routing.messages.forward),
121
F ForwardHandler (class in
fetch () (aries_cloudagent.storage.base.BaseStorageRecordSearch aries_cloudagent.messaging.routing.handlers.forward_handler),
method), 152 117
fetch () (aries_cloudagent.storage.basic.BasicStorageRedspdStarshlnvitation (class in
method), 155 aries_cloudagent.messaging.introduction.messages.forward_invit
fetch () (aries_cloudagent.storage.indy.IndyStorageRecordSearch 97
method), 157 ForwardInvitation.Meta (class in
fetch_activity () (aries_cloudagent.messaging.connections.modbi§Scshmedaenm beos il CBg e iRk grdnessages. forward_invit
method), 55 98
fetch_all () (aries_cloudagent.storage.base.BaseStorageRExadsthipchi tationHandler (class in
method), 152 aries_cloudagent.messaging.introduction.handlers.forward_invitc
fetch_credential_definition|() 94
(aries_cloudagent.ledger.indy.IndyLedger ForwardInvitationSchema (class in
method), 17 aries_cloudagent.messaging.introduction.messages.forward_invit
fetch_did_document () 98
(aries_cloudagent.messaging.connections.managdi- ConpddibnMuh@deronSchema . Meta  (class  in
method), 62 aries_cloudagent.messaging.introduction.messages.forward_invit
fetch_schema () (aries_cloudagent.ledger.indy.IndyLedger 98
method), 17 ForwardSchema (class in
fetch_single () (aries_cloudagent.storage.base.BaseS tomgeRecéli‘Mﬂdagem messaging.routing.messages.forward),
method), 153 121
fetch_txn_author_agreement () ForwardSchema.Meta (class in
(aries_cloudagent.ledger.indy.IndyLedger aries_cloudagent.messaging.routing.messages.forward),
method), 17 121
field () (aries_cloudagent.messaging.decorators.base. BaéDeoidoFS) (aries_cloudagent.messaging.connections.models.diddoc.1
method), 82 class method), 43
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from_json () (aries_cloudagent.messaging.connections.models.diddoiediddondappiddedger.indy.IndyLedger

class method), 47 method), 18
from_json () (aries_cloudagent.messaging.models.base. BeseModeHentials ()
class method), 103 (aries_cloudagent.holder.indy.IndyHolder
from_url () (aries_cloudagent.messaging.connections.messages.comedeoidy,_lifrvitation. Connectionlnvitation
class method), 38 get_credentials_for_presentation_request_by_refere:
(aries_cloudagent.holder.indy.IndyHolder
G method), 14
get (aries_cloudagent.messaging.connections.models.diddSlSpulticR Prblic K& Tysei d ()
attribute), 49 (aries_cloudagent.ledger.base.BaseLedger
get (aries_cloudagent.messaging.connections.models.diddoc. Public Ke¢1pd), 16
attribute), 45 get_endpoint_for_did()
get () (aries_cloudagent.cache.base.BaseCache (aries_cloudagent.ledger.indy.IndyLedger
method), 5 method), 18
get () (aries_cloudagent.cache.basic.BasicCache 9et_indy_storage ()
method), 6 (aries_cloudagent.ledger.indy.IndyLedger
get_active_menu () method), 18
(aries_cloudagent.messaging.actionmenu. base_segﬁ&zﬂék%M)eﬁﬁH?W“dag ent.config.base.BaseSettings
method), 28 method), 8
get_active_menu () get_key_for_did()
(aries_cloudagent.messaging.actionmenu.driver_service.Drf%"mgﬁm@%éﬁ ledger.base.BaseLedger
method), 29 method), 16
get_admin_server () get_key_for_did()
(aries_cloudagent.admin.tests.test_admin_server. TestAdminQé’WéxA"Wdag ent.ledger.indy.IndyLedger
method), 1 method), 18
get_admin_server () get_latest_txn_author_acceptance ()
(aries_cloudagent.admin.tests.test_admin_server. TestAdminSeicsrWeptisgent.ledger.indy.IndyLedger
method), 2 method), 18
get_application () get_local_did () (aries_cloudagent.wallet.base.BaseWallet
(aries_cloudagent.admin.tests.test_admin_server. TestAdminMWpﬁ 72
method), 1 get_local_did () (aries_cloudagent.wallet.basic.BasicWallet
get_application () method), 176
(aries_cloudagent.admin.tests.test_admin_server. RRIAdHRRSE G WBAJsIties_cloudagent.wallet.indy.IndyWallet
method), 2 method), 185
get_application () get_local_did_for_verkey ()
(aries_cloudagent.transport.inbound.tests. test_http_transpoﬂ@.’iés‘tﬂ ft}im%%walle t.base.BaseWallet
method), 160 method), 172
get_application () get_local_did_for_verkey ()
(aries_cloudagent.transport.inbound.tests.test_ws_transporkde4sws W@ﬂéﬂt‘- wallet.basic.BasicWallet
method), 160 method), 176
get_application () get_local_did_for_verkey ()
(aries_cloudagent.transport.outbound.tests. test_http_transpgﬂﬁiﬁsﬂ%mﬂfab’ﬁlle t.indy.IndyWallet
method), 165 method), 185
get_application () get_local_dids () (aries_cloudagent.wallet.base.BaseWallet
(aries_cloudagent.transport.outbound.tests.test_ws._transpoftetbaiWs Tidnsport
method), 165 get_local_dids () (aries_cloudagent.wallet.basic.BasicWallet
get_bool () (aries_cloudagent.config.base.BaseSettings method), 177
method), 8 get_local_dids () (aries_cloudagent.wallet.indy.IndyWallet
get_connection_target () method), 185
(aries_cloudagent.messaging.connections.manag e ConkéeiivnMagadepr_did ()
method), 63 (aries_cloudagent.wallet.base. BaseWallet
get_credential () (aries_cloudagent.holder.indy.IndyHolder ~ method), 172
method), 14 get_pairwise_for_did()
get_credential_definition () (aries_cloudagent.wallet.basic.Basic Wallet
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method), 177 method), 186
get_pairwise_for_did() get_str () (aries_cloudagent.config.base. BaseSettings
(aries_cloudagent.wallet.indy.IndyWallet method), 9

method), 185

get_pairwise_for_verkey ()
(aries_cloudagent.wallet.base. BaseWallet
method), 172

get_transport () (aries_cloudagent.transport.inbound.tests.test_http_
method), 160

get_txn_author_agreement ()
(aries_cloudagent.ledger.indy.IndyLedger

get_pairwise_for_verkey () method), 18
(aries_cloudagent.wallet.basic. BasicWallet get_value () (aries_cloudagent.config.base.BaseSettings
method), 177 method), 9

get_pairwise_for_verkey () get_value () (aries_cloudagent.config.settings.Settings
(aries_cloudagent.wallet.indy.IndyWallet method), 12

method), 186

get_pairwise_list ()

(aries_cloudagent.wallet.base.BaseWallet
method), 173

get_pairwise_list ()

(aries_cloudagent.wallet.basic.BasicWallet

good_inbound_transports
(aries_cloudagent.tests.test_conductor.Config
attribute), 158

good_outbound_transports
(aries_cloudagent.tests.test_conductor.Config
attribute), 158

method), 177

get_pairwise_list () H
(aries_cloudagent.wallet.indy.IndyWallet handle (aries_cloudagent.storage.base.BaseStorageRecordSearch
method), 186 attribute), 153

get_provider () (aries_cloudagent.config.injector.Injectodndl e (aries_cloudagent.storage.indy.IndyStorageRecordSearch
method), 11 attribute), 158

get_public_did() (aries_cloudagent.wallet.base.BaseWaten e (aries_cloudagent.wallet.base.BaseWallet at-
method), 173 tribute), 173

get_recipient () (aries_cloudagent.messaging.routingrnpgigger. RoutingMenagtiudagent.wallet.indy.IndyWallet
method), 131 attribute), 186

get_record () (aries_cloudagent.storage.base.BaseStoraggndle () (aries_cloudagent.messaging.actionmenu.handlers.menu_hana
method), 152 method), 19

get_record() (aries_cloudagent.storage.basic.BasicStorag&dle () (aries_cloudagent.messaging.actionmenu.handlers.menu_requ
method), 154 method), 20

get_record () (aries_cloudagent.storage.indy.IndyStoragesndle () (aries_cloudagent.messaging.actionmenu.handlers.perform_ha
method), 156 method), 20

get_registered_transport_for_scheme () handle () (aries_cloudagent.messaging.base_handler.BaseHandler
(aries_cloudagent.transport.outbound.manager. OutboundTrgpshomMoapger

method), 167 handle () (aries_cloudagent.messaging.basicmessage.handlers.basicmes:
get_routes () (aries_cloudagent.messaging.routing. manager.Routingsiager

method), 131 handle () (aries_cloudagent.messaging.connections.handlers.connection
get_running_transport_for_scheme () method), 35
(aries_cloudagent.transport.outbound.manager. Owtheiendd iansgaiedMeldugiiz ent. messaging.connections. handlers.connection.
method), 167 method), 35
get_schema () (aries_cloudagent.ledger.indy.IndyLedgemandle () (aries_cloudagent.messaging.connections.handlers.connection
method), 18 method), 35
get_signature () (aries_cloudagent.messaging.agent_iessageAgedMesseRsudagent.messaging.credentials.handlers.credential_i

method), 139 method), 67
get_signing_key () handle () (aries_cloudagent.messaging.credentials.handlers.credential_c
(aries_cloudagent.wallet.base. BaseWallet method), 63
method), 173 handle () (aries_cloudagent.messaging.credentials.handlers.credential_r
get_signing_key () method), 68
(aries_cloudagent.wallet.basic. BasicWallet handle () (aries_cloudagent.messaging.discovery.handlers.disclose_hanc
method), 177 method), 90
get_signing_key () handle () (aries_cloudagent.messaging.discovery.handlers.query_handle
(aries_cloudagent.wallet.indy.IndyWallet method), 91
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handle () (aries_cloudagent.messaging.introduction.handlers.forwartiribmieytién_handler. ForwardInvitationHandler

method), 94 handler_class (aries_cloudagent.messaging.credentials.messages.crea
handle () (aries_cloudagent.messaging.introduction.handlers.invitagiwribhee)dIe9: InvitationHandler

method), 95 handler_class (aries_cloudagent.messaging.credentials.messages.crec
handle () (aries_cloudagent.messaging.introduction.handlers.invitatiwribragyest) handler.InvitationRequestHandler

method), 95 handler_class (aries_cloudagent.messaging.credentials.messages.crea
handle () (aries_cloudagent.messaging.presentations.handlers.credatttiiblugene sentation_handler. Credential PresentationHandler

method), 104 handler_class (aries_cloudagent.messaging.discovery.messages.disclc
handle () (aries_cloudagent.messaging.presentations.handlers.presatttcitinte) r€Quest_handler. PresentationRequestHandler

method), 105 handler_class (aries_cloudagent.messaging.discovery.messages.query
handle () (aries_cloudagent.messaging.problem_report.handler. ProbteibRepo ElHandler

method), 114 handler_class (aries_cloudagent.messaging.introduction.messages.for
handle () (aries_cloudagent.messaging.routing. handlers.forward_hattdibunte)rWérdHandler

method), 117 handler_class (aries_cloudagent.messaging.introduction.messages.inv
handle () (aries_cloudagent.messaging.routing.handlers.route_queingttridmteyt Pandler. RouteQueryRequestHandler

method), 117 handler_class (aries_cloudagent.messaging.introduction.messages.inv
handle () (aries_cloudagent.messaging.routing. handlers.route_quengttridspiensé Obandler. RouteQueryResponseHandler

method), 118 handler_class (aries_cloudagent.messaging.presentations.messages.cr
handle () (aries_cloudagent.messaging.routing. handlers.route_updateritagugsi Handler. RouteUpdateRequestHandler

method), 118 handler_class (aries_cloudagent.messaging.presentations.messages.p:
handle () (aries_cloudagent.messaging.routing. handlers.route_updateritespeont@chandler. Route UpdateResponseHandler

method), 118 handler_class (aries_cloudagent.messaging.problem_report.message..
handle () (aries_cloudagent.messaging.trustping.handlers.ping_handieibRinyHdtdler

method), 135 handler_class (aries_cloudagent.messaging.routing.messages.forward
handle () (aries_cloudagent.messaging.trustping.handlers.ping_resptimileuteqntlldr. PingResponseHandler

method), 136 handler_class (aries_cloudagent.messaging.routing.messages.route_q
handle_message () (aries_cloudagent.transport.outbound.base. Basa@hutleyuhdIransport

method), 166 handler_class (aries_cloudagent.messaging.routing.messages.route_q
handle_message () (aries_cloudagent.transport.outbound.http. HuptFibnspo 23

method), 166 handler_class (aries_cloudagent.messaging.routing.messages.route_u,
handle_message () (aries_cloudagent.transport.outbound.ws. Ws'Titewibpoey, 124

method), 168 handler_class (aries_cloudagent.messaging.routing.messages.route_u,
handled_decorator attribute), 124

(aries_cloudagent.messaging.decorators.tests.testhdandivear_sét SemplebtodelSallergent. messaging.tests.test_agent_message.

attribute), 81 attribute), 134
Handler (aries_cloudagent.messaging.agent_message. AgéntMessege class (aries_cloudagent.messaging.trustping.messages.ping.I

attribute), 139 attribute), 137
handler_class (aries_cloudagent.messaging.actionmennameidceges.aierns Mamieh efoudagent. messaging.trustping.messages.ping_

attribute), 22 attribute), 138
handler_class (aries_cloudagent.messaging.actionmeniiameiicgeE wenwp request MenuRequest. Meta

attribute), 23 has_field() (aries_cloudagent.messaging.decorators.base.BaseDecora
handler_class (aries_cloudagent.messaging.actionmenu.messagangtéufdyp8Perform.Meta

attribute), 23 header (aries_cloudagent.wallet.crypto.PackRecipientSchema
handler_class (aries_cloudagent.messaging.agent_message.Agentvtélynage. Méra

attribute), 139 host (aries_cloudagent.transport.inbound.base.InboundTransportConfigu
handler_class (aries_cloudagent.messaging.basicmessage.messagusibaséymidssage. BasicMessage.Meta

attribute), 33 HttpTransport (class in
handler_class (aries_cloudagent.messaging.connections.messagesiesnubetidmgdntitatiopdiomieetiod topiytion. Meta

attribute), 38 161
handler_class (aries_cloudagent.messaging.connectionsungsTagesspuwnection_request. CéalasstionRequest. Meita

attribute), 40 aries_cloudagent.transport.outbound.http),
handler_class (aries_cloudagent.messaging.connections.messagdH6onnection_response.ConnectionResponse.Meta

attribute), 41
handler_class (aries_cloudagent.messaging.connections.messages.problem_report. ProblemReport. Meta
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183

id (aries_cloudagent.messaging.connections.models.diddoc-PiilieRer (aries_cloudagent.messaging.connections.models.connection

attribute), 45

attribute), 57

id (aries_cloudagent.messaging.connections.models.diddocpliblitRey Prbtiifiscloudagent. messaging.credentials.models.credential_e

attribute), 49

attribute), 74

id (aries_cloudagent.messaging.connections.models.diddoc-Serbité t o (aries_cloudagent.messaging.presentations.models.presentati

attribute), 46

attribute), 109

id (aries_cloudagent.messaging.connections.models.diddoct 8 i &35 BicB X TERNAL

attribute), 50

(aries_cloudagent.messaging.connections.models.connection_rec

image_url (aries_cloudagent.messaging.connections.messages. conﬁgfif’&{f)ngﬁation. ConnectionlnvitationSchema

attribute), 39

INITIATOR_EXTERNAL

image_url (aries_cloudagent.messaging.connections.messages.consViaoH ARSI G RELEASISIHs Hrp dels.credential _exch

attribute), 40

attribute), 73

image_url (aries_cloudagent.messaging.connections. mes%&%%g}@s}@[}éﬂgmw%_invi tation.TestConnectionlnvitation

attribute), 36

(aries_cloudagent.messaging.presentations.models.presentation_

impact (aries_cloudagent.messaging.problem_report.message. Probl@ﬁfﬂl”ﬁtﬁ)tﬁc@z%ma

attribute), 116

INITIATOR_SELF (aries_cloudagent.messaging.connections.models.con

in_time (aries_cloudagent.messaging.decorators. timing_decoratonﬁ%’#l’g@)ec%}’atorSchema

attribute), 89

INITIATOR_SELF (aries_cloudagent.messaging.credentials.models.cred

in_time (aries_cloudagent.messaging.message_delivery.M essageDéﬁ'VéWte)’ 73

attribute), 143
inbound_connection_id

INITIATOR_SELF (aries_cloudagent.messaging.presentations.models.pr
attribute), 109

(aries_cloudagent.messaging.connections.models.+OnRetion_rdBHSComEassiRecHs brstliaselnjector

attribute), 57
inbound_message_handler ()

(aries_cloudagent.transport.inbound. http. HttpTransport

method), 161
inbound_message_handler ()

(aries_cloudagent.transport.inbound.ws.WsTranspgrd ©ct ionContext

method), 163
inbound_message_router ()
(aries_cloudagent.conductor. Conductor
method), 190
InboundTransportConfiguration (class in
aries_cloudagent.transport.inbound.base), 161
InboundTransportManager (class in
aries_cloudagent.transport.inbound.manager),
162
InboundTransportRegistrationError, 161
InboundTransportSetupError, 161
IndyErrorHandler (class in
aries_cloudagent.ledger.indy), 17
IndyHolder (class in aries_cloudagent.holder.indy),
13
IndyIssuer (class in aries_cloudagent.issuer.indy), 15
IndyLedger (class in aries_cloudagent.ledger.indy),
17
IndyStorage (class in aries_cloudagent.storage.indy),
156
IndyStorageRecordSearch (class in
aries_cloudagent.storage.indy), 157
IndyVerifier (class in
aries_cloudagent.verifier.indy), 169
IndyWallet (class in aries_cloudagent.wallet.indy),

method), 8
inject () (aries_cloudagent.config.injection_context.InjectionContext
method), 10
inject () (aries_cloudagent.config.injector.Injector
method), 11
(class in
aries_cloudagent.config.injection_context),

9

InjectionContextError, 10

injector (aries_cloudagent.config.injection_context.InjectionContext
attribute), 10

injector (aries_cloudagent.config.injection_context.Scope
attribute), 10

Injector (class in aries_cloudagent.config.injector),
11

injector_for_scope ()
(aries_cloudagent.config.injection_context.InjectionContext
method), 10

InjectorError, 9

input_type (aries_cloudagent.messaging.actionmenu.models.menu_forr
attribute), 27

InstanceProvider (class in
aries_cloudagent.config.provider), 12

introduction_start () (in module
aries_cloudagent.messaging.introduction.routes),
102

IntroductionError, 101

invitation (aries_cloudagent.messaging.connections.routes.InvitationR
attribute), 64

invitation (aries_cloudagent.messaging.introduction.messages.forware
attribute), 98
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invitation (aries_cloudagent.messaging.introduction.messages.inaitabomelplit@tionSchema

attribute), 99 iv (aries_cloudagent.wallet.crypto.PackRecipientHeaderSchema
Invitation (class in attribute), 179
aries_cloudagent.messaging.introduction.messages.invitation),
98
Invitation.Meta (class in join () (aries_cloudagent.transport.outbound.queue.base. BaseOQutbound!

aries_cloudagent.messaging.introduction.messages.invitatioghsthod), 164

929 join () (aries_cloudagent.transport.outbound.queue.basic. BasicOutbounc
invitation_key (aries_cloudagent.messaging.connections.modelgeampgyticss record. ConnectionRecordSchema

attribute), 57
INVITATION_NOT_ACCEPTED K

(aries_cloudagent.messaging.connections.messag @e@f?gﬁyf ﬂeﬂﬁaﬁ’éﬁ? %@k@ﬁgﬁfé&e&%&nons messages.tests.test_connecti

attribute), 42 attribute), 3

invitation_url (aries_cloudagent.messaging. connectins.f @ﬁfés[’?igﬁﬂﬁgﬁﬁwlgf&gmg introduction.messages.tests.test_forward
attribute), 64 attribute), 95

InvitationHandler (class in key (aries_ cloudagent messaging.introduction.messages.tests.test_invitatio
aries_cloudagent.messaging.introduction.handlers. mvztatlozbffwyg[g}’ 96
. 9_5 KeyInfo (class in aries_cloudagent.wallet.base), 174
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InvitationRequestSchema (class

aries_cloudagent.messaging.introduction.messages.invitatjon, re
100 g gHg- 8 f ’ila f (art??s %’foun)&gent messaging.connections.models.connection_targe

) . attribute), 59
InvitationRequestSchema.Meta (class in
label (aries_cloudagent.messaging.introduction.messages.tests.test_forw.
aries_cloudagent.messaging.introduction.messages. mvztanogn;egmg%

100 . . L
, , label (arzes_cloudagent.messagzng.lntroductlon.messages. tests.test_invitc
InvitationResultSchema (class ;
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r : . T . . .
? 4zes_c OUGAgEnt. Messagimng. connectons.routes), LEDGER_CLASSES (aries_cloudagent.ledger.provider.LedgerProvider
O .
InvitationSch (class attribute), 19
nvitationSchema .
LEDGER_TYPE (aries_cloudagent.ledger.base.BaseLedger
aries_cloudagent.messaging.introduction.messages. mvztanon
99 atfribute), 16
) ) . LEDGER_TYPE (aries_cloudagent.ledger.indy.IndyLedger
InvitationSchema.Meta (class n attribute), 17
ggzes_c oudagent.messaging.introduction messages.in (zgtg rtgn hfigError, 16

LedgerError 16
invite_message_handler () ?erProxuder (class in

(aries_cloudagent.transport.inbound. http. HttpTranspo aries_cloudagent.ledgerprovider), 19
method), 162
%erTransac nError 7
S.CO jll
g

is_ready (aries_cloudagent.messagin .connections.mode? ection_reco nnectlon ord
- %‘t( b t; 55 g ging Ky aries_clo ent messagmg mutmg models.paginate.PaginateSch
attribute

attribut
issue (aries_cloudagent.messaging.credentials.messages. qeden igl_1ssue, ﬁre ennallssueSchema
attribute), 69 aries_cloudagent.messaging.routing.models.paginated. PaginatedS

dential () attribute), 126
e s eloue edDataKeySpec (class in

aries_cloudagent.messaging.credentials.mana erClre entialManager . . .
( § gis: § zes_c‘?oudagent.messagmg.connectwns.models.dzddoc),
method), 75 44

IssuerError, 15
iv (aries_cloudagent.wallet.crypto.PackMessageSchema
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LinkedDataKeySpec (class in method), 162
aries_cloudagent.messaging.connections.models.diddve. pablidkeypt ion ()
48 (aries_cloudagent.transport.inbound.ws.WsTransport
load () (aries_cloudagent.classloader.ClassLoader method), 163
method), 189 make_did_doc () (aries_cloudagent.messaging.connections.messages.te
load_class () (aries_cloudagent.classloader.ClassLoader method), 36
class method), 189 make_did_doc () (aries_cloudagent.messaging.connections.messages.te
load_decorator () (aries_cloudagent.messaging.decorators.baseulraheDycdratorSet
method), 82 make_message () (aries_cloudagent.dispatcher.Dispatcher
load_module () (aries_cloudagent.classloader.ClassLoader method), 191
class method), 189 make_model () (aries_cloudagent.messaging.models.base. BaseModelSc]
load_postgres_plugin () (in module method), 103
aries_cloudagent.postgres), 193 make_queue () (aries_cloudagent.transport.outbound.queue.basic.Basic
locale (aries_cloudagent.messaging.decorators.localization_decoratetladylitdtionDecoratorSchema
attribute), 84 manager () (in module
locale (aries_cloudagent.messaging.problem_report.message. Problendepdot&ldgenamessaging. routing.tests.test_routing_manager),
attribute), 116 130
localizable (aries_cloudagent.messaging.decorators.lowalizatipn adees reliondagarizttisnOeltectao rdeftandy, 193
attribute), 84 master_secret_id (aries_cloudagent.wallet.indy.IndyWallet
localization (aries_cloudagent.messaging.basicmessage.messagastbimitayes8ége. BasicMessageSchema
attribute), 33 menu (aries_cloudagent.messaging.actionmenu.routes.SendMenuSchema
LocalizationDecorator (class in attribute), 30
aries_cloudagent.messaging.decorators.localizativie wadetasony, aries_cloudagent.messaging.actionmenu.messages.menu),
83 22
LocalizationDecorator.Meta (class in Menu.Meta (class in
aries_cloudagent.messaging.decorators.localization_decoratoids_cloudagent.messaging.actionmenu.messages.meni),
83 22
LocalizationDecoratorSchema (class in MenuForm (class in aries_cloudagent.messaging.actionmenu.models.menu
aries_cloudagent.messaging.decorators.localization_decordiér),
83 MenuForm.Meta (class in
LocalizationDecoratorSchema.Meta (class in aries_cloudagent.messaging.actionmenu.models.menu_form),
aries_cloudagent.messaging.decorators.localization_decordiér),
84 MenuFormParam (class in
locate_pack_recipient_key () (in  module aries_cloudagent.messaging.actionmenu.models.menu_form_par
aries_cloudagent.wallet.crypto), 182 25
log () (aries_cloudagent.stats.Collector method), 193 MenuFormParam.Meta (class in
log () (aries_cloudagent.stats.Stats method), 193 aries_cloudagent.messaging.actionmenu.models.menu_form_par:
log_activity () (aries_cloudagent.messaging.connections.managdy. ConnectionManager
method), 63 MenuFormParamSchema (class in
log_activity () (aries_cloudagent.messaging.connections.modelaxiennektivlngadord SagneglictiRaocedu. models.menu_form_par:
method), 55 26
LOG_STATE_FLAG (aries_cloudagent.messaging.connectidiesrmbdersn@mnecttpah roardiEdrmection Relcosd in
attribute), 54 aries_cloudagent.messaging.actionmenu.models.menu_form_par
LOG_STATE_FLAG (aries_cloudagent.messaging.credentials.modelsXredential_exchange.Credential Exchange
attribute), 73 MenuFormSchema (class in
LOG_STATE_FLAG (aries_cloudagent.messaging.presentations.modelsipyesboutdtigantncbssagenraseicunienixahdafemenu_form),
attribute), 109 24
MenuFormSchema .Meta (class in
M aries_cloudagent.messaging.actionmenu.models.menu_form),
make_application () 25
(aries_cloudagent.admin.server.AdminServer MenuHandler (class in
method), 3 aries_cloudagent.messaging.actionmenu.handlers.menu_handler
make_application () 19
(aries_cloudagent.transport.inbound. http. Http TraMspeyI sonSchema (class in
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aries_cloudagent.messaging.actionmenu.routes), attribute), 139
30 message_type (aries_cloudagent.messaging.basicmessage.messages.ba.

MenuOption (class in attribute), 33
aries_cloudagent.messaging.actionmenu.models.meng sgutiony,ype (aries_cloudagent.messaging.connections.messages.conn
27 attribute), 38

MenuOption.Meta (class in message_type (aries_cloudagent.messaging.connections.messages.conr
aries_cloudagent.messaging.actionmenu.models.menu_optiendy;ibute), 40
27 message_type (aries_cloudagent.messaging.connections.messages.conn

MenuOptionSchema (class in attribute), 41
aries_cloudagent.messaging.actionmenu.models.meng septiony,ype (aries_cloudagent.messaging.connections.messages.prob
27 attribute), 42

MenuOptionSchema.Meta (class in message_type (aries_cloudagent.messaging.credentials.messages.crede
aries_cloudagent.messaging.actionmenu.models.menu_optiendibute), 69
28 message_type (aries_cloudagent.messaging.credentials.messages.crede

MenuRequest (class in attribute), 70
aries_cloudagent.messaging.actionmenu.messagesiumersa gequeytye (aries_cloudagent.messaging.credentials.messages.crede
23 attribute), 71

MenuRequest .Meta (class in message_type (aries_cloudagent.messaging.discovery.messages.disclos
aries_cloudagent.messaging.actionmenu.messages.menu_reqttespyte), 92
23 message_type (aries_cloudagent.messaging.discovery.messages.query.(

MenuRequestHandler (class in attribute), 93
aries_cloudagent.messaging.actionmenu.handlersmmeeninarpguesy dataittay), cloudagent.messaging.introduction.messages.forn
20 attribute), 98

MenuRequestSchema (class in message_type (aries_cloudagent.messaging.introduction.messages.invit
aries_cloudagent.messaging.actionmenu.messages.menu_reqttespyte), 99
23 message_type (aries_cloudagent.messaging.introduction.messages.invit

MenuRequest Schema.Meta (class in attribute), 100
aries_cloudagent.messaging.actionmenu.messagesimgise gequeytpe (aries_cloudagent.messaging.presentations.messages.cre
23 attribute), 106

MenuSchema (class in message_type (aries_cloudagent.messaging.presentations.messages.pre
aries_cloudagent.messaging.actionmenu.messages.menu), attribute), 106
22 message_type (aries_cloudagent.messaging.problem_report.message. P’

MenuSchema.Meta (class in attribute), 116
aries_cloudagent.messaging.actionmenu.messagesimgiege_type (aries_cloudagent.messaging.routing.messages.forward.
22 attribute), 121

message (aries_cloudagent.error.BaseError attribute), message_type (aries_cloudagent.messaging.routing.messages.route_qu
192 attribute), 122

message (aries_cloudagent.messaging.introduction.messagesgonaed tivptatimeboclvadtgeintutiensagiergaouting. messages.route_qu
attribute), 98 attribute), 123

message (aries_cloudagent.messaging.introduction.messagesgsvitggion ypeatGaionschlemdagent. messaging.routing.messages.route_up«
attribute), 99 attribute), 124

message (aries_cloudagent.messaging.introduction.messagessnvitggion yiegUestiény ttdiolal§egiaseSshging. routing. messages.route_upe
attribute), 100 attribute), 124

message (aries_cloudagent.messaging.request_context. Requeeszomeext ype (aries_cloudagent.messaging.tests.test_agent_message.B
attribute), 146 attribute), 133

message_delivery (aries_cloudagent.messaging.requestecmuaext Reguest@oinextloudagent. messaging.tests.test_agent_message.Si
attribute), 146 attribute), 134

message_type (aries_cloudagent.messaging.actionmenumees scggs. neypMeamieM eloudagent. messaging.trustping.messages.ping. Pi
attribute), 22 attribute), 137

message_type (aries_cloudagent.messaging.actionmenumees sagg s nteyp oréquiest. MlondRg que stddatging. trustping.messages.ping_re
attribute), 23 attribute), 138

message_type (aries_cloudagent.messaging.actionmenumees sesge perypas RerfesncMuatlogent. messaging.protocol_registry. Protoco
attribute), 23 attribute), 145

message_type (aries_cloudagent.messaging.agent_messhgesAgeneMessageMyta (class in

226 Index



Aries Cloud Agent Python Documentation

aries_cloudagent.messaging.message_delivery), attribute), 58
143 model_class (aries_cloudagent.messaging.credentials.messages.creden
MessageParseError, 142 attribute), 69
MessagePrepareError, 142 model_class (aries_cloudagent.messaging.credentials.messages.creden:
MessageSerializer (class in attribute), 70
aries_cloudagent.messaging.serializer), 148 model_class (aries_cloudagent.messaging.credentials.messages.creden
metadata (aries_cloudagent.wallet.base.DIDInfo at- attribute), 71
tribute), 174 model_class (aries_cloudagent.messaging.credentials.models.credentia
metadata (aries_cloudagent.wallet.base.Keylnfo at- attribute), 73
tribute), 174 model_class (aries_cloudagent.messaging.decorators.localization_decc
metadata (aries_cloudagent.wallet.base.Pairwiselnfo attribute), 84
attribute), 175 model_class (aries_cloudagent.messaging.decorators.signature_decora
missing_did (aries_cloudagent.wallet.tests.test_basic_wallet. Test BatyibWeelle 85
attribute), 169 model_class (aries_cloudagent.messaging.decorators.tests.test_decorat
missing_verkey (aries_cloudagent.wallet.tests.test_basic_wallet.dasiBuséy Weillet
attribute), 170 model_class (aries_cloudagent.messaging.decorators.thread_decorator
MockInstance (class in attribute), 87
aries_cloudagent.config.tests.test_injector), 7 model_class (aries_cloudagent.messaging.decorators.timing_decorator
MockProvider (class in attribute), 88
aries_cloudagent.config.tests.test_injector), 7 model_class (aries_cloudagent.messaging.decorators.transport_decora
MockResponder (class in attribute), 90
aries_cloudagent.messaging.responder), model_class (aries_cloudagent.messaging.discovery.messages.disclose.
147 attribute), 92
Model (aries_cloudagent.messaging.models.base.BaseModekSdkéma 1 a s s (aries_cloudagent.messaging.discovery.messages.query. Q1
attribute), 103 attribute), 93
model_class (aries_cloudagent.messaging.actionmenu.messkeges. pivag Mamibchebomadblgent. messaging.introduction.messages.forwa
attribute), 22 attribute), 98
model_class (aries_cloudagent.messaging.actionmenu.messkegks. nibag séquiest. YlondRgquemSshegingMetroduction.messages.invita
attribute), 23 attribute), 99
model_class (aries_cloudagent.messaging.actionmenu.messkeges.péifaai EeidoralSullagenMutssaging.introduction.messages.invita
attribute), 24 attribute), 100
model_class (aries_cloudagent.messaging.actionmenu.matééslmenua fosuMesudionddgbemnebbetging. models.base. BaseModelSche
attribute), 25 attribute), 103
model_class (aries_cloudagent.messaging.actionmenu.mostébs Iinenua fogupasaatdidagdionméxsaginsgpeosebtetions. messages.cred,
attribute), 26 attribute), 106
model_class (aries_cloudagent.messaging.actionmenu. mosgtslmenua ejstiomibfecliplignitheensalleg presentations.messages.prese
attribute), 28 attribute), 107
model_class (aries_cloudagent.messaging.agent_messageAigentMessageSohiemalMedagent. messaging.presentations.models.presen
attribute), 141 attribute), 109
model_class (aries_cloudagent.messaging.basicmessaganadssages basisresiasg eBasladéas sagsSahingqpidblem_report.message. Pro
attribute), 33 attribute), 116
model_class (aries_cloudagent.messaging.connections.messages.comeesfanecinalatidngClonmessogimyitatiin§chensagdeforward. Fo
attribute), 39 attribute), 121
model_class (aries_cloudagent.messaging.connections.messages.comeesonese glentlGgonteciéosdiggasttingmaebfetge s. route _quer
attribute), 40 attribute), 122
model_class (aries_cloudagent.messaging.connections.messages.comeesfanesespondeionneessagResrons g heesaaesaoute _quer
attribute), 41 attribute), 123
model_class (aries_cloudagent.messaging.connections.messages.pradeniareps) it IBnoblgenR opassibgingnobdetmessages. route_updc
attribute), 42 attribute), 124
model_class (aries_cloudagent.messaging.connections.mad¥dslconhectwiarletaitlCodngetiomPesagiSigimnaibbeatee ssages. route_updc
attribute), 52 attribute), 125
model_class (aries_cloudagent.messaging.connections. mad¥dsl conhectivfanesoddidageatiomdisagin§avetindesaels.paginate. Pag
attribute), 57 attribute), 125
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attribute), 126 name (aries_cloudagent.wallet.base.BaseWallet  at-
model_class (aries_cloudagent.messaging.routing.models.route_qtrébutesuli3Route QueryResultSchema.Meta

attribute), 127 name (aries_cloudagent.wallet.basic.BasicWallet  at-
model_class (aries_cloudagent.messaging.routing.models.route_reribmddjouteRecordSchema.Meta

attribute), 128 name  (aries_cloudagent.wallet.indy.IndyWallet  at-
model_class (aries_cloudagent.messaging.routing.models. route_ugrdbmeeRoligéUpdateSchema.Meta

attribute), 129 no_type_message (aries_cloudagent.messaging.tests.test_protocol_reg
model_class (aries_cloudagent.messaging.routing.models.route_uptlatedtRoulte¥pdatedSchema.Meta

attribute), 130 now () (aries_cloudagent.stats.Timer class method), 193
model_class (aries_cloudagent.messaging.tests.test_agentymessmgd.SigtrdAgestMessdigeschborgeviease. BaseLedger

attribute), 134 method), 16
model_class (aries_cloudagent.messaging.trustping. messggesipingiRiagSclrerius Mbsadagent.ledger.indy.IndyLedger

attribute), 138 method), 18

model_class (aries_cloudagent.messaging.trustping.messages.ping_response.PingResponseSchema.Meta
attribute), 138
models (aries_cloudagent.messaging.decorators.base. Basel¥eraraterSetient ial ()

attribute), 82 (aries_cloudagent.messaging.credentials.manager. CredentialMar

module (aries_cloudagent.transport.inbound.base. InboundTransport,g@ﬂﬁ%mtjon
attribute), 161 offer_json (aries_cloudagent.messaging.credentials.messages.credenti

ModulelLoadError, 190 attribute), 70

modules_handler () offset (aries_cloudagent.messaging.routing.models.paginate. PaginateSc
(aries_cloudagent.admin.server.AdminServer attribute), 125
method), 3 ok_did () (in module

msgq (aries_cloudagent.messaging.routing.messages.forward. Forwardgehesngloydagent. messaging.connections.models.diddoc. util),
attribute), 121 51

msg (aries_cloudagent.messaging.routing.messages.tests.tess forwarddest ko rydtds_clouda gent.admin.server.AdminServer
attribute), 118 method), 4

msg_catalog (aries_cloudagent.messaging.problem_repesi Bigspgeho o biesuBeperidsfidtests.test_injector MockInstance
attribute), 116 method), 7

my_did (aries_cloudagent.messaging.connections.models.copaection_recqighle9nédlesliiBRe PASERGVES. IndyLedger
attribute), 57 method), 18

my_did (aries_cloudagent.wallet.base.Pairwiselnfo at-  open () (aries_cloudagent.storage.base.BaseStorageRecordSearch
tribute), 175 method), 153

my_verkey (aries_cloudagent.wallet.base.Pairwiselnfo  open () (aries_cloudagent.storage.basic.BasicStorageRecordSearch
attribute), 175 method), 155

open () (aries_cloudagent.storage.indy.IndyStorageRecordSearch

N method), 158

name (aries_cloudagent.config.injection_context.Scope open () (aries_cloudagent.wallet.base.BaseWallet
attribute), 10 method), 173

name (aries_cloudagent.messaging.actionmenu.messages.penpemi Perforighdbenudoudagent.wallet.basic. BasicWallet
attribute), 24 method), 177

name (aries_cloudagent.messaging.actionmenu.models.mensipforrt) param. MieiestetoRlugenSoheliat.indy. IndyWallet
attribute), 27 method), 186

name (aries_cloudagent.messaging.actionmenu.models. menvip eptéan (dddus Qpviattiohestorage. base. BaseStorageRecordSearch
attribute), 28 attribute), 153

name (aries_cloudagent.messaging.actionmenu.routes. PerfopRequeutSilsenoudagent.storage.basic. BasicStorageRecordSearch
attribute), 30 attribute), 155

name (aries_cloudagent.messaging.presentations.routes. Preseprtutionfeqse st Reqlazgg it htomage. indy. IndyStorageRecordSearch
attribute), 112 attribute), 158

name (aries_cloudagent.messaging.presentations.routes. Presprtution Reqiest BhaubsgEehenull ReaesBdeWitilge  at-
attribute), 111 tribute), 173

name (aries_cloudagent.messaging.presentations.routes. Presprtution RegessiRegdagéichewbieR baisesBdFicd¥idiae at-
attribute), 112 tribute), 177
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opened (aries_cloudagent.wallet.indy.IndyWallet Paginate (class in aries_cloudagent.messaging.routing.models.paginate)
attribute), 186 125
options (aries_cloudagent.messaging.actionmenu.messages.giena. VMendStiwma (class in
attribute), 22 aries_cloudagent.messaging.routing. models.paginate),
options (aries_cloudagent.messaging.actionmenu.routes.MenuJsonSehema
attribute), 30 paginated (aries_cloudagent.messaging.routing.messages.route_query_|]
opts (aries_cloudagent.messaging.discovery.messages.disclose. ProtautitiDaseyiptbySchema
attribute), 93 Paginated (class in
ordered (aries_cloudagent.messaging.models.base. BaseModelSchemuidd e¢boudagent. messaging.routing.models.paginated),
attribute), 103 125
out_time (aries_cloudagent.messaging.decorators.timingP devonaocHniieglecoratorSchemirlass in
attribute), 89 aries_cloudagent.messaging.routing.models.paginated),
outbound_message_router () 126
(aries_cloudagent.admin.tests.test_admin_server. RratdndnSedterApma (class in
method), 1 aries_cloudagent.messaging.routing.models.paginated),
outbound_message_router () 126
(aries_cloudagent.admin.tests.test_admin_server. RatddndanSedterWeblkodke t a (class in
method), 2 aries_cloudagent.messaging.routing.models.paginated),
outbound_message_router () 126
(aries_cloudagent.conductor. Conductor PaginateSchema (class in
method), 190 aries_cloudagent.messaging.routing.models.paginate),
OutboundDeliveryError, 167 125
OutboundMessage (class in PaginateSchema.Meta (class in
aries_cloudagent.messaging.outbound_message), aries_cloudagent.messaging.routing.models.paginate),
144 125
OutboundTransportManager (class in PairwiseInfo (class in
aries_cloudagent.transport.outbound.manager), aries_cloudagent.wallet.base), 175
167 paramns (aries_cloudagent.messaging.actionmenu.messages.perform.Perfo
OutboundTransportRegistrationError, 166 attribute), 24
paramns (aries_cloudagent.messaging.actionmenu.models.menu_form.Men
P attribute), 25
p_type (aries_cloudagent. messaging.presentations.routes.PeesemaronRegoletRegent18ekenginReqeiéorvd Pradieutes. PerformRequestS
attribute), 112 attribute), 30
p_value (aries_cloudagent. messaging.presentations.routep EreseitationiRetasestRegloga St heeisaB g dvedRitedictasts. test _thread_de
attribute), 112 attribute), 81
pack_message () (aries_cloudagent.wallet.base.BaseWafletrrent _thread_id (aries_cloudagent.messaging.credentials.models.ct
method), 173 attribute), 74
pack_message () (aries_cloudagent.wallet.basic. BasicWaHerse_message () (aries_cloudagent.messaging.serializer.MessageSeri
method), 177 method), 148
pack_message () (aries_cloudagent.wallet.indy.IndyWalRendingTask (class in
method), 186 aries_cloudagent.task_processor), 194
PackMessageSchema (class in Perform(classinaries_cloudagent.messaging.actionmenu.messages.perf
aries_cloudagent.wallet.crypto), 179 23
PackRecipientHeaderSchema (class in Perform.Meta (class in
aries_cloudagent.wallet.crypto), 179 aries_cloudagent.messaging.actionmenu.messages.perform),
PackRecipientSchema (class in 23
aries_cloudagent.wallet.crypto), 179 perform _menu_action ()
PackRecipientsSchema (class in (aries_cloudagent.messaging.actionmenu.base_service.BaseMeni
aries_cloudagent.wallet.crypto), 179 method), 28
page_size (aries_cloudagent.storage.base. BaseStorageRecvrdSeawchnenu_action ()
attribute), 153 (aries_cloudagent.messaging.actionmenu.driver_service.DriverM
paginate (aries_cloudagent.messaging.routing.messages.route_quenetheghesfRouteQueryRequestSchema
attribute), 122 perform_send () (aries_cloudagent.messaging.credentials.manager.Cre
method), 75
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PerformHandler (class in method), 145
aries_cloudagent.messaging.actionmenu.handlerspegfoan chandtdound_message ()
20 (aries_cloudagent.conductor. Conductor
PerformRequestSchema (class in method), 190
aries_cloudagent.messaging.actionmenu.routes), prepare_pack_recipient_keys () (in module
30 aries_cloudagent.wallet.crypto), 182
PerformSchema (class in prepare_send () (aries_cloudagent.messaging.credentials.manager.Cre
aries_cloudagent.messaging.actionmenu.messages.performynethod), 75
23 presentation (aries_cloudagent.messaging.presentations.messages.cre
PerformSchema.Meta (class in attribute), 106
aries_cloudagent.messaging.actionmenu.messagepperfrniat ion (aries_cloudagent.messaging.presentations.models.prese
24 attribute), 109
Ping (class in aries_cloudagent.messaging.trustping.messagesgurg)t at ion_exchange_create_request ()
137 (in module aries_cloudagent.messaging.presentations.routes),
Ping.Meta (class in 112
aries_cloudagent.messaging.trustping.messages.ppggsentation_exchange_credentials_list ()
137 (in module aries_cloudagent.messaging.presentations.routes),
PingHandler (class in 112
aries_cloudagent.messaging.trustping.handlers.pipg.dmadler); i on_exchange_id
135 (aries_cloudagent.messaging.presentations.models.presentation_
PingResponse (class in attribute), 109
aries_cloudagent.messaging.trustping.messages.ppgespdrse), on_exchange_id
138 (aries_cloudagent.messaging.presentations.models.presentation_
PingResponse.Meta (class in attribute), 109
aries_cloudagent.messaging.trustping.messages.pimgerspdise)l on_exchange_list () (in  module
138 aries_cloudagent.messaging.presentations.routes),
PingResponseHandler (class in 113
aries_cloudagent.messaging.trustping.handlers.pipg. aesponse. homdlerschange_remove () (in module
136 aries_cloudagent.messaging.presentations.routes),
PingResponseSchema (class in 113
aries_cloudagent.messaging.trustping.messages.pimgerespdrge)l on_exchange_retrieve () (in mod-
138 ule aries_cloudagent.messaging.presentations.routes),
PingResponseSchema.Meta (class in 113
aries_cloudagent.messaging.trustping.messages.pugerspdrse), on_exchange_send_credential_presentation
138 (in module aries_cloudagent.messaging.presentations.routes),
PingSchema (class in 113
aries_cloudagent.messaging.trustping.messages.ppggsentation_exchange_send_request () (in
137 module aries_cloudagent.messaging.presentations.routes),
PingSchema.Meta (class in 113
aries_cloudagent.messaging.trustping.messages.ppggsentation_exchange_verify_credential_presentatic
137 (in module aries_cloudagent.messaging.presentations.routes),
poll () (aries_cloudagent.transport.outbound.manager. OutboundTrdrsportManager
method), 167 presentation_request
populate_decorators () (aries_cloudagent.messaging.presentations.models.presentation_
(aries_cloudagent.messaging.agent_message.AgentMessageStthimee), 110
method), 141 PresentationExchange (class in
port (aries_cloudagent.transport.inbound.base.InboundTransportCoafigarationlagent. messaging.presentations.models.presentation_e
attribute), 161 107
post_save () (aries_cloudagent.messaging.connections.iBadedsronaectivnk recbriGanndeticnRecord lass in
method), 55 aries_cloudagent.messaging.presentations.models.presentation_e
prefix (aries_cloudagent.messaging.decorators.base.BaseDecoratotS6t
attribute), 82 PresentationExchangelListSchema (class in
prepare_disclosed() aries_cloudagent.messaging.presentations.routes),

(aries_cloudagent.messaging.protocol_registry. ProtocolRegistity
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PresentationExchangeSchema (class in ProblemReportHandler (class in
aries_cloudagent.messaging.presentations.models.presentatimmeexclomdggent. messaging.problem_report.handler),
109 114

PresentationExchangeSchema.Meta (class in ProblemReportReason (class in
aries_cloudagent.messaging.presentations.models.presentatimieexclomdggient. messaging.connections.messages.problem_repo
109 42

PresentationManager (class in ProblemReportSchema (class in
aries_cloudagent.messaging.presentations.manager), aries_cloudagent.messaging.connections.messages.problem_repo
110 42

PresentationManagerError, 111 ProblemReportSchema (class in

PresentationRequest (class in aries_cloudagent.messaging.problem_report.message),
aries_cloudagent.messaging.presentations.messages.presentation_request),
106 ProblemReportSchema.Meta (class in

PresentationRequest.Meta (class in aries_cloudagent.messaging.connections.messages.problem_repo
aries_cloudagent.messaging.presentations.messages.presentéition_request),
106 ProblemReportSchema.Meta (class in

PresentationRequestHandler (class in aries_cloudagent.messaging.problem_report.message),
aries_cloudagent.messaging.presentations.handlers.presentdtiobn_request_handler),
105 process_incoming ()

PresentationRequestRequestSchema (class in (aries_cloudagent.messaging.socket.SocketInfo
aries_cloudagent.messaging.presentations.routes), method), 149

111 protected (aries_cloudagent.wallet.crypto.PackMessageSchema
PresentationRequestRequestSchema.RequestedAttridstribate), 179

(class in aries_cloudagent.messaging.presentationB.raitesyo 1 DescriptorSchema (class in

111 aries_cloudagent.messaging.discovery.messages.disclose),
PresentationRequestRequestSchema.RequestedPredi®ate

(class in aries_cloudagent.messaging.presentationB.raiites}o 1 Registry (class in

112 aries_cloudagent.messaging.protocol_registry),
PresentationRequestSchema (class in 145

aries_cloudagent.messaging.presentations.messages. presesatioariequekiidagent.messaging.discovery.messages.disclose.Di.

106 attribute), 92

PresentationRequestSchema.Meta (class in protocols (aries_cloudagent.messaging.protocol_registry.ProtocolRegis
aries_cloudagent.messaging.presentations.messages.presentattichuteyiess),

106 protocols_matching_query ()

priority (aries_cloudagent.messaging.connections.models.diddoc.Gemeicecloudagent.messaging.protocol_registry. ProtocolRegistry
attribute), 46 method), 145

priority (aries_cloudagent.messaging.connections.modepscdiddateseyviaeiSercioadagent.config.base. Base Provider
attribute), 50 method), 8

problem_code (aries_cloudagent.messaging.connectionsgnessdages. pyoleleies_rejooidddottlemifigoproSidertcachedProvider
attribute), 42 method), 11

problem_items (aries_cloudagent.messaging.problem_repart.indesag ddiebletoiejagendichenfig. provider. ClassProvider
attribute), 116 method), 12

ProblemReport (class in provide () (aries_cloudagent.config.provider.InstanceProvider
aries_cloudagent.messaging.connections.messages.problemnrephord), 12
41 provide () (aries_cloudagent.config.provider.StatsProvider

ProblemReport (class in method), 12
aries_cloudagent.messaging.problem_report.message)yide () (aries_cloudagent.config.tests.test_injectorMockProvider
114 method), 7

ProblemReport.Meta (class in provide () (aries_cloudagent.ledger.provider.LedgerProvider
aries_cloudagent.messaging.connections.messages.problemnreghert), 19
41 provide () (aries_cloudagent.storage.provider.StorageProvider

ProblemReport.Meta (class in method), 158
aries_cloudagent.messaging.problem_report.messpge)yide () (aries_cloudagent.wallet.provider.WalletProvider
116 method), 188
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ProviderError, 9 raw_credential (aries_cloudagent.messaging.credentials.models.cred
pthid (aries_cloudagent.messaging.decorators.thread_decorator. ThratdRee)rdtor
attribute), 86 raw_message (aries_cloudagent.messaging.message_delivery.MessageD
pthid (aries_cloudagent.messaging.decorators.thread_decorator. ThratlDee)ydtoySchema
attribute), 87 ready () (aries_cloudagent.task_processor.TaskProcessor
pubkey (aries_cloudagent.messaging.connections.models.diddoc. DIPBPxhod), 194
attribute), 43 receive_credential ()
pubkey (aries_cloudagent.messaging.connections.models.diddoc.diddéeR I8 atugent. messaging.credentials.manager. CredentialMar
attribute), 47 method), 75
PublicKey (class in receive_hook () (aries_cloudagent.admin.tests.test_admin_server.Test:
aries_cloudagent.messaging.connections.models.diddoc), method), 2
44 receive_invitation ()
PublicKey (class in (aries_cloudagent.messaging.connections.manager. ConnectionM
aries_cloudagent.messaging.connections.models.diddoc.publieleyd), 63
48 receive_message ()
PublicKeyType (class in (aries_cloudagent.transport.inbound.tests.test_http_transport.Tes
aries_cloudagent.messaging.connections.models.diddoc), method), 160
45 receive_message ()
PublicKeyType (class in (aries_cloudagent.transport.inbound.tests.test_ws_transport.Test!
aries_cloudagent.messaging.connections.models.diddoc.pubtieteyy,), 160
49 receive_message ()
(aries_cloudagent.transport.outbound.tests.test_http_transport.Te
Q method), 165
query (aries_cloudagent.messaging.discovery.messages.queec@uarsSohemaage ()
attribute), 93 (aries_cloudagent.transport.outbound.tests.test_ws_transport.Tes
query (aries_cloudagent.messaging.discovery.messages.tests.test_querstiediQiobySchema
attribute), 92 receive_offer () (aries_cloudagent.messaging.credentials.manager.C
Query (class in aries_cloudagent.messaging.discovery.messages.quemigthod), 76
93 receive_presentation ()
Query.Meta (class in (aries_cloudagent.messaging.presentations.manager. Presentation
aries_cloudagent.messaging.discovery.messages.query), — method), 111
93 receive_request ()
query_protocols () (in module (aries_cloudagent.messaging.connections.manager. ConnectionM
aries_cloudagent.messaging.discovery.routes), method), 63
94 receive_request ()
QueryHandler (class in (aries_cloudagent.messaging.credentials.manager. CredentialMar
aries_cloudagent.messaging.discovery.handlers.query_handietfiod), 76
91 receive_request ()
QueryResultSchema (class in (aries_cloudagent.messaging.presentations.manager. Presentation
aries_cloudagent.messaging.discovery.routes), method), 111
94 received_orders (aries_cloudagent.messaging.decorators.tests.test_tl
QuerySchema (class in attribute), 81
aries_cloudagent. messaging.discovery.messages.qaeyd,ived_orders (aries_cloudagent. messaging.decorators.thread_dec
93 attribute), 86
QuerySchema.Meta (class in received_orders (aries_cloudagent.messaging.decorators.thread_dec
aries_cloudagent.messaging.discovery.messages.query),  attribute), 87
93 recip_keys (aries_cloudagent.messaging.connections.models.diddoc.Se
queued_message_count attribute), 46
(aries_cloudagent.messaging.decorators.transport dedorator VetapesdbeedagerSohessaging.connections.models.diddoc.se
attribute), 90 attribute), 50
recipient_did (aries_cloudagent.messaging.message_delivery.Messag
R attribute), 144
random_seed () (in module recipient _did public
aries_cloudagent.wallet.crypto), 182 (aries_cloudagent.messaging.message_delivery.MessageDelivery
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attribute), 144 (aries_cloudagent.messaging.connections.models.connection_rec
recipient_key (aries_cloudagent.messaging.routing.models.routaitguibnyeyeSiit. Route QueryResultSchema
attribute), 127 record_value (aries_cloudagent.messaging.connections.models.connec
recipient_key (aries_cloudagent. messaging.routing.models.routaitteidm@ RotiteRecordSchema
attribute), 128 record_value (aries_cloudagent.messaging.credentials.models.credent
recipient_key (aries_cloudagent.messaging.routing.models.routattplute)Ronte UpdateSchema
attribute), 129 record_value (aries_cloudagent.messaging.presentations.models.prese
recipient_key (aries_cloudagent.messaging.routing.models.routaittgitiutedl. Ro9ite UpdatedSchema
attribute), 130 redirect_handler ()
recipient_keys (aries_cloudagent.messaging.connections.messag@esiennlecidogeiititionseorarekdionSeitogionSchema
attribute), 39 method), 4
recipient_keys (aries_cloudagent.messaging.connectimesgiededscconarieoncltongergCionnrarspoingeoSelcemanager. InboundTran.
attribute), 59 method), 162
recipient_verkey (aries_cloudagent.messaging. messagegletivery. M dwsrigs Ddhiveagent.transport.outbound. manager. OutboundTr
attribute), 144 method), 167
recipients (aries_cloudagent.wallet.crypto.PackRecipients§clener () (in module
attribute), 180 aries_cloudagent.messaging.actionmenu.routes),
record_id (aries_cloudagent.messaging.routing.models.route_reco?d.RouteRecordSchema
attribute), 128 register () (in module
RECORD__ID_NAME (aries_cloudagent.messaging.connections.modelaidennelktivlngacord SagneghosRecesstige. routes),
attribute), 54 34
RECORD_ID_NAME (aries_cloudagent.messaging.credentiddembdele.crefdential_exchange({tredential Exchangeodule
attribute), 73 aries_cloudagent.messaging.connections.routes),
RECORD_ID_NAME (aries_cloudagent.messaging.presentations.modéls.presentation_exchange.PresentationExchange
attribute), 109 register () (in module
record_tags (aries_cloudagent.messaging.connections.models.comnéesiaionelorgeh Coven e gimgRaealahtial _definitions.routes),
attribute), 55 67
record_tags (aries_cloudagent.messaging.credentials.models.sredenitjal_exchange. CrellentialExchange module
attribute), 73 aries_cloudagent.messaging.credentials.routes),
record_tags (aries_cloudagent.messaging.presentations.models.pféyentation_exchange. PresentationExchange
attribute), 109 register () (in module
RECORD_TYPE (aries_cloudagent.messaging.connections.models.conmeesiaionelergeh CoensagimgRéisordery.routes),
attribute), 54 94
RECORD_TYPE (aries_cloudagent.messaging.credentials.modeji.stedentjal_exchange.CrefentialExchange module
attribute), 73 aries_cloudagent.messaging.introduction.routes),
RECORD_TYPE (aries_cloudagent.messaging.introduction.demo_servioe. DemolntroductionService
attribute), 101 register () (in module
RECORD_TYPE (aries_cloudagent.messaging.presentations.models.prasentafiondegehtimgsigisenatsaiatiomsgoutes),
attribute), 109 114
RECORD_TYPE (aries_cloudagent.messaging.routing. manageiRamitingMynager (in module
attribute), 131 aries_cloudagent.messaging.schemas.routes),
RECORD_TYPE_ACTIVITY 133
(aries_cloudagent.messaging.connections.models.vemgiestianr: técord. ConnectionRacord module
attribute), 54 aries_cloudagent.messaging.trustping.routes),
RECORD_TYPE_DID_DOC 139
(aries_cloudagent.messaging.connections.manager.€gnmdctionManaget) (aries_cloudagent.transport.outbound.manager.Ou
attribute), 60 method), 167
RECORD_TYPE_DID_KEY register_controllers|()
(aries_cloudagent.messaging.connections.manager. Connect{anMuuadgudagent.messaging.protocol_registry. ProtocolRegistry
attribute), 60 method), 145
RECORD_TYPE_INVITATION register_instance ()
(aries_cloudagent.messaging.connections.models.connectiofamesoddiidageatiordtspord.inbound. manager. InboundTransport]
attribute), 54 method), 162
RECORD_TYPE_REQUEST register_message_types ()
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(aries_cloudagent.messaging.protocol_registry. ProtocolRegintithod), 178

method), 146 replace_signing_key_metadata ()
register_module_routes () (in module (aries_cloudagent.wallet.indy.IndyWallet
aries_cloudagent.admin.routes), 3 method), 187
register_socket () reply_mode (aries_cloudagent.messaging.socket.SocketInfo
(aries_cloudagent.conductor. Conductor attribute), 149
method), 191 REPLY_MODE_ALL (aries_cloudagent.messaging.socket.SocketInfo
register_socket () attribute), 149
(aries_cloudagent.transport.inbound.tests.test_wsRE@ispoMToR W Orit: {poids_cloudagent. messaging.socket.SocketInfo
method), 160 attribute), 149
remove () (aries_cloudagent.wallet.indy.IndyWallet REPLY_MODE_THREAD
method), 187 (aries_cloudagent.messaging.socket.SocketInfo
remove_field () (aries_cloudagent.messaging.decorators.base. BasttiNentmytotSet
method), 82 request (aries_cloudagent.messaging.credentials.messages.credential_re
remove_keys_for_did() attribute), 71
(aries_cloudagent.messaging.connections.manager.€ourectiéabbtnadendagent. messaging. presentations.messages.presentatic
method), 63 attribute), 107
remove_model () (aries_cloudagent.messaging.decoratorsbpse BuseldacoeatorSet (in module
method), 82 aries_cloudagent.messaging.discovery.handlers.tests.test_query_|
remove_skipped_values () 90
(aries_cloudagent.messaging.models.base. BaseM odedSchema context () (in module
method), 103 aries_cloudagent.messaging.routing.handlers.tests.test_query_up
remove_webhook_target () 117
(aries_cloudagent.admin.base_server. BaseAdminSeevpre st _context () (in module
method), 2 aries_cloudagent.messaging.routing.tests.test_routing_manager),
remove_webhook_target () 130
(aries_cloudagent.admin.server.AdminServer request_1id (aries_cloudagent.messaging.connections.models.connectio
method), 4 attribute), 57
replace_local_did_metadata () REQUEST_NOT_ACCEPTED
(aries_cloudagent.wallet.base.BaseWallet (aries_cloudagent.messaging.connections.messages.problem_rep
method), 173 attribute), 42
replace_local_did_metadata() REQUEST_PROCESSING_ERROR
(aries_cloudagent.wallet.basic.Basic Wallet (aries_cloudagent.messaging.connections.messages.problem_rep
method), 177 attribute), 42
replace_local_did_metadata () RequestContext (class in
(aries_cloudagent.wallet.indy.IndyWallet aries_cloudagent.messaging.request_context),
method), 187 146
replace_pairwise_metadata () requested_attributes
(aries_cloudagent.wallet.base.BaseWallet (aries_cloudagent.messaging.presentations.routes. PresentationRe
method), 173 attribute), 112
replace_pairwise_metadata () requested_attributes
(aries_cloudagent.wallet.basic.BasicWallet (aries_cloudagent.messaging.presentations.routes.SendPresentati
method), 178 attribute), 112
replace_pairwise_metadata () requested_predicates
(aries_cloudagent.wallet.indy.IndyWallet (aries_cloudagent.messaging.presentations.routes. PresentationRe
method), 187 attribute), 112
replace_signatures () requested_predicates
(aries_cloudagent.messaging.agent_message.AgentMessageSufiemaloudagent. messaging.presentations.routes.SendPresentati
method), 141 attribute), 112
replace_signing_key_metadata () required (aries_cloudagent.messaging.actionmenu.models.menu_form_]
(aries_cloudagent.wallet.base.BaseWallet attribute), 27
method), 173 reset () (aries_cloudagent.stats.Collector method),
replace_signing_key_metadata () 193
(aries_cloudagent.wallet.basic.BasicWallet reset () (aries_cloudagent.transport.outbound.queue.base. Base Outboun.
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method), 164 attribute), 94

reset () (aries_cloudagent.transport.outbound.queue.basiceBasicOsitboiosd Mossligg@temessaging. presentations.routes. PresentationE
method), 165 attribute), 111

resolve_class () (in module results (aries_cloudagent.stats.Collector attribute),
aries_cloudagent.messaging.models.base), 193
104 retrieve_activity ()

resolve_message_class () (aries_cloudagent.messaging.connections.models.connection_rec
(aries_cloudagent.messaging.protocol_registry. ProtocolRegintthod), 55
method), 146 retrieve_by_did()

resolve_meta_property () (in module (aries_cloudagent.messaging.connections.models.connection_rec
aries_cloudagent.messaging.models.base), class method), 55
104 retrieve_by_invitation_key ()

resource () (in module (aries_cloudagent.messaging.connections.models.connection_rec
aries_cloudagent.messaging.connections.models.diddoc.utily]ass method), 56
51 retrieve_by_request_id()

responder (aries_cloudagent.messaging.introduction.messages.invitatios,_ckgutsgdntitdticafieguestSdutinas.models.connection_rec
attribute), 100 class method), 56

ResponderError, 148 retrieve_connection_menu () (in module

RESPONSE_NOT_ACCEPTED aries_cloudagent.messaging.actionmenu.util),
(aries_cloudagent.messaging.connections.messages.problend Ireport. ProblemReportReason
attribute), 42 retrieve_invitation ()

RESPONSE_PROCESSING_ERROR (aries_cloudagent.messaging.connections.models.connection_rec
(aries_cloudagent.messaging.connections.messages.problemnetpody,PioblemReportReason
attribute), 42 retrieve_request ()

response_requested (aries_cloudagent.messaging.connections.models.connection_rec
(aries_cloudagent.messaging.trustping.messages.ping. PingSobthedl), 56
attribute), 138 RetryTask (class in

restrictions (aries_cloudagent.messaging.presentations.routes. RvdesntddtindReentest Re questictlepaoRessoastedAttribute
attribute), 111 159

restrictions (aries_cloudagent.messaging.presentationseroutes PiaseritaioriReqystRequestSchema.RequestedPredicate
attribute), 112 (aries_cloudagent. messaging.introduction.base_service. Baselntrc

result (aries_cloudagent.admin.server.AdminModulesSchema method), 101
attribute), 3 return_invitation ()

result (aries_cloudagent.messaging.routing.models.route_updated. Qugs Updutiffottemessaging. introduction.demo_service. Demoln:
attribute), 130 method), 101

result () (aries_cloudagent.task_processor.Pendinglask return_route (aries_cloudagent.messaging.decorators.transport_decor
method), 194 attribute), 90

RESULT_CLIENT_ERROR return_route_thread
(aries_cloudagent.messaging.routing.models.route_updated(Rouete Gnlatagent.messaging.decorators.transport_decorator. Tra
attribute), 129 attribute), 90

RESULT_NO_CHANGE (aries_cloudagent.messaging. routinig0aole 500RE (apidstad ddaeddpdorell.injection_context.InjectionContext
attribute), 129 attribute), 10

RESULT_SERVER_ERROR RouteNotFoundError, 130
(aries_cloudagent.messaging.routing.models.routR apdetech RoyR Epdated (class in
attribute), 129 aries_cloudagent.messaging.routing.messages.route_query_reque

RESULT_SUCCESS (aries_cloudagent.messaging.routing.models.routé lupdated. Route Updated
attribute), 129 RouteQueryRequest .Meta (class in

results (aries_cloudagent.messaging.connections.routes. ConnecticariéstSdbewtagent. messaging.routing. messages.route_query_reque
attribute), 64 122

results (aries_cloudagent.messaging.credentials.routes. QredergiglfchBegphéstSchiemd 1l e v (class in
attribute), 76 aries_cloudagent.messaging.routing.handlers.route_query_reque.

results (aries_cloudagent.messaging.credentials.routes. Credential ListSchema
attribute), 77 RouteQueryRequestSchema (class in

results (aries_cloudagent.messaging.discovery.routes. QueryResultSrlesmeloudagent.messaging.routing. messages.route_query_reque
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122 RouteUpdated.Meta (class in
RouteQueryRequestSchema.Meta (class in aries_cloudagent.messaging.routing.models.route_updated),
aries_cloudagent.messaging.routing.messages.route_query_réguest),
122 RouteUpdatedSchema (class in
RouteQueryResponse (class in aries_cloudagent.messaging.routing.models.route_updated),
aries_cloudagent.messaging.routing.messages.route_query_ré§ponse),
122 RouteUpdatedSchema.Meta (class in
RouteQueryResponse.Meta (class in aries_cloudagent.messaging.routing.models.route_updated),
aries_cloudagent.messaging.routing.messages.route_query_kré§ponse),
123 RouteUpdateRequest (class in
RouteQueryResponseHandler (class in aries_cloudagent.messaging.routing.messages.route_update_requ
aries_cloudagent.messaging.routing.handlers.route_query_re3ponse_handler),
118 RouteUpdateRequest .Meta (class in
RouteQueryResponseSchema (class in aries_cloudagent.messaging.routing. messages.route_update_requ
aries_cloudagent.messaging.routing.messages.route_query_krésponse),
123 RouteUpdateRequestHandler (class in
RouteQueryResponseSchema.Meta (class in aries_cloudagent.messaging.routing.handlers.route_update_requ
aries_cloudagent.messaging.routing.messages.route_query_krésponse),
123 RouteUpdateRequestSchema (class in
RouteQueryResult (class in aries_cloudagent.messaging.routing. messages.route_update_requ
aries_cloudagent.messaging.routing.models.route_query_reditl),
126 RouteUpdateRequestSchema.Meta (class in
RouteQueryResult .Meta (class in aries_cloudagent.messaging.routing.messages.route_update_requ
aries_cloudagent.messaging.routing.models.route_query_reditlt),
126 RouteUpdateResponse (class in
RouteQueryResultSchema (class in aries_cloudagent.messaging.routing.messages.route_update_resp
aries_cloudagent.messaging.routing.models.route_query_redith),
127 RouteUpdateResponse.Meta (class in
RouteQueryResultSchema.Meta (class in aries_cloudagent.messaging.routing.messages.route_update_resp
aries_cloudagent.messaging.routing.models.route_query_rediilt),
127 RouteUpdateResponseHandler (class in
RouteRecord (class in aries_cloudagent.messaging.routing.handlers.route_update_respc
aries_cloudagent.messaging.routing.models.route_record), 118
127 RouteUpdateResponseSchema (class in
RouteRecord.Meta (class in aries_cloudagent.messaging.routing.messages.route_update_resp
aries_cloudagent.messaging.routing.models.route_record), 124
127 RouteUpdateResponseSchema.Meta (class in
RouteRecordSchema (class in aries_cloudagent.messaging.routing.messages.route_update_resp
aries_cloudagent.messaging.routing.models.route_record), 124
128 RouteUpdateSchema (class in
RouteRecordSchema.Meta (class in aries_cloudagent.messaging.routing.models.route_update),
aries_cloudagent.messaging.routing.models.route_record), 129
128 RouteUpdateSchema.Meta (class in
routes (aries_cloudagent.messaging.routing.messages.route_query _aeigsouseuloger@mueeyRegmgusebichgmadels.route_update),
attribute), 123 129
RouteUpdate (class in routing_keys (aries_cloudagent.messaging.connections.messages.conr
aries_cloudagent.messaging.routing.models.route_update), attribute), 39
128 routing_keys (aries_cloudagent.messaging.connections.models.connec
RouteUpdate.Meta (class in attribute), 59
aries_cloudagent.messaging.routing.models.route npduatedg_kevys (aries_cloudagent.messaging.connections.models.diddoc
128 attribute), 46
RouteUpdated (class in routing_keys (aries_cloudagent.messaging.connections.models.diddoc
aries_cloudagent.messaging.routing.models.route_updated)attribute), 50
129 routing_state (aries_cloudagent.messaging.connections.models.conne
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attribute), 57 schema_class (aries_cloudagent.messaging.connections.messages.conn
ROUTING_STATE_ACTIVE attribute), 41
(aries_cloudagent.messaging.connections.models.sanerton: Yecosd divesiadtiadRgentdhessaging.connections.messages.prob
attribute), 54 attribute), 42
ROUTING_STATE_ERROR schema_class (aries_cloudagent.messaging.connections.models.connec
(aries_cloudagent.messaging.connections.models.connectionttrébate) ConnectionRecord
attribute), 54 schema_class (aries_cloudagent.messaging.connections.models.connec
ROUTING_STATE_NONE attribute), 54
(aries_cloudagent.messaging.connections.models.sanmenion: Yecosd divesiadtiatRgentdnessaging.connections.models.connec
attribute), 54 attribute), 58
ROUTING_STATE_REQUEST schema_class (aries_cloudagent.messaging.credentials.messages.crede
(aries_cloudagent.messaging.connections.models.connectionttrébate) (shnectionRecord
attribute), 54 schema_class (aries_cloudagent.messaging.credentials.messages.crede
RoutingManager (class in attribute), 70
aries_cloudagent.messaging.routing.manager), schema_class (aries_cloudagent.messaging.credentials.messages.crede
131 attribute), 71
RoutingManagerError, 132 schema_class (aries_cloudagent.messaging.credentials.models.credent:
RSA_SIG_2018 (aries_cloudagent.messaging.connections.models.diddabyraplitkey. PublicKeyType
attribute), 49 schema_class (aries_cloudagent.messaging.decorators.localization_de
RSA_SIG_2018 (aries_cloudagent.messaging.connections.models.diddabiteh[i3Key Type
attribute), 45 schema_class (aries_cloudagent.messaging.decorators.signature_decoi
run () (aries_cloudagent.tests.test_task_processor.RetryTask attribute), 84
method), 159 schema_class (aries_cloudagent.messaging.decorators.tests.test_decor
run_retry () (aries_cloudagent.task_processor. TaskProcessor  attribute), 81
method), 194 schema_class (aries_cloudagent.messaging.decorators.thread_decorat
run_task () (aries_cloudagent.task_processor.TaskProcessor attribute), 86
method), 194 schema_class (aries_cloudagent.messaging.decorators.timing_decorat
attribute), 88
S schema_class (aries_cloudagent.messaging.decorators.transport_decoi
save_connection_menu () (in module attribute), 89
aries_cloudagent.messaging.actionmenu.util), ~ Schema_class (aries_cloudagent.messaging.discovery.messages.disclos
31 attribute), 92
Schema (aries_cloudagent.messaging.models.base. BaseModghema_class (aries_cloudagent.messaging.discovery.messages.query.(
attribute), 102 attribute), 93
schema_class (aries_cloudagent. messaging.actionmenuSf3Sikes. GeAs. Maienslgudagent. messaging.introduction.messages.forw
attribute), 22 attribute), 98
schema_class (aries_cloudagent.messaging.actionmenu3mé3Saies.ivenis Skaliest MendReg ey draging. introduction.messages.invis
attribute), 23 attribute), 99
schema_class (aries_cloudagent.messaging.actionmenuSfey Sl s.péieml Pegoshomdagent. messaging.introduction.messages.invit
attribute), 23 attribute), 100
schema_class (aries_cloudagent.messaging.actionmenuSfoRIam&e foshoMerulondaREsthmessaging. models.base. BaseModel. M.
attribute), 24 attribute), 102
schema_ class (aries_cloudagent.messaging.actionmenuSoHeRInEe o PGS amOMES U M sagiBIPIgsentations.messages.cre
attribute), 26 attribute), 106
schema_class (aries_cloudagent.messaging. actionmenuﬁ%&@m&§ﬁt{&€iﬁf@ﬁl@ﬂﬂgﬁms aging.presentations.messages.pre
attribute), 27 attribute), 106
schema_class (aries_cloudagent.messaging.agent_mess@§eEBaMésyage\iga_cloudagent. messaging.presentations.models.prese
attribute), 139 attribute), 109
schema_class (aries_cloudagent.messaging. basicmessaﬁé?ﬂﬂ@f@ége%Jb%‘lﬁ%rﬁfé’j’ﬁgé@kl%&f@&dﬂg@ﬂ@ﬂﬁp” oblem_report.message.P:
attribute), 33 attribute), 116
schema_class (aries_cloudagent.messaging. connecti0nﬁﬁé&@&@&%&ﬁff@%ﬁ@ﬁfﬁuﬁé@mgm§ﬁ%%ﬁ@%@w&sag es.forward.]
attribute), 38 attribute), 121
schema_class (aries_cloudagent.messaging. connecti0nsﬁﬁé&@&ﬁ;@&ﬁf%ﬁﬁﬁffﬁlllé@ﬂ@ﬁlﬂe’ﬁﬁm@ﬁé’ﬁm&imesmg es.route_qu
attribute), 40 attribute), 122
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schema_class (aries_cloudagent.messaging.routing.messages.routettgibeste) yésponse. Route QueryResponse. Meta

attribute), 123 scheme (aries_cloudagent.transport.inbound.ws.WsTransport
schema_class (aries_cloudagent.messaging.routing. messages.routettujbdaeq, téguest. RouteUpdateRequest.Meta

attribute), 124 schemes (aries_cloudagent.transport.outbound. http. HttpTransport
schema_class (aries_cloudagent.messaging.routing.messages.routettnjbdaed, iésponse.RouteUpdateResponse.Meta

attribute), 124 schemes (aries_cloudagent.transport.outbound.ws.WsTransport
schema_class (aries_cloudagent.messaging.routing. models.paginatigrPogteyyte¥ eta

attribute), 125 Scope (class in aries_cloudagent.config.injection_context),
schema_class (aries_cloudagent.messaging.routing.models.pagindfed. Paginated.Meta

attribute), 126 scope_name (aries_cloudagent.config.injection_context.InjectionContext
schema_class (aries_cloudagent.messaging.routing.models.route_apeibutedsuld. Route QueryResult. Meta

attribute), 127 search_records () (aries_cloudagent.storage.base.BaseStorage
schema_class (aries_cloudagent.messaging.routing. models.route_mathodiRoiit2Record.Meta

attribute), 128 search_records () (aries_cloudagent.storage.basic.BasicStorage
schema_class (aries_cloudagent.messaging.routing.models.route_mpdutd)R dtte Update. Meta

attribute), 128 search_records () (aries_cloudagent.storage.indy.IndyStorage
schema_class (aries_cloudagent.messaging.routing.models.route_mpdusdd, Rotite Updated.Meta

attribute), 129 seed_to_did () (in
schema_class (aries_cloudagent.messaging.tests.test_agent_messagieBaslieddreaeMossdla. bgpo), 182

attribute), 133 select_outgoing()
schema_class (aries_cloudagent.messaging.tests.test_agent_messgriés gnkitiggentd esssgeghlgtaocket.SocketInfo

attribute), 134 method), 149
schema_class (aries_cloudagent.messaging.trustping. messages pirgingdetac t ributes

attribute), 137 (aries_cloudagent.messaging.presentations.routes.SendPresentati
schema_class (aries_cloudagent.messaging.trustping. messages.pingritsponse PingResponse.Meta

module

attribute), 138

send () (aries_cloudagent.messaging.responder.BaseResponder

schema_ 1d (aries_cloudagent.messaging.credential_definitions. routelicaltleritidl DefinitionSendRequestSchema

attribute), 66

send () (aries_cloudagent.messaging.responder.MockResponder

schema_id (aries_cloudagent.messaging.credentials.models.credentielthexdtydrige. Credential ExchangeSchema

attribute), 74

send () (aries_cloudagent.messaging.socket.SocketInfo

schema_ id (aries_cloudagent.messaging.schemas.routes.SchemaSenditeodlysSéRema

attribute), 132

send_create_route ()

schema__json (aries_cloudagent.messaging.schemas.routes.Schemd@GridesnlimSagemumessaging. routing. manager. RoutingManager

attribute), 132

method), 131

schema_name (aries_cloudagent.messaging.schemas.routesSchemunSearliRe qiecstStbdnmition ()

attribute), 132

(aries_cloudagent.ledger.indy.IndyLedger

schema_version (aries_cloudagent.messaging.schemas.routes.ScheathSdpdRequestSchema

attribute), 132
SchemaGetResultsSchema (class in
aries_cloudagent.messaging.schemas.routes),

132

schemas_get_schema () (in module
aries_cloudagent.messaging.schemas.routes),
133

schemas_send_schema () (in module
aries_cloudagent.messaging.schemas.routes),
133

SchemaSendRequest Schema (class in

aries_cloudagent.messaging.schemas.routes),
132
SchemaSendResultsSchema (class in

aries_cloudagent.messaging.schemas.routes),
132

send_message () (aries_cloudagent.transport.outbound.manager. Outbo
method), 168

send_outbound () (aries_cloudagent.admin.server.AdminResponder
method), 3

send_outbound () (aries_cloudagent.dispatcher.DispatcherResponder
method), 192

send_outbound () (aries_cloudagent.messaging.responder.BaseRespon
method), 147

send_outbound () (aries_cloudagent.messaging.responder.MockRespor
method), 147

send_reply () (aries_cloudagent.messaging.responder.BaseResponder
method), 147

send_reply () (aries_cloudagent.messaging.responder.MockResponder
method), 148

send_schema () (aries_cloudagent.ledger.indy.IndyLedger
method), 18

scheme (aries_cloudagent.transport.inbound.http. Http Trarspoid_webhook () (aries_cloudagent.admin.base_server.BaseAdminServ
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method), 2 class method), 28
send_webhook () (aries_cloudagent.admin.server.AdminResponder_ handler ()

method), 3 (aries_cloudagent.messaging.introduction.base_service.Baselntrc
send_webhook () (aries_cloudagent.admin.serverAdminServer  class method), 101

method), 4 set () (aries_cloudagent.cache.base.BaseCache
send_webhook () (aries_cloudagent.dispatcher.DispatcherRespondeethod), 5

method), 192 set () (aries_cloudagent.cache.basic.BasicCache
send_webhook () (aries_cloudagent.messaging.actionmenu.driver nsethocd,[DriverMenuService

method), 29 set () (aries_cloudagent.messaging.connections.models.diddoc.DIDDoc
send_webhook () (aries_cloudagent.messaging.responder. BaseRespetided), 43

method), 147 set () (aries_cloudagent.messaging.connections.models.diddoc.diddoc.DI
send_webhook () (aries_cloudagent.messaging.responder.MockRespethdel), 47

method), 148 set_default () (aries_cloudagent.config.settings.Settings
sender (aries_cloudagent.wallet.crypto.PackRecipientHeaderSchemmethod), 12

attribute), 179 set_public_did () (aries_cloudagent.wallet.base.BaseWallet
sender_did (aries_cloudagent.messaging.message_delivery.Messagedfledibyry74

attribute), 144 set_signature () (aries_cloudagent.messaging.agent_message.Agenth
sender_key (aries_cloudagent.messaging.connections.models.connaetiood Yar4bt. ConnectionTargetSchema

attribute), 59 set_value () (aries_cloudagent.config.settings.Settings
sender_order (aries_cloudagent.messaging.decorators.tests.test_thethdddetarator. TestThreadDecorator

attribute), 81 settings (aries_cloudagent.config.injection_context.InjectionContext
sender_order (aries_cloudagent.messaging.decorators.thread_decomibtontdVyrdadDecorator

attribute), 86 settings (aries_cloudagent.config.injector.Injector at-
sender_order (aries_cloudagent.messaging.decorators.thread_detritatten ThreadDecoratorSchema

attribute), 87 Settings (class in aries_cloudagent.config.settings),
sender_verkey (aries_cloudagent.messaging. message_delivery.Mé3sageDelivery

attribute), 144 SettingsError, 9
SendMenuSchema (class in setup() (aries_cloudagent.conductor. Conductor

aries_cloudagent.messaging.actionmenu.routes), method), 191

30 setUp () (aries_cloudagent.config.tests.test_injection_context. TestInjectio
SendMessageSchema (class in method), 6

aries_cloudagent.messaging.basicmessage.routes)setUp () (aries_cloudagent.config.tests.test_injector. TestInjector

34 method), 7
SendPresentationRequestSchema (class in setUp () (aries_cloudagent.config.tests.test_settings.TestSettings

aries_cloudagent.messaging.presentations.routes), method), 7

112 setUp () (aries_cloudagent.messaging.actionmenu.messages.tests.perforn
sent_time (aries_cloudagent.messaging.basicmessage.messages.banitiedyage. BasicMessageSchema

attribute), 33 setUp () (aries_cloudagent.messaging.actionmenu.messages.tests.test_me
serialize () (aries_cloudagent.messaging.connections.models.diddethbDdRDbc

method), 43 setUp () (aries_cloudagent.messaging.actionmenu.messages.tests.test_me
serialize () (aries_cloudagent.messaging.connections.models.diddethdidlddd DIDDoc

method), 47 setUp () (aries_cloudagent.messaging.basicmessage.messages.tests.test_l
serialize () (aries_cloudagent.messaging.models.base.BaseModeahethod), 32

method), 103 setUp () (aries_cloudagent.messaging.connections.messages.tests.test_co
service (aries_cloudagent.messaging.connections.models.diddoc. DHatRod), 36

attribute), 43 setUp () (aries_cloudagent.messaging.connections.messages.tests.test_co
service (aries_cloudagent.messaging.connections.models.diddoc.diddtholYDIDoc

attribute), 47 setUp () (aries_cloudagent.messaging.connections.tests.test_connection_
Service (class in aries_cloudagent.messaging.connections.models. didethoy]), 59

45 setUp () (aries_cloudagent.messaging.introduction.messages.tests.test_fo
Service (class in aries_cloudagent.messaging.connections.models. didedhodyydfce),

49 setUp () (aries_cloudagent.messaging.introduction.messages.tests.test_in
service_handler () method), 96

(aries_cloudagent.messaging.actionmenu.base_sepatdIBase ManesSatoiedagent. messaging.introduction.messages.tests.test_in
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method), 97 85
setUp () (aries_cloudagent.messaging.routing.messages.testsqest Jotwatldestdiewartbudagent.messaging.agent_message.AgentMes
method), 118 attribute), 141
setUp () (aries_cloudagent.messaging.routing.messages.testsqest drofitee ques X aréesiastolicht RenttexidssagRegiuosmections.messages.cor
method), 119 attribute), 41
setUp () (aries_cloudagent.messaging.routing.messages.testsqoest drofitec ques Y arésporilsailegRaue@segiitespsinsest_agent_message.
method), 119 attribute), 134
setUp () (aries_cloudagent.messaging.routing.messages.té3tsqest dbatenpitate aegpiest. TestRouieltgrdate Requestn
method), 120 aries_cloudagent.messaging.tests.test_agent_message),
setUp () (aries_cloudagent.messaging.routing.messages.tests.test_rou¥é_update_response.TestRouteUpdateResponse
method), 120 SignedAgentMessage.Meta (class in
setUp () (aries_cloudagent.messaging.tests.test_protocol_registry. TastisotclooiRegintrmessaging.tests.test_agent_message),
method), 134 134
setUp () (aries_cloudagent.messaging.trustping.messages3éstxrestityrstiping FestRighema (class in
method), 136 aries_cloudagent.messaging.tests.test_agent_message),
setUp () (aries_cloudagent.messaging.trustping.messages.tests.test_tst_ping_reponse.TestPingResponse
method), 137 SignedAgentMessageSchema.Meta (class in
setUp () (aries_cloudagent.transport.inbound.tests.test_http_transparideseHupdigenspoessaging.tests.test_agent_message),
method), 160 134
setUp () (aries_cloudagent.transport.inbound.tests.test_ws trpmspojardestWohdmgpor:messaging.decorators.signature_decorator.Sigr
method), 160 attribute), 85
setUpAsync () (aries_cloudagent.admin.tests.test_adminSsanperd¥ssddminServerWebhookclass in
method), 2 aries_cloudagent.messaging.decorators.tests.test_decorator_set),
setUpAsync () (aries_cloudagent.transport.outbound.tests.test_httj ltransport. TestHttpTransport
method), 165 SimpleModel .Meta (class in
setUpAsync () (aries_cloudagent.transport.outbound.tests.test_ws atmessplotdesdhs tressqging.decorators.tests.test_decorator_set),
method), 166 81
sig_data (aries_cloudagent.messaging.decorators.signat@remgécoVigdicSigudtere®ecoratorScleduss in
attribute), 85 aries_cloudagent.messaging.decorators.tests.test_decorator_set),
sign_field() (aries_cloudagent.messaging.agent_message.AgentMessage
method), 140 SimpleModelSchema.Meta (class in
sign_message () (aries_cloudagent.wallet.base.BaseWallet aries_cloudagent.messaging.decorators.tests.test_decorator_set),
method), 174 81
sign_message () (aries_cloudagent.wallet.basic.BasicWaHeéto_dump_only () (aries_cloudagent.messaging.models.base.BaseMo
method), 178 method), 104
sign_message () (aries_cloudagent.wallet.indy.IndyWalklt ip_values (aries_cloudagent.messaging.models.base. BaseModelSche
method), 187 attribute), 103
sign_message () (in module socket_id (aries_cloudagent.messaging.message_delivery.MessageDeli
aries_cloudagent.wallet.crypto), 182 attribute), 144
signature (aries_cloudagent.messaging.decorators.sign@uwiekedcbrator. SignatureDecordtdaSshema in
attribute), 85 aries_cloudagent.messaging.socket), 149
signature_type (aries_cloudagent.messaging.decoratososigrdtBrefdecorator.SignatukelesoratorSchema in
attribute), 85 aries_cloudagent.messaging.socket), 149
SignatureDecorator (class in specification () (aries_cloudagent.messaging.connections.models.di
aries_cloudagent.messaging.decorators.signature_decoratomethod), 49
84 specification () (aries_cloudagent.messaging.connections.models.di
SignatureDecorator.Meta (class in method), 45
aries_cloudagent.messaging.decorators.signature sqeearatard;yr (aries_cloudagent.messaging.connections.models.diddoc.Linl
84 attribute), 44
SignatureDecoratorSchema (class in specifier (aries_cloudagent.messaging.connections.models.diddoc.pub
aries_cloudagent.messaging.decorators.signature_decoratonytribute), 48
85 specifier (aries_cloudagent.messaging.connections.models.diddoc.pub.
SignatureDecoratorSchema.Meta (class in attribute), 49

aries_cloudagent.messaging.decorators.signature sqee aratardr (aries_cloudagent.messaging.connections.models.diddoc. Pub
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attribute), 45 STATE_INVITATION (aries_cloudagent.messaging.connections.models.c
stale_time (aries_cloudagent.messaging.decorators.timing_decorattrilliimeyy @B ecoratorSchema
attribute), 89 STATE_ISSUED (aries_cloudagent.messaging.credentials.models.credent:
start (aries_cloudagent.messaging.routing.models.paginated. Paginateribohe)nd3
attribute), 126 STATE_OFFER_RECEIVED
start () (aries_cloudagent.admin.base_server.BaseAdminServer  (aries_cloudagent.messaging.credentials.models.credential_exche
method), 2 attribute), 73
start () (aries_cloudagent.admin.serverAdminServer STATE_OFFER_SENT (aries_cloudagent.messaging.credentials.models.c1
method), 4 attribute), 73
start () (aries_cloudagent.conductor.Conductor STATE_PRESENTATION_RECEIVED
method), 191 (aries_cloudagent.messaging.presentations.models.presentation_
start () (aries_cloudagent.transport.inbound.base. BaselnboundTramtspintte), 109
method), 160 STATE_PRESENTATION_SENT
start () (aries_cloudagent.transport.inbound.http.HttpTransport  (aries_cloudagent.messaging.presentations.models.presentation_
method), 162 attribute), 109
start () (aries_cloudagent.transport.inbound. manager. InloidedTrdrEgiEM anagées_cloudagent.messaging.connections.models.conne
method), 162 attribute), 54
start () (aries_cloudagent.transport.inbound.ws.WsTransp@aTE_REQUEST_RECEIVED
method), 163 (aries_cloudagent.messaging.credentials.models.credential _exche
start () (aries_cloudagent.transport.outbound.base. Base Outboundittmibpeay, 73
method), 166 STATE_REQUEST_RECEIVED
start () (aries_cloudagent.transport.outbound.http. HttpTransport (aries_cloudagent.messaging.presentations.models.presentation_
method), 166 attribute), 109
start () (aries_cloudagent.transport.outbound.manager. (BIFBOTEd REQKpG IM SHIGEr
method), 168 (aries_cloudagent.messaging.credentials.models.credential _exche
start () (aries_cloudagent.transport.outbound.ws.WsTransport attribute), 73
method), 168 STATE_REQUEST_SENT
start_introduction () (aries_cloudagent.messaging.presentations.models.presentation_
(aries_cloudagent.messaging.introduction.base_service.BasaltvitadugtitiService
method), 101 STATE_RESPONSE (aries_cloudagent.messaging.connections.models.con
start_introduction () attribute), 54
(aries_cloudagent.messaging.introduction.demo_sg DAAED &TOIREDuciesnSkowiegent. messaging.credentials.models.credent:
method), 102 attribute), 73
start_scope () (aries_cloudagent.config.injection_cont&T.NGECtiORRORIED (aries_cloudagent.messaging.presentations.models.pri
method), 10 attribute), 109
start_transport () Stats (class in aries_cloudagent.stats), 193
(aries_cloudagent.transport.outbound.manager. Oigtharnat ranspaitManager (class in
method), 168 aries_cloudagent.config.provider), 12
StartupError, 192 status_handler () (aries_cloudagent.admin.server.AdminServer
state (aries_cloudagent.messaging.credentials.models.credential _exnbthngh) Credential ExchangeSchema
attribute), 74 status_reset_handler ()
state (aries_cloudagent.messaging.presentations.models.presentatiqnriescluagddyaseathtionicrckadghSohYenaer
attribute), 110 method), 4
STATE_ACTIVE (aries_cloudagent.messaging.connectionssuadels) dames:tidoudegent. Gdnvie diicveReeovel. BaseAdminServer
attribute), 54 method), 2
STATE_CREDENTIAL_RECEIVED stop () (aries_cloudagent.admin.server.AdminServer
(aries_cloudagent.messaging.credentials.models.credential_raethadygelCredentialExchange
attribute), 73 stop () (aries_cloudagent.conductor. Conductor
STATE_ERROR (aries_cloudagent.messaging.connections.models.connetitial), iéxrbord. ConnectionRecord
attribute), 54 stop () (aries_cloudagent.transport.inbound.base.BaseInboundTransport
STATE_INACTIVE (aries_cloudagent.messaging.connections.modelmethodytidnl_record.ConnectionRecord
attribute), 54 stop () (aries_cloudagent.transport.inbound.http. HttpTransport
STATE_INIT (aries_cloudagent.messaging.connections.models.connaetiond y;et0zd. ConnectionRecord
attribute), 54 stop () (aries_cloudagent.transport.inbound.manager.InboundTransporth
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method), 162 tag (aries_cloudagent.wallet.crypto.PackMessageSchema
stop () (aries_cloudagent.transport.inbound.ws.WsTransport attribute), 179
method), 163 tag_query (aries_cloudagent.storage.base.BaseStorageRecordSearch
stop () (aries_cloudagent.transport.outbound.base. Base OutboundTtmsipoutt), 153
method), 166 task_done () (aries_cloudagent.transport.outbound.queue.base.BaseOu
stop () (aries_cloudagent.transport.outbound.http.HttpTransport — method), 164
method), 166 task_done () (aries_cloudagent.transport.outbound.queue.basic.BasicO
stop () (aries_cloudagent.transport.outbound.manager. OutboundTramsphad)] d6ager
method), 168 TaskProcessor (class in
stop () (aries_cloudagent.transport.outbound.queue.base. Base OutbanindMdssae@uetesk_processor), 194
method), 164 test_action (aries_cloudagent.messaging.routing.messages.tests.test_r
stop () (aries_cloudagent.transport.outbound.queue.basic. Basic OuthtmmitdVtdss@ge Queue
method), 165 test_action (aries_cloudagent.messaging.routing.messages.tests.test_r
stop () (aries_cloudagent.transport.outbound.ws.WsTransport attribute), 120
method), 168 test_active_is_ready ()
STORAGE_TYPES (aries_cloudagent.storage.provider.Storage Providearies_cloudagent.messaging.connections.tests.test_connection_r
attribute), 158 method), 59
StorageDuplicateError, 155 test_add_id_required()
StorageError, 155 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
StorageNotFoundError, 155 method), 150
StorageProvider (class in test_add_required()
aries_cloudagent.storage.provider), 158 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
StorageRecord (class in method), 150
aries_cloudagent.storage.record), 158 test_add_retrieve ()
StorageSearchError, 156 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
store (aries_cloudagent.storage.base.BaseStorageRecordSearch ~ method), 150
attribute), 153 test_admin () (aries_cloudagent.tests.test_conductor. TestConductor
store () (in module method), 159
aries_cloudagent.storage.tests.test_basic_storage),est_assign_thread ()
151 (aries_cloudagent.messaging.tests.test_agent_message.TestAgent
store () (in module method), 134
aries_cloudagent.storage.tests.test_indy_storage),test_async_iter ()
151 (aries_cloudagent.transport.outbound.queue.tests.test_basic_que
store_credential () method), 163
(aries_cloudagent.holder.indy.IndyHolder test_bad_provider ()
method), 14 (aries_cloudagent.config.tests.test_injector. TestInjector
store_credential () method), 7
(aries_cloudagent.messaging.credentials.manager(Gredentiabanagearies_cloudagent.messaging.connections.tests.test_didd
method), 76 method), 60
store_did_document () test_canon_did () (aries_cloudagent.messaging.connections.tests.test
(aries_cloudagent.messaging.connections.manager. ConnectinefMedyy $&y
method), 63 test_closed_search ()
str_to_datetime () (in module (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
aries_cloudagent.messaging.util), 150 method), 150
StubContextBuilder (class in test_comment (aries_cloudagent.messaging.discovery.messages.tests.te
aries_cloudagent.tests.test_conductor), 158 attribute), 91
submit_label (aries_cloudagent.messaging.actionmenutmeslelsoneny_foduMesudlomddgbenmessaging. routing.messages.tests.test.
attribute), 25 attribute), 119
test_coro () (aries_cloudagent.tests.test_task_processor.TestTaskProce:
T method), 159
TAA ACCEPTED_RECORD_TYPE test_create () (aries_cloudagent.storage.tests.test_storage_record.Tes
(aries_cloudagent.ledger.indy.IndyLedger method), 151
attribute), 17 test_create_delete ()

(aries_cloudagent.messaging.routing.tests.test_routing_manager.
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method), 130 test_deserialize ()

test_create_local_random/() (aries_cloudagent.messaging.connections.messages.tests.test_cor
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWalb¢hod), 37
method), 170 test_deserialize ()

test_create_local_seeded() (aries_cloudagent.messaging.discovery.messages.tests.test_disclo
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasic Walb¢hod), 91
method), 170 test_deserialize ()

test_create_local_with_did() (aries_cloudagent.messaging.discovery.messages.tests.test_query
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWalé¢hod), 91
method), 170 test_deserialize ()

test_create_retrieve() (aries_cloudagent.messaging.introduction.messages.tests.test_for
(aries_cloudagent.messaging.routing.tests.test_routing_managéehd@dyiRoutingManager
method), 130 test_deserialize ()

test_create_retrieve_pairwise () (aries_cloudagent.messaging.introduction.messages.tests.test_iny
(aries_cloudagent.wallet.tests.test_basic_wallet. TestBasic Waléehod), 96
method), 170 test_deserialize ()

test_create_signing_key_random/() (aries_cloudagent.messaging.introduction.messages.tests.test_inv
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWalb¢hod), 97
method), 170 test_deserialize ()

test_create_signing_key_seeded() (aries_cloudagent. messaging.routing. messages.tests.test_forward
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasic Walb¢hod), 119
method), 170 test_deserialize ()

test_decorator_model () (aries_cloudagent.messaging.routing.messages.tests.test_route_q
(aries_cloudagent.messaging.decorators.tests.test_decoratomeastolbstDiétoratorSet
method), 81 test_deserialize ()

test_delete () (aries_cloudagent.storage.tests.test_basic_storagddriaBalinilagege. messaging.routing.messages.tests.test_route_q
method), 150 method), 119

test_delete_missing() test_deserialize()
(aries_cloudagent.storage.tests.test_basic_storage.TestBasidStaeageloudagent.messaging.routing.messages.tests.test_route_u,
method), 150 method), 120

test_delete_tags() test_deserialize()
(aries_cloudagent.storage.tests.test_basic_storage.TestBasidStieageloudagent. messaging.routing. messages.tests.test_route_u
method), 150 method), 120

test_delete_tags_missing() test_deserialize ()
(aries_cloudagent.storage.tests.test_basic_storage.TestBasidStaeageloudagent.messaging.trustping.messages.tests.test_trust._|
method), 150 method), 136

test_deserialize () test_deserialize()
(aries_cloudagent.messaging.actionmenu.messages.tests.peXtones_teksvidsglentfmensaging.trustping.messages.tests.test_trust._|
method), 20 method), 137

test_deserialize () test_dict () (aries_cloudagent.messaging.decorators.tests.test_decorat
(aries_cloudagent.messaging.actionmenu.messages.tests.tesmethad)]&ltMenu
method), 21 test_did (aries_cloudagent.messaging.connections.messages.tests.test _c

test_deserialize () attribute), 36
(aries_cloudagent.messaging.actionmenu.messagesdests. sl ierias relmeasadestMesnReipgesonnections.messages.tests.test_c
method), 21 attribute), 37

test_deserialize () test_did (aries_cloudagent.messaging.connections.tests.test_connection
(aries_cloudagent.messaging.basicmessage.messages.tests.tastribase). biessage.TestBasicMessage
method), 32 test_did (aries_cloudagent.wallet.tests.test_basic_wallet. TestBasicWalle

test_deserialize () attribute), 170
(aries_cloudagent.messaging.connections.messagesatssts. tbxts ebrire {fidarinvitclvaddgsnt. tasne cesinstvisdfestStats
method), 36 method), 159

test_deserialize () test_disclosed/() (aries_cloudagent.messaging.tests.test_protocol_re
(aries_cloudagent.messaging.connections.messages.tests.tesnathoddction_request. TestConnectionRequest
method), 36 test_embedded_authkey ()
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(aries_cloudagent.messaging.connections.tests.test_diddoc.{astbMRIdaclagent.tests.test_conductor. TestConductor

method), 60 method), 159
test_encrypt_decrypt_dids () test_index () (aries_cloudagent.admin.tests.test_admin_server. TestAdr
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWalé¢hod), 1
method), 170 test_init () (aries_cloudagent.messaging.actionmenu.messages.tests.p
test_encrypt_decrypt_keys () method), 21
(aries_cloudagent.wallet.tests.test_basic_wallet. TeseBasicWhaltet ) (aries_cloudagent.messaging.actionmenu.messages.tests.te
method), 170 method), 21
test_end (aries_cloudagent.messaging.routing. messages.testsitest votite) queiss rekpotsgclasnionagihg ndiespoane.messages.tests. te
attribute), 119 method), 21
test_endpoint (aries_cloudagent.messaging.connectiorsamissagesitelsts(tesiecalnadigantegeestdiag Ganfignessage.messages.tests
attribute), 36 method), 32
test_endpoint (aries_cloudagent.messaging.connectionsanessdagesitelsts(tesiccalnadiiguntenpsswgiilgstConfigions.messages.tests.t
attribute), 37 method), 36
test_endpoint (aries_cloudagent.messaging.connectiorsatests.testi tdnneatiosn_cknatdghast@ienfigging.connections.messages.tests.t
attribute), 59 method), 36
test_enqueue_dequeue () test_init () (aries_cloudagent.messaging.connections.messages.tests.t
(aries_cloudagent.transport.outbound.queue.tests.test_basiangtieod)JéstBasic Queue
method), 163 test_init () (aries_cloudagent.messaging.decorators.tests.test_thread_
test_error () (aries_cloudagent.tests.test_task_processor. TestTaskbPathoadyos|
method), 159 test_init () (aries_cloudagent.messaging.discovery.messages.tests.test
test_extract () (aries_cloudagent.messaging.decorators.tests.teshedeodyafor_set. TestDecoratorSet
method), 81 test_init () (aries_cloudagent.messaging.discovery.messages.tests.test
test_extract () (aries_cloudagent.tests.test_stats.TestStats method), 91
method), 159 test_init () (aries_cloudagent.messaging.introduction.messages.tests.t
test_field_decorator () method), 96
(aries_cloudagent.messaging.decorators.tests.test tdesoratovi ket \Téaridac atatatbgent. messaging.introduction.messages.tests.t
method), 81 method), 96
test_field_signature () test_init () (aries_cloudagent.messaging.introduction.messages.tests.t
(aries_cloudagent.messaging.tests.test_agent_message. TestAgenhiddysSdage
method), 134 test_init () (aries_cloudagent.messaging.routing.messages.tests.test_f
test_filter (aries_cloudagent.messaging.routing.messages.tests. tegthadiyel §nery_request. TestRouteQueryRequest
attribute), 119 test_init () (aries_cloudagent.messaging.routing.messages.tests.test_r
test_flush () (aries_cloudagent.cache.tests.test_basic_cache. TestBasio@ychk9
method), 5 test_init () (aries_cloudagent.messaging.routing.messages.tests.test_r
test_fn_decorator () method), 119
(aries_cloudagent.tests.test_stats. TestStats test_init () (aries_cloudagent.messaging.routing.messages.tests.test_r
method), 159 method), 120
test_format () (aries_cloudagent.messaging.tests.test_iadsTesttitiks () (aries_cloudagent.messaging.routing.messages.tests.test_r
method), 135 method), 120
test_get_formats () test_init () (aries_cloudagent.messaging.tests.test_agent_message.Tes
(aries_cloudagent.config.tests.test_settings. TestSettings method), 134
method), 7 test_init () (aries_cloudagent.messaging.trustping.messages.tests.test.
test_get_none () (aries_cloudagent.cache.tests.test_basic_cacheilestBdyidGache
method), 5 test_init () (aries_cloudagent.messaging.trustping.messages.tests.test.
test_get_valid() (aries_cloudagent.cache.tests.test_basic_cachuacFbstBysidCache
method), 5 test_inject_cached ()
test_handle_message () (aries_cloudagent.config.tests.test_injector. TestInjector
(aries_cloudagent.transport.outbound.tests.test_http_transpoatlestffipTransport
method), 165 test_inject_class ()
test_handle_message () (aries_cloudagent.config.tests.test_injector. TestInjector
(aries_cloudagent.transport.outbound.tests.test_ws_transpoméfbstdysTransport
method), 166 test_inject_class_dependency ()
test_inbound_message_handler () (aries_cloudagent.config.tests.test_injector. TestInjector
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method), 7 method), 91

test_inject_class_name () test_make_model ()
(aries_cloudagent.config.tests.test_injector.TestInjector (aries_cloudagent.messaging.discovery.messages.tests.test_query
method), 7 method), 92

test_inject_provider () test_make_model ()
(aries_cloudagent.config.tests.test_injector.TestInjector (aries_cloudagent.messaging.introduction.messages.tests.test_for
method), 7 method), 96

test_inject_scope () test_make_model ()
(aries_cloudagent.config.tests.test_injection_context. TestInjéatien Cddntadngent. messaging.introduction.messages.tests.test_iny
method), 6 method), 96

test_inject_simple () test_make_model ()
(aries_cloudagent.config.tests.test_injection_context. TestInjéatien Cddntadngent.messaging.introduction.messages.tests.test_inv
method), 6 method), 97

test_inject_simple () test_make_model ()
(aries_cloudagent.config.tests.test_injector.TestInjector (aries_cloudagent.messaging.routing.messages.tests.test_forward
method), 7 method), 119

test_iter_search () test_make_model ()
(aries_cloudagent.storage.tests.test_basic_storage.TestBasidStaeageloudagent.messaging.routing.messages.tests.test_route_q
method), 151 method), 119

test_label (aries_cloudagent.messaging.connections.méssagesesksetestoctmindition_request. TestConfig
attribute), 36 (aries_cloudagent.messaging.routing.messages.tests.test_route_q

test_limit (aries_cloudagent.messaging.routing.messages.tests.testetood, §uory_request. TestRoute QueryRequest
attribute), 119 test_make_model ()

test_limit (aries_cloudagent.messaging.routing.messages.tests.tebariesitelaquiiryeme spossweglugt Reutie@meeyStespotests. test_route_uy,
attribute), 119 method), 120

test_local metadata () test_make_model ()
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasic Wadides_cloudagent.messaging.routing.messages.tests.test_route_u,
method), 170 method), 120

test_local_verkey () test_make_model ()
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWadlaes_cloudagent.messaging.trustping.messages.tests.test_trust_|
method), 170 method), 136

test_make_model () test_make_model ()
(aries_cloudagent.messaging.actionmenu.messages.tests.peXtomes_teksvi@sglentfmensaging.trustping.messages.tests.test_trust._|
method), 21 method), 137

test_make_model () test_menu_message
(aries_cloudagent.messaging.actionmenu.messages.tests.testanienuclentMgemt. messaging.actionmenu.messages.tests.test_mer
method), 21 attribute), 21

test_make_model () test_message (aries_cloudagent.messaging.introduction.messages.tests
(aries_cloudagent.messaging.actionmenu.messages.tests.tesattnidnteyeQnest. TestMenuRequest
method), 21 test_message (aries_cloudagent.messaging.introduction.messages.tests

test_make_model () attribute), 96
(aries_cloudagent.messaging.basicmessage.messagesstestnéess bgsidaniessapeiliesyBarsindsagige Solwodaction.messages.tests
method), 32 attribute), 97

test_make_model () test_message (aries_cloudagent.wallet.tests.test_basic_wallet. TestBasi
(aries_cloudagent.messaging.connections.messages.tests.tesutiwobmte)tibnQ invitation. TestConnectionlnvitationSchema
method), 36 test_message_bytes

test_make_model () (aries_cloudagent.wallet.tests.test_basic_wallet. TestBasicWallet
(aries_cloudagent.messaging.connections.messages.tests.testtirobme)tibn0 request. TestConnectionRequestSchema
method), 37 test_message_handler

test_make_model () (aries_cloudagent.messaging.tests.test_protocol_registry.TestProt
(aries_cloudagent.messaging.connections.messages.tests.tesutiwobme)tibns response. TestConnectionResponseSchema
method), 37 test_message_type

test_make_model () (aries_cloudagent.messaging.tests.test_protocol_registry.TestProt

(aries_cloudagent.messaging.discovery.messages.tests.test_discibseeJestDiscloseSchema
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test_message_type_query () attribute), 135
(aries_cloudagent.messaging.tests.test_protocol_registry. PestRrotwodlRegriesy cloudagent.messaging.discovery.messages.tests
method), 135 attribute), 91

test_metadata (aries_cloudagent.wallet.tests.test_basic. evatleolestBosic Wallgt (aries_cloudagent. messaging.tests.test_protocol_re
attribute), 170 method), 135

test_method_decorator () test_pubkey_type ()
(aries_cloudagent.tests.test_stats.TestStats (aries_cloudagent.messaging.connections.tests.test_diddoc.TestD
method), 159 method), 60

test_minimal () (aries_cloudagent.messaging.connectiviesstestsiteste didivesTesaddiDgdot. messaging.discovery.messages.tests.test_
method), 60 attribute), 91

test_minimal_explicit () test_query_all () (aries_cloudagent.messaging.discovery.handlers.te
(aries_cloudagent.messaging.connections.tests.test_diddoc. TestRddD D¢
method), 60 test_query_none ()

test_minimal_ids () (aries_cloudagent.messaging.routing.handlers.tests.test_query_u,
(aries_cloudagent.messaging.connections.tests.test_diddoc. festRddDDbt’7
method), 60 test_query_route ()

test_missing_recipkey () (aries_cloudagent.messaging.routing.handlers.tests.test_query_u,
(aries_cloudagent.messaging.connections.tests.test_diddoc. TestRld)Dot’7
method), 60 test_record() (in module

test_missing_record() (in module aries_cloudagent.storage.tests.test_basic_storage),
aries_cloudagent.storage.tests.test_basic_storage), 151
151 test_reference_authkey ()

test_name (aries_cloudagent.messaging.actionmenu.messages.test{paefehpudstgbest Baayoaging.connections.tests.test_diddoc.TestD
attribute), 21 method), 60

test_no_connection () test_register_path()
(aries_cloudagent.messaging.routing.handlers.tests.test_qudariapddtadgutie tsdlizyiohiénpopddiddsndie rsnanager. TestInbor
method), 117 method), 160

test_no_ident () (aries_cloudagent.messaging.connectiersstteste teits dikdop destIDDoc
method), 60 (aries_cloudagent.transport.outbound.tests.test_manager. TestOut

test_no_recipient () method), 165
(aries_cloudagent.messaging.routing.tests.test_rowtengt nmeagev.ddsyRaniesgMomdgeent. config.tests.test_settings. TestSettings
method), 130 method), 8

test_offset (aries_cloudagent.messaging.routing. messdages.testsaest aoutel guery requeeatifesiRoute QueryRequest
attribute), 119 (aries_cloudagent.messaging.connections.tests.test_connection_r

test_outbound_message_handler () method), 59
(aries_cloudagent.tests.test_conductor.TestCondudterst _responder (aries_cloudagent.messaging.introduction.messages.te
method), 159 attribute), 97

test_pack_unpack () test_response_is_ready ()
(aries_cloudagent.wallet.tests.test_basic_wallet.TestBasic Wadlaes_cloudagent.messaging.connections.tests.test_connection_r
method), 170 method), 59

test_pairwise_metadata () test_result (aries_cloudagent.messaging.routing.messages.tests.test_r
(aries_cloudagent.wallet.tests.test_basic_wallet. TestBasic Walleibute), 120
method), 170 test_retrieve_missing()

test_paramns (aries_cloudagent.messaging.actionmenu.messages.téstigreifomdaesuiletsRegfotants.test_basic_storage.TestBasicStorc
attribute), 21 method), 151

test_parse () (aries_cloudagent.messaging.tests.test_utile $esttiglsrieve_none ()
method), 135 (aries_cloudagent.messaging.routing.tests.test_routing_manager.

test_protocol (aries_cloudagent.messaging.tests.test_protocol_ngistogJesfRrotocolRegistry
attribute), 135 test_retry () (aries_cloudagent.tests.test_task_processor.TestTaskProc

test_protocol_qgueries method), 159
(aries_cloudagent.messaging.tests.test_protocol_registry. TestRretordlRugestryloudagent.messaging.routing.messages.tests.tes
attribute), 135 attribute), 119

test_protocol_queries_fail test_save_retrieve_compare ()

(aries_cloudagent.messaging.tests.test_protocol_registry. TeStRtosocidRdggeny.messaging.connections.tests.test_connection_r
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method), 59 test_serialize () (aries_cloudagent.messaging.trustping.messages.te
test_search () (aries_cloudagent.storage.tests.test_basic_storagaiestBdisi¢Storage
method), 151 test_serialize () (aries_cloudagent.messaging.trustping.messages.te
test_seed (aries_cloudagent.messaging.connections.messages.testmetitodpnh¥étion_request. TestConfig
attribute), 36 test_serialize_ load()
test_seed (aries_cloudagent.messaging.connections.messages.test§arits coliomeketgent.ragpsagifedtConfigrs.tests.test_thread_decora
attribute), 37 method), 81
test_seed (aries_cloudagent.messaging.connections.tests. test. cargtectiont aecord, YestConfig
attribute), 59 (aries_cloudagent.config.tests.test_settings.TestSettings
test_seed (aries_cloudagent.wallet.tests.test_basic_wallet. TestBasiedbudiéy, 8
attribute), 170 test_set_dict () (aries_cloudagent.cache.tests.test_basic_cache.Testl
test_send_message () method), 5
(aries_cloudagent.transport.inbound.tests.test_http etsanspert. TestHitp Eaniport
method), 160 (aries_cloudagent.cache.tests.test_basic_cache.TestBasicCache
test_send_message () method), 5
(aries_cloudagent.transport.inbound.tests.test_wstreansperttiesWs Tiatspest cloudagent.cache.tests.test_basic_cache.TestBc
method), 160 method), 5
test_send_message () test_settings (aries_cloudagent.tests.test_conductor. Config
(aries_cloudagent.transport.outbound.tests.test_manager. Test€ribbhoayyd beansportManager
method), 165 test_settings_init ()
test_serialize () (aries_cloudagent.messaging.actionmenu.mefsuges. telingegfomeordig. TestPeaforinjection_context. TestInjectior
method), 21 method), 6
test_serialize () (aries_cloudagent.messaging.actionmeesiu. nsessagenipstsitest tonu. TestMenu
method), 21 (aries_cloudagent.config.tests.test_injector. TestInjector
test_serialize () (aries_cloudagent.messaging.actionmenu.mespeglesdysts.test_menu_request. TestMenuRequest
method), 21 test_settings_init ()
test_serialize () (aries_cloudagent.messaging.basicmessage.nessggesltestugant basiggnesssagst1sstBugic VessSagengs
method), 32 method), 8
test_serialize () (aries_cloudagent.messaging.connections.mmessagendgestsstestpeonection_invitation. TestConnectionlnvitation
method), 36 (aries_cloudagent.config.tests.test_injection_context. TestInjectior
test_serialize () (aries_cloudagent.messaging.connections.messagusdysts.test_connection_request.TestConnectionRequest
method), 37 test_sign_verify ()
test_serialize () (aries_cloudagent.messaging.connections.me§souges. tdsisdagerdonntletioestsegsonisasie siCidietebess BRexpbablet
method), 37 method), 170
test_serialize () (aries_cloudagent.messaging.discoversmessugesatests. tefuriescidsadagddisoloet.tests.test_basic_wallet. TestB
method), 91 attribute), 170
test_serialize () (aries_cloudagent.messaging.discoveepessugesatests teste query, TestQpery
method), 91 (aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWallet
test_serialize () (aries_cloudagent.messaging.introduction.mensethesiiests@est_forward_invitation. TestForwardInvitation
method), 96 test_signing_key_metadata ()
test_serialize () (aries_cloudagent.messaging.introduction.meSsugss.céotsdiegenmmiadiiéoneStsthsvitoaiin_wallet. TestBasicWallet
method), 96 method), 170
test_serialize () (aries_cloudagent.messaging.introduetiin. mésspdes. testotest (fnvitation_request. TestInvitationRequest
method), 97 (aries_cloudagent.config.tests.test_injection_context. TestInjectior
test_serialize () (aries_cloudagent.messaging.routing. messagenatsosliest_forward.TestForward
method), 119 test_skip_decorator ()
test_serialize () (aries_cloudagent. messaging.routing. messagdsitésss.céstiduwgeat quesyagoggdecdestBositedsieeyRelggestitor_set.
method), 119 method), 81
test_serialize () (aries_cloudagent.messaging. routingagdsscages. tastdss_iclwtedaqgens nressuging FestRogte@ssayddespponsest_ro
method), 120 attribute), 120
test_serialize () (aries_cloudagent.messaging.routingasdsscages. testsitest_roatet apdyuse( yequest. TestRouteUpdateRequest
method), 120 (aries_cloudagent.admin.tests.test_admin_server.TestAdminServe
test_serialize () (aries_cloudagent.messaging.routing. messagendatsodest_route_update_response.TestRouteUpdateResponse
method), 120 test_start_stop ()
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(aries_cloudagent.admin.tests.test_admin_server. TestAdminSwthadpp 19

method), 1 test_type () (aries_cloudagent.messaging.routing.messages.tests.test_r
test_start_stop () method), 120
(aries_cloudagent.transport.inbound.tests.test_maneger. Testhbowndrensponddgangaressaging. routing. messages.tests.test_r
method), 160 method), 120
test_startup () (aries_cloudagent.tests.test_conductordes€Condustot) (aries_cloudagent.messaging.routing.messages.tests.test_r
method), 159 method), 120
test_status () (aries_cloudagent.admin.tests.test_admineserversipstA ditambes velicAplpgent. messaging.trustping.messages.tests.test
method), 1 method), 136
test_stopped () (aries_cloudagent.transport.outbound.geaie.tesyptest) kasies qelemeldgerBanasduging. trustping.messages.tests.test
method), 163 method), 137
test_swagger () (aries_cloudagent.admin.tests.test_adminsiervgpdastddmatSadertApp
method), 1 (aries_cloudagent.wallet.tests.test_basic_wallet. TestBasicWallet
test_target_did (aries_cloudagent.messaging.connections.testsatytbevayectivn_record.TestConfig
attribute), 59 test_update_missing()
test_target_did (aries_cloudagent.wallet.tests.test_basic_wallefdFzssBaboaMagkatt. storage.tests.test_basic_storage.TestBasicStorc
attribute), 170 method), 151
test_target_seed (aries_cloudagent.wallet.tests.test_basst. watléalestBasigWallet
attribute), 170 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
test_target_verkey method), 151
(aries_cloudagent.messaging.connections.tests.test. epnnenpion trecdrddastfnrfigi ng ()
attribute), 59 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
test_target_verkey method), 151
(aries_cloudagent.wallet.tests.test_basic_wallet. TeseBasialadket e _value ()
attribute), 170 (aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorc
test_total (aries_cloudagent.messaging.routing.messages.tests.testetioodd, §ti¢ry_response.TestRouteQueryResponse
attribute), 120 test_url_round_trip/()
test_type () (aries_cloudagent.messaging.actionmenu.messages.téstigyeifomdaesuilose Parfomg connections.messages.tests.test_cor
method), 21 method), 36
test_type () (aries_cloudagent.messaging.actionmenu.nessdagey.tesksagstanienuclentMgant. messaging.connections.messages.tests.t
method), 21 attribute), 36
test_type () (aries_cloudagent.messaging.actionmenu.nessdagey.eesksagstanienuclvaqlreselentbsagiteggoennections.messages.tests.t
method), 22 attribute), 37
test_type () (aries_cloudagent.messaging.basicmessageraessagesksesytesribnsitomdesergeriessBgrighdenstegtions. tests.test_conne
method), 32 attribute), 59
test_type () (aries_cloudagent.messaging.connections.messages sastsatgstariesnelintugemitmtéosafen ianitacgiordspagendasts.test_r
method), 36 attribute), 119
test_type () (aries_cloudagent.messaging.connections.ressiges seskstystariennetsialugequestsfagiigmoedingikeqsweges.tests.test_r
method), 37 attribute), 120
test_type () (aries_cloudagent.messaging.connections.messiges ¢eskstystariennelsinlugespmesadgm@onnteigonRespgasseests.test _r
method), 37 attribute), 120
test_type () (aries_cloudagent.messaging.discovery.messages.tosts testy disebsselasdRgerioneessaging. routing. messages.tests.test_r
method), 91 attribute), 121
test_type () (aries_cloudagent.messaging.discovery.messages.tosts: kesty qarios Tebo@degynt. wallet.tests.test_basic_wallet. TestBasic’
method), 91 attribute), 170
test_type () (aries_cloudagent.messaging.introduction.imessugasYestsotesti foarvqid_invitation. TestForwardInvitation
method), 96 (aries_cloudagent.messaging.connections.tests.test_diddoc.TestD
test_type () (aries_cloudagent.messaging.introduction.messages. tegtshtugy, divitation. TestInvitation
method), 96 test_webhook () (aries_cloudagent.admin.tests.test_admin_server. Test:
test_type () (aries_cloudagent.messaging.introduction.messages. tegtshtagy, tnvitation_request. TestInvitationRequest
method), 97 test_websocket () (aries_cloudagent.admin.tests.test_admin_server. T
test_type () (aries_cloudagent.messaging.routing.messages.tests.tagthfedyyard. TestForward
method), 119 TestAdminServerApp (class in

test_type () (aries_cloudagent.messaging.routing.messages.tests. tesiesroriteydugent. setnistdast Rt e@meny Rexpeayy,
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1 TestConnectionInvitationSchema (class in
TestAdminServerWebhook (class in aries_cloudagent.messaging.connections.messages.tests.test_cons
aries_cloudagent.admin.tests.test_admin_server), 36
2 TestConnectionRecord (class in
TestAgentMessage (class in aries_cloudagent.messaging.connections.tests.test_connection_re
aries_cloudagent.messaging.tests.test_agent_message), 59
134 TestConnectionRequest (class in
TestAgentMessage.BadImplementationClass aries_cloudagent.messaging.connections.messages.tests.test_coni
(class in aries_cloudagent.messaging.tests.test_agent_messdye),
134 TestConnectionRequestSchema (class in
TestBasicCache (class in aries_cloudagent.messaging.connections.messages.tests.test_coni
aries_cloudagent.cache.tests.test_basic_cache), 37
5 TestConnectionResponse (class in
TestBasicMessage (class in aries_cloudagent.messaging.connections.messages.tests.test_coni
aries_cloudagent.messaging.basicmessage.messages.tests.te3f_basic_message),
32 TestConnectionResponseSchema (class in
TestBasicMessageSchema (class in aries_cloudagent.messaging.connections.messages.tests.test_coni
aries_cloudagent.messaging.basicmessage.messages.tests.te3fl_basic_message),
32 TestDecoratorSet (class in
TestBasicQueue (class in aries_cloudagent.messaging.decorators.tests.test_decorator_set),
aries_cloudagent.transport.outbound.queue.tests.test_basic &lueue),
163 TestDIDDoc (class in
TestBasicStorage (class in aries_cloudagent.messaging.connections.tests.test_diddoc),
aries_cloudagent.storage.tests.test_basic_storage), 60
150 TestDisclose (class in
TestBasicWallet (class in aries_cloudagent.messaging.discovery.messages.tests.test_disclos
aries_cloudagent.wallet.tests.test_basic_wallet), 91
169 TestDiscloseSchema (class in
TestConductor (class in aries_cloudagent.messaging.discovery.messages.tests.test_disclos
aries_cloudagent.tests.test_conductor), 159 91
TestConfig (class in TestForward (class in
aries_cloudagent.messaging.actionmenu.messages.tests.testamesnuloudagent.messaging.routing.messages.tests.test_forward)
21 118
TestConfig (class in TestForwardInvitation (class in
aries_cloudagent.messaging.connections.messages.tests.testarviesnetsicdugeqroestysaging.introduction.messages.tests.test_fory
36 95
TestConfig (class in TestForwardInvitationSchema (class in
aries_cloudagent.messaging.connections.messages.tests.testariesnetsicdugesporessyging. introduction.messages.tests.test_fory
37 96
TestConfig (class in TestForwardSchema (class in
aries_cloudagent.messaging.connections.tests.test_connectianiaeadvdijagent. messaging.routing. messages.tests.test_forward)
59 119
TestConfig (class in TestHttpTransport (class in
aries_cloudagent.messaging.introduction.messages.tests.testufieswaledngiatitnaysport.inbound.tests.test_http_transport),
95 160
TestConfig (class in TestHttpTransport (class in
aries_cloudagent.messaging.introduction.messages.tests.testniesitatimdggent.transport.outbound.tests.test_http_transport),
96 165
TestConfig (class in TestInboundTransportManager (class in
aries_cloudagent.messaging.introduction.messages.tests.tesuniesitatiodagentetitynsport.inbound.tests.test_manager),
97 160
TestConnectionInvitation (class in TestInjectionContext (class in
aries_cloudagent.messaging.connections.messages.tests.testariesnebsiaiugenitaviong,tests.test_injection_context),
36 6
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TestInjector (class in TestRouteQueryRequestSchema (class in

aries_cloudagent.config.tests.test_injector), 7 aries_cloudagent.messaging.routing.messages.tests.test_route_qu
TestInvitation (class in 119

aries_cloudagent.messaging.introduction.message¥ gestRestt mQitaioyiRe que st Schema (class in

96 aries_cloudagent.messaging.routing. messages.tests.test_route_up
TestInvitationRequest (class in 120

aries_cloudagent.messaging.introduction.messagé¥ ¢estsRest L@t ioyResquesty; Schema (class in

97 aries_cloudagent.messaging.routing.messages.tests.test_route_up
TestInvitationRequestSchema (class in 120

aries_cloudagent.messaging.introduction.messagés ¢estRostt mQita ioyR eegpest); e (class in

97 aries_cloudagent.messaging.routing.messages.tests.test_route_qu
TestInvitationSchema (class in 119

aries_cloudagent.messaging.introduction.messagel ¢estsResttminetiopRe sponseSchema  (class  in

96 aries_cloudagent.messaging.routing.messages.tests.test_route_qu
TestMenu (class in aries_cloudagent.messaging.actionmenu.messagéffests.test_menu),

21 TestRouteUpdateRequest (class in
TestMenuRequest (class in aries_cloudagent.messaging.routing.messages.tests.test_route_up

aries_cloudagent.messaging.actionmenu.messages.tests.test1ifénu_request),

21 TestRouteUpdateResponse (class in
TestOutboundTransportManager (class in aries_cloudagent.messaging.routing. messages.tests.test_route_up

aries_cloudagent.transport.outbound.tests.test_manager), 120

165 TestRoutingManager (class in
TestPerform (class in aries_cloudagent.messaging.routing.tests.test_routing_manager),

aries_cloudagent.messaging.actionmenu.messages.tests.perfoytn_test),

20 TestSettings (class in
TestPing (class in aries_cloudagent.messaging.trustping.messages.tasgstadipurdagepingfig.tests.test_settings),

136 7
TestPingResponse (class in TestStats (class in aries_cloudagent.tests.test_stats),

aries_cloudagent.messaging.trustping.messages.tests.test_tri5f ping_reponse),

137 TestStorageRecord (class in
TestPingResponseSchema (class in aries_cloudagent.storage.tests.test_storage_record),

aries_cloudagent.messaging.trustping.messages.tests.test_tri5i_ping_reponse),

137 TestTaskProcessor (class in
TestPingSchema (class in aries_cloudagent.tests.test_task_processor),

aries_cloudagent.messaging.trustping.messages.tests.test_tri5f ping),

136 TestThreadDecorator (class in
TestProtocolRegistry (class in aries_cloudagent.messaging.decorators.tests.test_thread_decorat

aries_cloudagent.messaging.tests.test_protocol_registry), 81

134 TestUtils (class in
TestQuery (class in aries_cloudagent.messaging.tests.test_utils),

aries_cloudagent.messaging.discovery.messages.tests.test_qliépy),

91 TestWsTransport (class in
TestQueryHandler (class in aries_cloudagent.transport.inbound.tests.test_ws_transport),

aries_cloudagent.messaging.discovery.handlers.tests.test_quéty_handler),

90 TestWsTransport (class in
TestQuerySchema (class in aries_cloudagent.transport.outbound.tests.test_ws_transport),

aries_cloudagent.messaging.discovery.messages.tests.test_qliepy),

91 their_did (aries_cloudagent.messaging.connections.models.connection,
TestQueryUpdateHandlers (class in attribute), 57

aries_cloudagent.messaging.routing.handlers.tests testi quety drdies_hbodlageyt.wallet.base. Pairwiselnfo

117 attribute), 175
TestRouteQueryRequest (class in their_label (aries_cloudagent.messaging.connections.models.connecti

aries_cloudagent.messaging.routing. messages.tests.test_routdtijhuts). r'equest),

119 their_role (aries_cloudagent.messaging.connections.models.connectio
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attribute), 57 title (aries_cloudagent.messaging.actionmenu.routes.MenuJsonSchema
their_verkey (aries_cloudagent.wallet.base.Pairwiselnfo attribute), 30
attribute), 175 to (aries_cloudagent.messaging.routing. messages.forward. ForwardSchemc
thid (aries_cloudagent.messaging.decorators.thread_decorator. Threatfbleutaytbr |
attribute), 86 to (aries_cloudagent.messaging.routing. messages.tests.test_forward. TestFt
thid (aries_cloudagent.messaging.decorators.thread_decorator. ThreaidtlentayytotSchema
attribute), 87 to_dict () (aries_cloudagent.messaging.connections.models.diddoc. Pub
thread_id (aries_cloudagent.messaging.credentials.models.credentivlthexthditge. Credential ExchangeSchema
attribute), 74 to_dict () (aries_cloudagent.messaging.connections.models.diddoc.pub.
thread_id (aries_cloudagent.messaging.decorators.tests.test_threadedeedyatdr. TestThreadDecorator
attribute), 81 to_dict () (aries_cloudagent.messaging.connections.models.diddoc.Ser
thread_id (aries_cloudagent.messaging.message_delivery.Messageldehodyy46
attribute), 144 to_dict () (aries_cloudagent.messaging.connections.models.diddoc.serv
thread_id (aries_cloudagent.messaging.presentations.models.presemeditinl), éXrhange. PresentationExchangeSchema
attribute), 110 to_dict () (aries_cloudagent.messaging.decorators.base.BaseDecorator
ThreadDecorator (class in method), 82
aries_cloudagent.messaging.decorators.thread_decoraiedn () (aries_cloudagent.messaging.connections.models.diddoc.DIL
85 method), 44
ThreadDecorator.Meta (class in to_json () (aries_cloudagent.messaging.connections.models.diddoc.didc
aries_cloudagent.messaging.decorators.thread_decorator), method), 47
86 to_json () (aries_cloudagent.messaging.models.base.BaseModel
ThreadDecoratorSchema (class in method), 103
aries_cloudagent.messaging.decorators.thread_decoratar),() (aries_cloudagent.messaging.connections.messages.connectior
86 method), 39
ThreadDecoratorSchema.Meta (class in topic_filter (aries_cloudagent.admin.server. WebhookTarget
aries_cloudagent.messaging.decorators.thread_decorator), attribute), 4
86 total (aries_cloudagent.messaging.routing. models.paginated. PaginatedS.
time_noticed (aries_cloudagent.messaging.problem_report.messagtrinabjetiReportSchema
attribute), 116 tracking_uri (aries_cloudagent.messaging.problem_report.message.Pi
time_now () (in module attribute), 116
aries_cloudagent.messaging.util), 150 transport_type (aries_cloudagent. messaging.message_delivery.Messc
Timer (class in aries_cloudagent.stats), 193 attribute), 144
timer () (aries_cloudagent.stats.Collector method), TransportDecorator (class in
193 aries_cloudagent.messaging.decorators.transport_decorator),
TimingDecorator (class in 89
aries_cloudagent.messaging.decorators.timing_deétoemt@portDecorator.Meta (class in
87 aries_cloudagent.messaging.decorators.transport_decorator),
TimingDecorator.Meta (class in 89
aries_cloudagent.messaging.decorators.timing_deCort@ortDecoratorSchema (class in
88 aries_cloudagent.messaging.decorators.transport_decorator),
TimingDecoratorSchema (class in 89
aries_cloudagent.messaging.decorators.timing_deter@)ortDecoratorSchema.Meta (class in
88 aries_cloudagent.messaging.decorators.transport_decorator),
TimingDecoratorSchema.Meta (class in 89
aries_cloudagent.messaging.decorators.timing_decyratarjes_cloudagent.wallet.crypto. PackRecipientsSchema
88 attribute), 180
title (aries_cloudagent.messaging.actionmenu.messages.mepe MetasScdlendngent. messaging.connections.models.diddoc. PublicKey
attribute), 22 attribute), 45
title (aries_cloudagent.messaging.actionmenu.models.méxspp fotarikbeldodmbiottemessaging.connections.models.diddoc.publickey. P
attribute), 25 attribute), 49
title (aries_cloudagent.messaging.actionmenu.models.méxspofotarignicdoubltegurfonesSagingSchanections.models.diddoc.Service
attribute), 27 attribute), 46
title (aries_cloudagent.messaging.actionmenu.models.mérspp efftivieMelmdpgemSetessuging.connections.models.diddoc.service.Ser
attribute), 28 attribute), 50
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type (aries_cloudagent.wallet.base.BaseWallet at- updated_activity ()

tribute), 174 (aries_cloudagent.messaging.connections.models.connection_rec

TYPE_ED25519SHA512 method), 56
(aries_cloudagent.messaging.decorators.signatureidéedreatr. dtghatiaeRéondageant. messaging.routing. models.route_record.k
attribute), 84 attribute), 128

type_filter (aries_cloudagent.storage.base.BaseStorageRéeovdSetaries_cloudagent.messaging.routing. messages.route_update_re
attribute), 153 attribute), 124

U Vv

unknown_type_message validate_fields ()
(aries_cloudagent.messaging.tests.test_protocol_registry. TeStRtosocidRdggeny.messaging.connections.messages.connection_i
attribute), 135 method), 39

unpack_message () (aries_cloudagent.wallet.base.BaseWallatdate_seed () (in module
method), 174 aries_cloudagent.wallet.crypto), 182

unpack_message () (aries_cloudagent.wallet.basic. BasieWallet (aries_cloudagent.messaging.connections.models.diddoc. PublicKe)
method), 178 attribute), 45

unpack_message () (aries_cloudagent.wallet.indy.IndyWealet e (aries_cloudagent.messaging.connections.models.diddoc.publickey.
method), 187 attribute), 49

update_activity_meta () value (aries_cloudagent.messaging.decorators.tests.test_decorator_set.Si
(aries_cloudagent.messaging.connections.models.connectionttrébate) ConnectionRecord
method), 56 value (aries_cloudagent.messaging.tests.test_agent_message.SignedAgen

update_endpoint_for_did() attribute), 134
(aries_cloudagent.ledger.base.BaseLedger ver_type (aries_cloudagent.messaging.connections.models.diddoc.Linke
method), 16 attribute), 44

update_endpoint_for_did() ver_type (aries_cloudagent.messaging.connections.models.diddoc.publi
(aries_cloudagent.ledger.indy.IndyLedger attribute), 48
method), 18 ver_type (aries_cloudagent.messaging.connections.models.diddoc.publi

update_inbound () (aries_cloudagent.messaging.connections.mantigdntonréctionManager
method), 63 ver_type (aries_cloudagent.messaging.connections.models.diddoc.Publi

update_record_tags () attribute), 45
(aries_cloudagent.storage.base.BaseStorage verified (aries_cloudagent.messaging.presentations.models.presentatioi
method), 152 attribute), 110

update_record_tags () verify () (aries_cloudagent.messaging.decorators.signature_decorator.S
(aries_cloudagent.storage.basic.BasicStorage method), 85
method), 154 verify_message () (aries_cloudagent.wallet.base.BaseWallet

update_record_tags () method), 174
(aries_cloudagent.storage.indy.IndyStorage verify_message () (aries_cloudagent.wallet.basic.BasicWallet
method), 157 method), 178

update_record_value () verify_message () (aries_cloudagent.wallet.indy.IndyWallet
(aries_cloudagent.storage.base.BaseStorage method), 188
method), 152 verify_presentation ()

update_record_value () (aries_cloudagent.messaging.presentations.manager. Presentation
(aries_cloudagent.storage.basic.BasicStorage method), 111
method), 154 verify_ presentation ()

update_record_value () (aries_cloudagent.verifier.indy.IndyVerifier
(aries_cloudagent.storage.indy.IndyStorage method), 169
method), 157 verify_signatures ()

update_routes () (aries_cloudagent.messaging.routing.manager.Ruiemn ghbadagent. messaging.agent_message.AgentMessage
method), 131 method), 140

update_settings () verify_signed_field()
(aries_cloudagent.config.injection_context.InjectionContext(aries_cloudagent.messaging.agent_message.AgentMessage
method), 10 method), 140

updated (aries_cloudagent.messaging.routing.messages.rougea: update i xgspponsmRemte Ypdate Resp bitseSchemadule
attribute), 125 aries_cloudagent.wallet.crypto), 183
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verkey (aries_cloudagent.wallet.base.DIDInfo  at- wrap_coro () (aries_cloudagent.stats.Collector
tribute), 174 method), 193

verkey  (aries_cloudagent.wallet.base.Keylnfo  at- wrap_=fn () (aries_cloudagent.stats.Collector method),
tribute), 175 193

version (aries_cloudagent.messaging.presentations.routesl EfasemtatianiequestRequestScletuss in
attribute), 112 aries_cloudagent.transport.inbound.ws),

163

W WsTransport (class in

wait_done () (aries_cloudagent.task_processor.TaskProcessor ~ aries_cloudagent.transport.outbound.ws),
method), 194 168

wait_ready () (aries_cloudagent.task_processor.TaskProcessor
method), 194

wait_until_time (aries_cloudagent.messaging.decorators.timing_decorator. TimingDecoratorSchema
attribute), 89

wallet (aries_cloudagent.storage.indy.IndyStorage at-
tribute), 157

wallet () (in module
aries_cloudagent.wallet.tests.test_basic_wallet),
170

wallet () (in module
aries_cloudagent.wallet.tests.test_indy_wallet),
170

WALLET_TYPE (aries_cloudagent.wallet.base.BaseWallet
attribute), 171

WALLET_TYPE (aries_cloudagent.wallet.basic. BasicWallet
attribute), 175

WALLET_TYPE (aries_cloudagent.wallet.indy.IndyWallet
attribute), 183

WALLET_TYPES (aries_cloudagent.wallet.provider. WalletProvider
attribute), 188

WalletDuplicateError, 183

WalletError, 183

WalletNotFoundError, 183

WalletProvider (class in
aries_cloudagent.wallet.provider), 188

WEBHOOK_TOPIC (aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord
attribute), 54

WEBHOOK_TOPIC (aries_cloudagent.messaging.credentials.models.credential_exchange.Credential Exchange
attribute), 73

WEBHOOK_TOP IC (aries_cloudagent.messaging.presentations.models.presentation_exchange. PresentationExchange
attribute), 109

WEBHOOK_TOPIC_ACTIVITY
(aries_cloudagent.messaging.connections.models.connection_record. ConnectionRecord
attribute), 54

WebhookTarget (class in
aries_cloudagent.admin.server), 4

websocket_handler ()
(aries_cloudagent.admin.server.AdminServer
method), 4

where (aries_cloudagent.messaging.problem_report.message. ProblemReportSchema
attribute), 116

who_retries (aries_cloudagent.messaging.problem_report.message.ProblemReportSchema
attribute), 116

wrap () (aries_cloudagent.stats.Collector method), 193
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