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aries_cloudagent.classloader module

The classloader provides utilties to dynamically load classes and modules.


	
class aries_cloudagent.classloader.ClassLoader(base_path, super_class)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class used to load classes from modules dynamically.


	
load(module_path, load_relative=False)

	Load module by module path.


	Parameters

	
	module_path – Dotted path to module


	load_relative – Should the method check in the


	base path for relative import (configured) – 






	Returns

	The loaded class



	Raises

	
	ModuleLoadError – If there is an error loading the class


	ClassNotFoundError – If there is no class to load at specified path













	
classmethod load_class(class_name: str, default_module: str = None)

	Resolve a complete class path (ie. typing.Dict) to the class itself.


	Parameters

	
	class_name – Class name


	default_module – (Default value = None)






	Returns

	The resolved class



	Raises

	
	ClassNotFoundError – If the class could not be resolved at path


	ModuleLoadError – If there was an error loading the module













	
classmethod load_module(mod_path: str, default_module: str = None)

	Resolve a complete class path (ie. typing.Dict) to the class itself.


	Parameters

	
	class_name – Class name


	default_module – (Default value = None)






	Returns

	The resolved class



	Raises

	
	ClassNotFoundError – If the class could not be resolved at path


	ModuleLoadError – If there was an error loading the module

















	
exception aries_cloudagent.classloader.ClassNotFoundError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Class not found error.






	
exception aries_cloudagent.classloader.ModuleLoadError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Module load error.








aries_cloudagent.conductor module

The Conductor.

The conductor is responsible for coordinating messages that are received
over the network, communicating with the ledger, passing messages to handlers,
instantiating concrete implementations of required modules and storing data in the
wallet.


	
class aries_cloudagent.conductor.Conductor(context_builder: aries_cloudagent.config.base_context.ContextBuilder)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Conductor class.

Class responsible for initializing concrete implementations
of our require interfaces and routing inbound and outbound message data.


	
inbound_message_router(message_body: Union[str, bytes], transport_type: str = None, socket_id: str = None, single_response: _asyncio.Future = None) → _asyncio.Future

	Route inbound messages.


	Parameters

	
	message_body – Body of the incoming message


	transport_type – Type of transport this message came from


	socket_id – The identifier of the incoming socket connection


	single_response – A future to contain the first direct response message













	
outbound_message_router(message: aries_cloudagent.messaging.outbound_message.OutboundMessage, context: aries_cloudagent.config.injection_context.InjectionContext = None) → None

	Route an outbound message.


	Parameters

	
	message – An outbound message to be sent


	context – Optional request context













	
prepare_outbound_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage, context: aries_cloudagent.config.injection_context.InjectionContext = None)

	Prepare a response message for transmission.


	Parameters

	
	message – An outbound message to be sent


	context – Optional request context













	
register_socket(*, handler: Coroutine[T_co, T_contra, V_co] = None, single_response: _asyncio.Future = None) → aries_cloudagent.messaging.socket.SocketRef

	Register a new duplex connection.






	
setup()

	Initialize the global request context.






	
start() → None

	Start the agent.






	
stop(timeout=0.1)

	Stop the agent.












aries_cloudagent.defaults module

Sane defaults for known message definitions.


	
aries_cloudagent.defaults.default_protocol_registry() → aries_cloudagent.messaging.protocol_registry.ProtocolRegistry

	Protocol registry for default message types.








aries_cloudagent.dispatcher module

The Dispatcher.

The dispatcher is responsible for coordinating data flow between handlers, providing
lifecycle hook callbacks storing state for message threads, etc.


	
class aries_cloudagent.dispatcher.Dispatcher(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Dispatcher class.

Class responsible for dispatching messages to message handlers and responding
to other agents.


	
dispatch(parsed_msg: dict, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery, connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, send: Coroutine[T_co, T_contra, V_co]) → _asyncio.Future

	Configure responder and dispatch message context to message handler.


	Parameters

	
	parsed_msg – The parsed message body


	delivery – The incoming message delivery metadata


	connection – The related connection record, if any


	send – Function to send outbound messages






	Returns

	The response from the handler










	
make_message(parsed_msg: dict) → aries_cloudagent.messaging.agent_message.AgentMessage

	Deserialize a message dict into the appropriate message instance.

Given a dict describing a message, this method
returns an instance of the related message class.


	Parameters

	parsed_msg – The parsed message



	Returns

	An instance of the corresponding message class for this message



	Raises

	
	MessageParseError – If the message doesn’t specify @type


	MessageParseError – If there is no message class registered to handle


	the given type

















	
class aries_cloudagent.dispatcher.DispatcherResponder(send: Coroutine[T_co, T_contra, V_co], context: aries_cloudagent.messaging.request_context.RequestContext, **kwargs)

	Bases: aries_cloudagent.messaging.responder.BaseResponder

Handle outgoing messages from message handlers.


	
create_outbound(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], **kwargs) → aries_cloudagent.messaging.outbound_message.OutboundMessage

	Create an OutboundMessage from a message body.






	
send_outbound(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Send outbound message.


	Parameters

	message – The OutboundMessage to be sent










	
send_webhook(topic: str, payload: dict)

	Dispatch a webhook.


	Parameters

	
	topic – the webhook topic identifier


	payload – the webhook payload value



















aries_cloudagent.error module

Common exception classes.


	
exception aries_cloudagent.error.BaseError(*args, error_code: str = None, **kwargs)

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Generic exception class which other exceptions should inherit from.


	
error_code = None

	




	
message

	Accessor for the error message.










	
exception aries_cloudagent.error.StartupError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Error raised when there is a problem starting the conductor.








aries_cloudagent.postgres module

Utility for loading Postgres wallet plug-in.


	
aries_cloudagent.postgres.file_ext()

	Determine file extension based on platform.






	
aries_cloudagent.postgres.load_postgres_plugin()

	Load postgres dll and configure postgres wallet.








aries_cloudagent.stats module

Classes for tracking performance and timing.


	
class aries_cloudagent.stats.Collector(enabled: bool = True)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Collector for a set of statistics.


	
enabled

	Accessor for the collector’s enabled property.






	
extract(groups: Sequence[str] = None) → dict

	Extract statistics for a specific set of groups.






	
log(name: str, duration: float)

	Log an entry in the statistics if the collector is enabled.






	
mark(*names)

	Make a custom decorator function for adding to the set of groups.






	
reset()

	Reset the collector’s statistics.






	
results

	Accessor for the current set of collected statistics.






	
timer(*groups)

	Create a new timer attached to this collector.






	
wrap(obj, prop_name: Union[str, Sequence[str]], groups: Sequence[str] = None, *, ignore_missing: bool = False)

	Wrap a method on a class or class instance.






	
wrap_coro(fn, groups: Sequence[str])

	Wrap a coroutine instance to collect timing statistics on execution.






	
wrap_fn(fn, groups: Sequence[str])

	Wrap a function instance to collect timing statistics on execution.










	
class aries_cloudagent.stats.Stats

	Bases: object [https://docs.python.org/3/library/functions.html#object]

A collection of statistics.


	
extract(names: Sequence[str] = None) → dict

	Summarize the stats in a dictionary.






	
log(name: str, duration: float)

	Log an entry in the stats.










	
class aries_cloudagent.stats.Timer(collector: aries_cloudagent.stats.Collector, groups: Sequence[str])

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Timer instance for a running task.


	
classmethod now()

	Fetch a standard timer value.












aries_cloudagent.task_processor module

Classes for managing a limited set of concurrent tasks.


	
class aries_cloudagent.task_processor.PendingTask(ident, fn: Callable[[PendingTask], Awaitable[T_co]], retries: int = None, retry_delay: float = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for tracking pending tasks.


	
cancel()

	Cancel the running task.






	
done()

	Check if the task is done.






	
exception()

	Get the exception raised by the task, if any.






	
result()

	Get the result of the task.










	
class aries_cloudagent.task_processor.TaskProcessor(*, max_pending: int = 10)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for managing a limited set of concurrent tasks.


	
done()

	Check if the processor has any pending tasks.






	
ready()

	Check if the processor is ready.






	
run_retry(fn: Callable[[aries_cloudagent.task_processor.PendingTask], Awaitable[T_co]], *, ident=None, retries: int = 5, retry_delay: float = 10.0, when_ready: bool = True) → aries_cloudagent.task_processor.PendingTask

	Process a task and track the result.






	
run_task(task: Awaitable[T_co], *, ident=None, when_ready: bool = True) → aries_cloudagent.task_processor.PendingTask

	Run a single coroutine with no retries.






	
wait_done()

	Wait for all pending tasks to complete.






	
wait_ready()

	Wait for the processor to be ready for more tasks.










	
aries_cloudagent.task_processor.delay_task(delay: float, task: Awaitable[T_co])

	Wait a given amount of time before executing an awaitable.








aries_cloudagent.version module

Library version information.







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.admin package


Subpackages



	aries_cloudagent.admin.tests package
	Submodules

	aries_cloudagent.admin.tests.test_admin_server module












Submodules




aries_cloudagent.admin.base_server module

Abstract admin server interface.


	
class aries_cloudagent.admin.base_server.BaseAdminServer

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Admin HTTP server class.


	
add_webhook_target(target_url: str, topic_filter: Sequence[str] = None, retries: int = None)

	Add a webhook target.






	
remove_webhook_target(target_url: str)

	Remove a webhook target.






	
send_webhook(topic: str, payload: dict)

	Add a webhook to the queue, to send to all registered targets.






	
start() → None

	Start the webserver.


	Raises

	AdminSetupError – If there was an error starting the webserver










	
stop() → None

	Stop the webserver.












aries_cloudagent.admin.error module

Admin error classes.


	
exception aries_cloudagent.admin.error.AdminError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base class for Admin-related errors.






	
exception aries_cloudagent.admin.error.AdminSetupError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.admin.error.AdminError

Admin server setup or configuration error.








aries_cloudagent.admin.routes module

Register default routes.


	
aries_cloudagent.admin.routes.register_module_routes(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84864ef0>)

	Register default routes with the webserver.

Eventually this should use dynamic registration based on the
currently-selected message families.








aries_cloudagent.admin.server module

Admin server classes.


	
class aries_cloudagent.admin.server.AdminModulesSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Schema for the modules endpoint.


	
result

	Used by autodoc_mock_imports.










	
class aries_cloudagent.admin.server.AdminResponder(send: Coroutine[T_co, T_contra, V_co], webhook: Coroutine[T_co, T_contra, V_co], **kwargs)

	Bases: aries_cloudagent.messaging.responder.BaseResponder

Handle outgoing messages from message handlers.


	
send_outbound(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Send outbound message.


	Parameters

	message – The OutboundMessage to be sent










	
send_webhook(topic: str, payload: dict)

	Dispatch a webhook.


	Parameters

	
	topic – the webhook topic identifier


	payload – the webhook payload value

















	
class aries_cloudagent.admin.server.AdminServer(host: str, port: int, context: aries_cloudagent.config.injection_context.InjectionContext, outbound_message_router: Coroutine[T_co, T_contra, V_co])

	Bases: aries_cloudagent.admin.base_server.BaseAdminServer

Admin HTTP server class.


	
add_webhook_target(target_url: str, topic_filter: Sequence[str] = None, retries: int = None)

	Add a webhook target.






	
complete_webhooks()

	Wait for all pending webhooks to be dispatched, used in testing.






	
make_application() → <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>

	Get the aiohttp application instance.






	
modules_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>)

	Request handler for the loaded modules list.


	Parameters

	request – aiohttp request object



	Returns

	The module list response










	
on_startup(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>)

	Perform webserver startup actions.






	
redirect_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>)

	Perform redirect to documentation.






	
remove_webhook_target(target_url: str)

	Remove a webhook target.






	
send_webhook(topic: str, payload: dict)

	Add a webhook to the queue, to send to all registered targets.






	
start() → None

	Start the webserver.


	Raises

	AdminSetupError – If there was an error starting the webserver










	
status_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>)

	Request handler for the server status information.


	Parameters

	request – aiohttp request object



	Returns

	The web response










	
status_reset_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a849a62e8>)

	Request handler for resetting the timing statistics.


	Parameters

	request – aiohttp request object



	Returns

	The web response










	
stop() → None

	Stop the webserver.






	
websocket_handler(request)

	Send notifications to admin client over websocket.










	
class aries_cloudagent.admin.server.AdminStatusSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Schema for the status endpoint.






	
class aries_cloudagent.admin.server.WebhookTarget(endpoint: str, topic_filter: Sequence[str] = None, retries: int = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for managing webhook target information.


	
topic_filter

	Accessor for the target’s topic filter.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.admin.tests package


Submodules




aries_cloudagent.admin.tests.test_admin_server module


	
class aries_cloudagent.admin.tests.test_admin_server.TestAdminServerApp(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
get_admin_server() → aries_cloudagent.admin.server.AdminServer

	




	
get_application()

	Override the get_app method to return your application.






	
outbound_message_router(*args)

	




	
test_index()

	




	
test_start_bad_settings()

	




	
test_start_stop()

	




	
test_status()

	




	
test_swagger()

	




	
test_websocket()

	








	
class aries_cloudagent.admin.tests.test_admin_server.TestAdminServerWebhook(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
get_admin_server() → aries_cloudagent.admin.server.AdminServer

	




	
get_application()

	Override the get_app method to return your application.






	
outbound_message_router(*args)

	




	
receive_hook(request)

	




	
setUpAsync()

	




	
test_webhook()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.cache package


Subpackages



	aries_cloudagent.cache.tests package
	Submodules

	aries_cloudagent.cache.tests.test_basic_cache module












Submodules




aries_cloudagent.cache.base module

Abstract base classes for cache.


	
class aries_cloudagent.cache.base.BaseCache

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract cache interface.


	
clear(key: str)

	Remove an item from the cache, if present.


	Parameters

	key – the key to remove










	
flush()

	Remove all items from the cache.






	
get(key: str)

	Get an item from the cache.


	Parameters

	key – the key to retrieve an item for



	Returns

	The record found or None










	
set(key: str, value: Any, ttl: int)

	Add an item to the cache with an optional ttl.


	Parameters

	
	key – the key to set an item for


	value – the value to store in the cache


	ttl – number of second that the record should persist



















aries_cloudagent.cache.basic module

Basic in-memory cache implementation.


	
class aries_cloudagent.cache.basic.BasicCache

	Bases: aries_cloudagent.cache.base.BaseCache

Basic in-memory cache class.


	
clear(key: str)

	Remove an item from the cache, if present.


	Parameters

	key – the key to remove










	
flush()

	Remove all items from the cache.






	
get(key: str)

	Get an item from the cache.


	Parameters

	key – the key to retrieve an item for



	Returns

	The record found or None










	
set(key: str, value: Any, ttl: int = None)

	Add an item to the cache with an optional ttl.

Overwrites existing cache entries.


	Parameters

	
	key – the key to set an item for


	value – the value to store in the cache


	ttl – number of seconds that the record should persist






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.cache.tests package


Submodules




aries_cloudagent.cache.tests.test_basic_cache module


	
class aries_cloudagent.cache.tests.test_basic_cache.TestBasicCache

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_flush(cache)

	




	
test_get_none(cache)

	




	
test_get_valid(cache)

	




	
test_set_dict(cache)

	




	
test_set_expires(cache)

	




	
test_set_str(cache)

	








	
aries_cloudagent.cache.tests.test_basic_cache.cache()

	









          

      

      

    

  

    
      
          
            
  
aries_cloudagent.config package


Subpackages



	aries_cloudagent.config.tests package
	Submodules

	aries_cloudagent.config.tests.test_injection_context module

	aries_cloudagent.config.tests.test_injector module

	aries_cloudagent.config.tests.test_settings module












Submodules




aries_cloudagent.config.base module

Configuration base classes.


	
class aries_cloudagent.config.base.BaseInjector

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base injector class.


	
copy() → aries_cloudagent.config.base.BaseInjector

	Produce a copy of the injector instance.






	
inject(base_cls: type, settings: Mapping[str, object] = None, *, required: bool = True) → object

	Get the provided instance of a given class identifier.


	Parameters

	
	cls – The base class to retrieve an instance of


	settings – An optional mapping providing configuration to the provider






	Returns

	An instance of the base class, or None














	
class aries_cloudagent.config.base.BaseProvider

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base provider class.


	
provide(settings: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.










	
class aries_cloudagent.config.base.BaseSettings

	Bases: collections.abc.Mapping [https://docs.python.org/3/library/collections.abc.html#collections.abc.Mapping], typing.Generic [https://docs.python.org/3/library/typing.html#typing.Generic]

Base settings class.


	
copy() → aries_cloudagent.config.base.BaseSettings

	Produce a copy of the settings instance.






	
extend(other: Mapping[str, object]) → aries_cloudagent.config.base.BaseSettings

	Merge another mapping to produce a new settings instance.






	
get_bool(*var_names, default=None) → bool

	Fetch a setting as a boolean value.


	Parameters

	
	var_names – A list of variable name alternatives


	default – The default value to return if none are defined













	
get_int(*var_names, default=None) → int

	Fetch a setting as an integer value.


	Parameters

	
	var_names – A list of variable name alternatives


	default – The default value to return if none are defined













	
get_str(*var_names, default=None) → str

	Fetch a setting as a string value.


	Parameters

	
	var_names – A list of variable name alternatives


	default – The default value to return if none are defined













	
get_value(*var_names, default=None)

	Fetch a setting.


	Parameters

	
	var_names – A list of variable name alternatives


	default – The default value to return if none are defined






	Returns

	The setting value, if defined, otherwise the default value














	
exception aries_cloudagent.config.base.ConfigError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

A base exception for all configuration errors.






	
exception aries_cloudagent.config.base.InjectorError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.config.base.ConfigError

The base exception raised by BaseInjector implementations.






	
exception aries_cloudagent.config.base.ProviderError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.config.base.ConfigError

The base exception raised by BaseProvider implementations.






	
exception aries_cloudagent.config.base.SettingsError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.config.base.ConfigError

The base exception raised by BaseSettings implementations.








aries_cloudagent.config.injection_context module

Injection context implementation.


	
class aries_cloudagent.config.injection_context.InjectionContext(*, settings: Mapping[str, object] = None, enforce_typing: bool = True)

	Bases: aries_cloudagent.config.base.BaseInjector

Manager for configuration settings and class providers.


	
ROOT_SCOPE = 'application'

	




	
copy() → aries_cloudagent.config.injection_context.InjectionContext

	Produce a copy of the injector instance.






	
inject(base_cls: type, settings: Mapping[str, object] = None, *, required: bool = True) → object

	Get the provided instance of a given class identifier.


	Parameters

	
	cls – The base class to retrieve an instance of


	settings – An optional mapping providing configuration to the provider






	Returns

	An instance of the base class, or None










	
injector

	Accessor for scope-specific injector.






	
injector_for_scope(scope_name: str) → aries_cloudagent.config.injector.Injector

	Fetch the injector for a specific scope.


	Parameters

	scope_name – The unique scope identifier










	
scope_name

	Accessor for the current scope name.






	
settings

	Accessor for scope-specific settings.






	
start_scope(scope_name: str, settings: Mapping[str, object] = None) → aries_cloudagent.config.injection_context.InjectionContext

	Begin a new named scope.


	Parameters

	
	scope_name – The unique name for the scope being entered


	settings – An optional mapping of additional settings to apply






	Returns

	A new injection context representing the scope










	
update_settings(settings: Mapping[str, object])

	Update the scope with additional settings.










	
exception aries_cloudagent.config.injection_context.InjectionContextError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.config.base.InjectorError

Base class for issues in the injection context.






	
class aries_cloudagent.config.injection_context.Scope(name, injector)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
injector

	Alias for field number 1






	
name

	Alias for field number 0












aries_cloudagent.config.injector module

Standard Injector implementation.


	
class aries_cloudagent.config.injector.Injector(settings: Mapping[str, object] = None, enforce_typing: bool = True)

	Bases: aries_cloudagent.config.base.BaseInjector

Injector implementation with static and dynamic bindings.


	
bind_instance(base_cls: type, instance: object)

	Add a static instance as a class binding.






	
bind_provider(base_cls: type, provider: aries_cloudagent.config.base.BaseProvider, *, cache: bool = False)

	Add a dynamic instance resolver as a class binding.






	
clear_binding(base_cls: type)

	Remove a previously-added binding.






	
copy() → aries_cloudagent.config.base.BaseInjector

	Produce a copy of the injector instance.






	
get_provider(base_cls: type)

	Find the provider associated with a class binding.






	
inject(base_cls: type, settings: Mapping[str, object] = None, *, required: bool = True)

	Get the provided instance of a given class identifier.


	Parameters

	
	cls – The base class to retrieve an instance of


	params – An optional dict providing configuration to the provider






	Returns

	An instance of the base class, or None










	
settings

	Accessor for scope-specific settings.












aries_cloudagent.config.provider module

Service provider implementations.


	
class aries_cloudagent.config.provider.CachedProvider(provider: aries_cloudagent.config.base.BaseProvider)

	Bases: aries_cloudagent.config.base.BaseProvider

Cache the result of another provider.


	
provide(config: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.










	
class aries_cloudagent.config.provider.ClassProvider(instance_cls: Union[str, type], *ctor_args, async_init: str = None, **ctor_kwargs)

	Bases: aries_cloudagent.config.base.BaseProvider

Provider for a particular class.


	
class Inject(base_cls: type)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

A class for passing injected arguments to the constructor.






	
provide(config: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.










	
class aries_cloudagent.config.provider.InstanceProvider(instance)

	Bases: aries_cloudagent.config.base.BaseProvider

Provider for a previously-created instance.


	
provide(config: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.










	
class aries_cloudagent.config.provider.StatsProvider(provider: aries_cloudagent.config.base.BaseProvider, methods: Sequence[str], *, ignore_missing: bool = True)

	Bases: aries_cloudagent.config.base.BaseProvider

Add statistics to the results of another provider.


	
provide(config: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.












aries_cloudagent.config.settings module

Settings implementation.


	
class aries_cloudagent.config.settings.Settings(values: Mapping[str, object] = None)

	Bases: aries_cloudagent.config.base.BaseSettings

Mutable settings implementation.


	
clear_value(var_name: str)

	Remove a setting.


	Parameters

	var_name – The name of the setting










	
copy() → aries_cloudagent.config.base.BaseSettings

	Produce a copy of the settings instance.






	
extend(other: Mapping[str, object]) → aries_cloudagent.config.base.BaseSettings

	Merge another settings instance to produce a new instance.






	
get_value(*var_names, default=None)

	Fetch a setting.


	Parameters

	
	var_names – A list of variable name alternatives


	default – The default value to return if none are defined













	
set_default(var_name: str, value)

	Add a setting if not currently defined.


	Parameters

	
	var_name – The name of the setting


	value – The value to assign













	
set_value(var_name: str, value)

	Add a setting.


	Parameters

	
	var_name – The name of the setting


	value – The value to assign






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.config.tests package


Submodules




aries_cloudagent.config.tests.test_injection_context module


	
class aries_cloudagent.config.tests.test_injection_context.TestInjectionContext(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
setUp()

	




	
test_inject_scope()

	Test a scoped injection.






	
test_inject_simple()

	Test a basic injection.






	
test_settings_init()

	Test settings initialization.






	
test_settings_scope()

	Test scoped settings.






	
test_simple_scope()

	Test scope entrance and exit.












aries_cloudagent.config.tests.test_injector module


	
class aries_cloudagent.config.tests.test_injector.MockInstance(value, **kwargs)

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
open()

	








	
class aries_cloudagent.config.tests.test_injector.MockProvider(value)

	Bases: aries_cloudagent.config.base.BaseProvider


	
provide(settings: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Provide the object instance given a config and injector.










	
class aries_cloudagent.config.tests.test_injector.TestInjector(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
setUp()

	




	
test_bad_provider()

	Test empty and invalid provider results.






	
test_inject_cached()

	Test a provider class injection.






	
test_inject_class()

	Test a provider class injection.






	
test_inject_class_dependency()

	Test a provider class injection with a dependency.






	
test_inject_class_name()

	Test a provider class injection with a named class.






	
test_inject_provider()

	Test a provider injection.






	
test_inject_simple()

	Test a basic injection.






	
test_settings_init()

	Test settings initialization.












aries_cloudagent.config.tests.test_settings module


	
class aries_cloudagent.config.tests.test_settings.TestSettings(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_get_formats()

	Test retrieval with formatting.






	
test_remove()

	Test value removal.






	
test_set_default()

	Test default value.






	
test_settings_init()

	Test settings initialization.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.holder package


Subpackages



	aries_cloudagent.holder.tests package
	Submodules

	aries_cloudagent.holder.tests.test_indy module












Submodules




aries_cloudagent.holder.base module

Base holder class.


	
class aries_cloudagent.holder.base.BaseHolder

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base class for holder.








aries_cloudagent.holder.indy module

Indy issuer implementation.


	
class aries_cloudagent.holder.indy.IndyHolder(wallet)

	Bases: aries_cloudagent.holder.base.BaseHolder

Indy holder class.


	
create_credential_request(credential_offer, credential_definition, did)

	Create a credential offer for the given credential definition id.


	Parameters

	
	credential_offer – The credential offer to create request for


	credential_definition – The credential definition to create an offer for






	Returns

	A credential request










	
create_presentation(presentation_request: dict, requested_credentials: dict, schemas: dict, credential_definitions: dict)

	Get credentials stored in the wallet.


	Parameters

	
	presentation_request – Valid indy format presentation request


	requested_credentials – Indy format requested_credentials


	schemas – Indy formatted schemas_json


	credential_definitions – Indy formatted schemas_json













	
delete_credential(credential_id: str)

	Remove a credential stored in the wallet.


	Parameters

	credential_id – Credential id to remove










	
get_credential(credential_id: str)

	Get a credential stored in the wallet.


	Parameters

	credential_id – Credential id to retrieve










	
get_credentials(start: int, count: int, wql: dict)

	Get credentials stored in the wallet.


	Parameters

	
	start – Starting index


	count – Number of records to return


	wql – wql query dict













	
get_credentials_for_presentation_request_by_referent(presentation_request: dict, referents: Sequence[str], start: int, count: int, extra_query: dict = {})

	Get credentials stored in the wallet.


	Parameters

	
	presentation_request – Valid presentation request from issuer


	referents – Presentation request referents to use to search for creds


	start – Starting index


	count – Maximum number of records to return


	extra_query – wql query dict













	
store_credential(credential_definition, credential_data, credential_request_metadata)

	Store a credential in the wallet.


	Parameters

	
	credential_definition – Credential definition for this credential


	credential_data – Credential data generated by the issuer






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.holder.tests package


Submodules




aries_cloudagent.holder.tests.test_indy module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.issuer package


Submodules




aries_cloudagent.issuer.base module

Ledger issuer class.


	
class aries_cloudagent.issuer.base.BaseIssuer

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base class for issuer.








aries_cloudagent.issuer.indy module

Indy issuer implementation.


	
class aries_cloudagent.issuer.indy.IndyIssuer(wallet)

	Bases: aries_cloudagent.issuer.base.BaseIssuer

Indy issuer class.


	
create_credential(schema, credential_offer, credential_request, credential_values)

	Create a credential.


	Args

	schema: Schema to create credential for
credential_offer: Credential Offer to create credential for
credential_request: Credential request to create credential for
credential_values: Values to go in credential






	Returns

	A tuple of created credential, revocation id










	
create_credential_offer(credential_definition_id)

	Create a credential offer for the given credential definition id.


	Parameters

	credential_definition_id – The credential definition to create an offer for



	Returns

	A credential offer














	
exception aries_cloudagent.issuer.indy.IssuerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Generic issuer error.








aries_cloudagent.issuer.util module

Issuer utils.


	
aries_cloudagent.issuer.util.encode(orig: Any) → str

	Encode a credential value as an int.

Encode credential attribute value, purely stringifying any int32
and leaving numeric int32 strings alone, but mapping any other
input to a stringified 256-bit (but not 32-bit) integer.
Predicates in indy-sdk operate
on int32 values properly only when their encoded values match their raw values.


	Parameters

	orig – original value to encode



	Returns

	encoded value















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.ledger package


Subpackages



	aries_cloudagent.ledger.tests package
	Submodules

	aries_cloudagent.ledger.tests.test_indy module












Submodules




aries_cloudagent.ledger.base module

Ledger base class.


	
class aries_cloudagent.ledger.base.BaseLedger

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base class for ledger.


	
LEDGER_TYPE = None

	




	
did_to_nym(did: str) → str

	Remove the ledger’s DID prefix to produce a nym.






	
get_endpoint_for_did(did: str) → str

	Fetch the endpoint for a ledger DID.


	Parameters

	did – The DID to look up on the ledger or in the cache










	
get_key_for_did(did: str) → str

	Fetch the verkey for a ledger DID.


	Parameters

	did – The DID to look up on the ledger or in the cache










	
nym_to_did(nym: str) → str

	Format a nym with the ledger’s DID prefix.






	
update_endpoint_for_did(did: str, endpoint: str) → bool

	Check and update the endpoint on the ledger.


	Parameters

	
	did – The ledger DID


	endpoint – The endpoint address



















aries_cloudagent.ledger.error module

Ledger related errors.


	
exception aries_cloudagent.ledger.error.BadLedgerRequestError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.ledger.error.LedgerError

The current request cannot proceed.






	
exception aries_cloudagent.ledger.error.ClosedPoolError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.ledger.error.LedgerError

Indy pool is closed.






	
exception aries_cloudagent.ledger.error.LedgerConfigError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.ledger.error.LedgerError

Base class for ledger configuration errors.






	
exception aries_cloudagent.ledger.error.LedgerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base class for ledger errors.






	
exception aries_cloudagent.ledger.error.LedgerTransactionError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.ledger.error.LedgerError

The ledger rejected the transaction.








aries_cloudagent.ledger.indy module

Indy ledger implementation.


	
class aries_cloudagent.ledger.indy.IndyErrorHandler(message: str = None, error_cls: Type[aries_cloudagent.ledger.error.LedgerError] = <class 'aries_cloudagent.ledger.error.LedgerError'>)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Trap IndyError and raise an appropriate LedgerError instead.






	
class aries_cloudagent.ledger.indy.IndyLedger(pool_name: str, wallet: aries_cloudagent.wallet.base.BaseWallet, *, keepalive: int = 0, cache: aries_cloudagent.cache.base.BaseCache = None, cache_duration: int = 600)

	Bases: aries_cloudagent.ledger.base.BaseLedger

Indy ledger class.


	
LEDGER_TYPE = 'indy'

	




	
TAA_ACCEPTED_RECORD_TYPE = 'taa_accepted'

	




	
accept_txn_author_agreement(taa_record: dict, mechanism: str, accept_time: int = None, store: bool = False)

	Save a new record recording the acceptance of the TAA.






	
check_existing_schema(public_did: str, schema_name: str, schema_version: str, attribute_names: Sequence[str]) → str

	Check if a schema has already been published.






	
check_pool_config() → bool

	Check if a pool config has been created.






	
close()

	Close the pool ledger.






	
create_pool_config(genesis_transactions: str, recreate: bool = False)

	Create the pool ledger configuration.






	
fetch_credential_definition(credential_definition_id: str)

	Get a credential definition from the ledger by id.


	Parameters

	credential_definition_id – The schema id of the schema to fetch cred def for










	
fetch_schema(schema_id: str)

	Get schema from ledger.


	Parameters

	schema_id – The schema id to retrieve










	
fetch_txn_author_agreement()

	Fetch the current AML and TAA from the ledger.






	
get_credential_definition(credential_definition_id: str)

	Get a credential definition from the cache if available, otherwise the ledger.


	Parameters

	credential_definition_id – The schema id of the schema to fetch cred def for










	
get_endpoint_for_did(did: str) → str

	Fetch the endpoint for a ledger DID.


	Parameters

	did – The DID to look up on the ledger or in the cache










	
get_indy_storage() → aries_cloudagent.storage.indy.IndyStorage

	Get an IndyStorage instance for the current wallet.






	
get_key_for_did(did: str) → str

	Fetch the verkey for a ledger DID.


	Parameters

	did – The DID to look up on the ledger or in the cache










	
get_latest_txn_author_acceptance()

	Look up the latest TAA acceptance.






	
get_schema(schema_id: str)

	Get a schema from the cache if available, otherwise fetch from the ledger.


	Parameters

	schema_id – The schema id to retrieve










	
get_txn_author_agreement(reload: bool = False)

	Get the current transaction author agreement, fetching it if necessary.






	
nym_to_did(nym: str) → str

	Format a nym with the ledger’s DID prefix.






	
open()

	Open the pool ledger, creating it if necessary.






	
send_credential_definition(schema_id: str, tag: str = 'default')

	Send credential definition to ledger and store relevant key matter in wallet.


	Parameters

	
	schema_id – The schema id of the schema to create cred def for


	tag – Option tag to distinguish multiple credential definitions













	
send_schema(schema_name: str, schema_version: str, attribute_names: Sequence[str])

	Send schema to ledger.


	Parameters

	
	schema_name – The schema name


	schema_version – The schema version


	attribute_names – A list of schema attributes













	
update_endpoint_for_did(did: str, endpoint: str) → bool

	Check and update the endpoint on the ledger.


	Parameters

	
	did – The ledger DID


	endpoint – The endpoint address


	transport_vk – The endpoint transport verkey



















aries_cloudagent.ledger.provider module

Default ledger provider classes.


	
class aries_cloudagent.ledger.provider.LedgerProvider

	Bases: aries_cloudagent.config.base.BaseProvider

Provider for the default ledger implementation.


	
LEDGER_CLASSES = {'indy': 'aries_cloudagent.ledger.indy.IndyLedger'}

	




	
provide(settings: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Create and open the ledger instance.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.ledger.tests package


Submodules




aries_cloudagent.ledger.tests.test_indy module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.logging package


Subpackages



	aries_cloudagent.logging.tests package
	Submodules

	aries_cloudagent.logging.tests.test_init module















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.logging.tests package


Submodules




aries_cloudagent.logging.tests.test_init module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging package


Subpackages



	aries_cloudagent.messaging.actionmenu package
	Subpackages
	aries_cloudagent.messaging.actionmenu.handlers package
	Submodules

	aries_cloudagent.messaging.actionmenu.handlers.menu_handler module

	aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler module

	aries_cloudagent.messaging.actionmenu.handlers.perform_handler module





	aries_cloudagent.messaging.actionmenu.messages package
	Subpackages
	aries_cloudagent.messaging.actionmenu.messages.tests package
	Submodules

	aries_cloudagent.messaging.actionmenu.messages.tests.perform_test module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request module









	Submodules

	aries_cloudagent.messaging.actionmenu.messages.menu module

	aries_cloudagent.messaging.actionmenu.messages.menu_request module

	aries_cloudagent.messaging.actionmenu.messages.perform module





	aries_cloudagent.messaging.actionmenu.models package
	Submodules

	aries_cloudagent.messaging.actionmenu.models.menu_form module

	aries_cloudagent.messaging.actionmenu.models.menu_form_param module

	aries_cloudagent.messaging.actionmenu.models.menu_option module









	Submodules

	aries_cloudagent.messaging.actionmenu.base_service module

	aries_cloudagent.messaging.actionmenu.controller module

	aries_cloudagent.messaging.actionmenu.driver_service module

	aries_cloudagent.messaging.actionmenu.message_types module

	aries_cloudagent.messaging.actionmenu.routes module

	aries_cloudagent.messaging.actionmenu.util module





	aries_cloudagent.messaging.basicmessage package
	Subpackages
	aries_cloudagent.messaging.basicmessage.handlers package
	Submodules

	aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler module





	aries_cloudagent.messaging.basicmessage.messages package
	Subpackages
	aries_cloudagent.messaging.basicmessage.messages.tests package
	Submodules

	aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message module









	Submodules

	aries_cloudagent.messaging.basicmessage.messages.basicmessage module









	Submodules

	aries_cloudagent.messaging.basicmessage.message_types module

	aries_cloudagent.messaging.basicmessage.routes module





	aries_cloudagent.messaging.connections package
	Subpackages
	aries_cloudagent.messaging.connections.handlers package
	Submodules

	aries_cloudagent.messaging.connections.handlers.connection_invitation_handler module

	aries_cloudagent.messaging.connections.handlers.connection_request_handler module

	aries_cloudagent.messaging.connections.handlers.connection_response_handler module





	aries_cloudagent.messaging.connections.messages package
	Subpackages
	aries_cloudagent.messaging.connections.messages.tests package
	Submodules

	aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_request module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_response module









	Submodules

	aries_cloudagent.messaging.connections.messages.connection_invitation module

	aries_cloudagent.messaging.connections.messages.connection_request module

	aries_cloudagent.messaging.connections.messages.connection_response module

	aries_cloudagent.messaging.connections.messages.problem_report module





	aries_cloudagent.messaging.connections.models package
	Subpackages
	aries_cloudagent.messaging.connections.models.diddoc package
	Submodules

	aries_cloudagent.messaging.connections.models.diddoc.diddoc module

	aries_cloudagent.messaging.connections.models.diddoc.publickey module

	aries_cloudagent.messaging.connections.models.diddoc.service module

	aries_cloudagent.messaging.connections.models.diddoc.util module









	Submodules

	aries_cloudagent.messaging.connections.models.connection_detail module

	aries_cloudagent.messaging.connections.models.connection_record module

	aries_cloudagent.messaging.connections.models.connection_target module





	aries_cloudagent.messaging.connections.tests package
	Submodules

	aries_cloudagent.messaging.connections.tests.test_connection_record module

	aries_cloudagent.messaging.connections.tests.test_diddoc module









	Submodules

	aries_cloudagent.messaging.connections.manager module

	aries_cloudagent.messaging.connections.message_types module

	aries_cloudagent.messaging.connections.routes module





	aries_cloudagent.messaging.credential_definitions package
	Submodules

	aries_cloudagent.messaging.credential_definitions.routes module





	aries_cloudagent.messaging.credentials package
	Subpackages
	aries_cloudagent.messaging.credentials.handlers package
	Submodules

	aries_cloudagent.messaging.credentials.handlers.credential_issue_handler module

	aries_cloudagent.messaging.credentials.handlers.credential_offer_handler module

	aries_cloudagent.messaging.credentials.handlers.credential_request_handler module





	aries_cloudagent.messaging.credentials.messages package
	Subpackages
	aries_cloudagent.messaging.credentials.messages.tests package
	Submodules

	aries_cloudagent.messaging.credentials.messages.tests.test_credential module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_offer module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_request module









	Submodules

	aries_cloudagent.messaging.credentials.messages.credential_issue module

	aries_cloudagent.messaging.credentials.messages.credential_offer module

	aries_cloudagent.messaging.credentials.messages.credential_request module





	aries_cloudagent.messaging.credentials.models package
	Submodules

	aries_cloudagent.messaging.credentials.models.credential_exchange module









	Submodules

	aries_cloudagent.messaging.credentials.manager module

	aries_cloudagent.messaging.credentials.message_types module

	aries_cloudagent.messaging.credentials.routes module





	aries_cloudagent.messaging.decorators package
	Subpackages
	aries_cloudagent.messaging.decorators.tests package
	Submodules

	aries_cloudagent.messaging.decorators.tests.test_decorator_set module

	aries_cloudagent.messaging.decorators.tests.test_thread_decorator module









	Submodules

	aries_cloudagent.messaging.decorators.base module

	aries_cloudagent.messaging.decorators.default module

	aries_cloudagent.messaging.decorators.localization_decorator module

	aries_cloudagent.messaging.decorators.signature_decorator module

	aries_cloudagent.messaging.decorators.thread_decorator module

	aries_cloudagent.messaging.decorators.timing_decorator module

	aries_cloudagent.messaging.decorators.transport_decorator module





	aries_cloudagent.messaging.discovery package
	Subpackages
	aries_cloudagent.messaging.discovery.handlers package
	Subpackages
	aries_cloudagent.messaging.discovery.handlers.tests package
	Submodules

	aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler module









	Submodules

	aries_cloudagent.messaging.discovery.handlers.disclose_handler module

	aries_cloudagent.messaging.discovery.handlers.query_handler module





	aries_cloudagent.messaging.discovery.messages package
	Subpackages
	aries_cloudagent.messaging.discovery.messages.tests package
	Submodules

	aries_cloudagent.messaging.discovery.messages.tests.test_disclose module

	aries_cloudagent.messaging.discovery.messages.tests.test_query module









	Submodules

	aries_cloudagent.messaging.discovery.messages.disclose module

	aries_cloudagent.messaging.discovery.messages.query module









	Submodules

	aries_cloudagent.messaging.discovery.message_types module

	aries_cloudagent.messaging.discovery.routes module





	aries_cloudagent.messaging.introduction package
	Subpackages
	aries_cloudagent.messaging.introduction.handlers package
	Submodules

	aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler module

	aries_cloudagent.messaging.introduction.handlers.invitation_handler module

	aries_cloudagent.messaging.introduction.handlers.invitation_request_handler module





	aries_cloudagent.messaging.introduction.messages package
	Subpackages
	aries_cloudagent.messaging.introduction.messages.tests package
	Submodules

	aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request module









	Submodules

	aries_cloudagent.messaging.introduction.messages.forward_invitation module

	aries_cloudagent.messaging.introduction.messages.invitation module

	aries_cloudagent.messaging.introduction.messages.invitation_request module





	aries_cloudagent.messaging.introduction.tests package





	Submodules

	aries_cloudagent.messaging.introduction.base_service module

	aries_cloudagent.messaging.introduction.demo_service module

	aries_cloudagent.messaging.introduction.message_types module

	aries_cloudagent.messaging.introduction.routes module





	aries_cloudagent.messaging.models package
	Submodules

	aries_cloudagent.messaging.models.base module





	aries_cloudagent.messaging.presentations package
	Subpackages
	aries_cloudagent.messaging.presentations.handlers package
	Submodules

	aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler module

	aries_cloudagent.messaging.presentations.handlers.presentation_request_handler module





	aries_cloudagent.messaging.presentations.messages package
	Subpackages
	aries_cloudagent.messaging.presentations.messages.tests package
	Submodules

	aries_cloudagent.messaging.presentations.messages.tests.test_proof module

	aries_cloudagent.messaging.presentations.messages.tests.test_proof_request module









	Submodules

	aries_cloudagent.messaging.presentations.messages.credential_presentation module

	aries_cloudagent.messaging.presentations.messages.presentation_request module





	aries_cloudagent.messaging.presentations.models package
	Submodules

	aries_cloudagent.messaging.presentations.models.presentation_exchange module









	Submodules

	aries_cloudagent.messaging.presentations.manager module

	aries_cloudagent.messaging.presentations.message_types module

	aries_cloudagent.messaging.presentations.routes module





	aries_cloudagent.messaging.problem_report package
	Submodules

	aries_cloudagent.messaging.problem_report.handler module

	aries_cloudagent.messaging.problem_report.message module





	aries_cloudagent.messaging.routing package
	Subpackages
	aries_cloudagent.messaging.routing.handlers package
	Subpackages
	aries_cloudagent.messaging.routing.handlers.tests package
	Submodules

	aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers module









	Submodules

	aries_cloudagent.messaging.routing.handlers.forward_handler module

	aries_cloudagent.messaging.routing.handlers.route_query_request_handler module

	aries_cloudagent.messaging.routing.handlers.route_query_response_handler module

	aries_cloudagent.messaging.routing.handlers.route_update_request_handler module

	aries_cloudagent.messaging.routing.handlers.route_update_response_handler module





	aries_cloudagent.messaging.routing.messages package
	Subpackages
	aries_cloudagent.messaging.routing.messages.tests package
	Submodules

	aries_cloudagent.messaging.routing.messages.tests.test_forward module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_response module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_response module









	Submodules

	aries_cloudagent.messaging.routing.messages.forward module

	aries_cloudagent.messaging.routing.messages.route_query_request module

	aries_cloudagent.messaging.routing.messages.route_query_response module

	aries_cloudagent.messaging.routing.messages.route_update_request module

	aries_cloudagent.messaging.routing.messages.route_update_response module





	aries_cloudagent.messaging.routing.models package
	Submodules

	aries_cloudagent.messaging.routing.models.paginate module

	aries_cloudagent.messaging.routing.models.paginated module

	aries_cloudagent.messaging.routing.models.route_query_result module

	aries_cloudagent.messaging.routing.models.route_record module

	aries_cloudagent.messaging.routing.models.route_update module

	aries_cloudagent.messaging.routing.models.route_updated module





	aries_cloudagent.messaging.routing.tests package
	Submodules

	aries_cloudagent.messaging.routing.tests.test_routing_manager module









	Submodules

	aries_cloudagent.messaging.routing.manager module

	aries_cloudagent.messaging.routing.message_types module





	aries_cloudagent.messaging.schemas package
	Submodules

	aries_cloudagent.messaging.schemas.routes module





	aries_cloudagent.messaging.tests package
	Submodules

	aries_cloudagent.messaging.tests.test_agent_message module

	aries_cloudagent.messaging.tests.test_protocol_registry module

	aries_cloudagent.messaging.tests.test_utils module





	aries_cloudagent.messaging.trustping package
	Subpackages
	aries_cloudagent.messaging.trustping.handlers package
	Submodules

	aries_cloudagent.messaging.trustping.handlers.ping_handler module

	aries_cloudagent.messaging.trustping.handlers.ping_response_handler module





	aries_cloudagent.messaging.trustping.messages package
	Subpackages
	aries_cloudagent.messaging.trustping.messages.tests package
	Submodules

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping module

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse module









	Submodules

	aries_cloudagent.messaging.trustping.messages.ping module

	aries_cloudagent.messaging.trustping.messages.ping_response module









	Submodules

	aries_cloudagent.messaging.trustping.message_types module

	aries_cloudagent.messaging.trustping.routes module












Submodules




aries_cloudagent.messaging.agent_message module

Agent message base class and schema.


	
class aries_cloudagent.messaging.agent_message.AgentMessage(_id: str = None, _decorators: aries_cloudagent.messaging.decorators.base.BaseDecoratorSet = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Agent message base class.


	
Handler

	Accessor for the agent message’s handler class.


	Returns

	Handler class










	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

AgentMessage metadata.


	
handler_class = None

	




	
message_type = None

	




	
schema_class = None

	








	
assign_thread_from(msg: aries_cloudagent.messaging.agent_message.AgentMessage)

	Copy thread information from a previous message.


	Parameters

	msg – The received message containing optional thread information










	
assign_thread_id(thid: str, pthid: str = None)

	Assign a specific thread ID.


	Parameters

	
	thid – The thread identifier


	pthid – The parent thread identifier













	
get_signature(field_name: str) → aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator

	Get the signature for a named field.


	Parameters

	field_name – Field name to get the signature for



	Returns

	A SignatureDecorator for the requested field name










	
set_signature(field_name: str, signature: aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator)

	Add or replace the signature for a named field.


	Parameters

	
	field_name – Field to set signature on


	signature – Signature for the field













	
sign_field(field_name: str, signer_verkey: str, wallet: aries_cloudagent.wallet.base.BaseWallet, timestamp=None) → aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator

	Create and store a signature for a named field.


	Parameters

	
	field_name – Field to sign


	signer_verkey – Verkey of signer


	wallet – Wallet to use for signature


	timestamp – Optional timestamp for signature






	Returns

	A SignatureDecorator for newly created signature



	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If field_name doesn’t exist on this message










	
verify_signatures(wallet: aries_cloudagent.wallet.base.BaseWallet) → bool

	Verify all associated field signatures.


	Parameters

	wallet – Wallet to use in verification



	Returns

	True if all signatures verify, else false










	
verify_signed_field(field_name: str, wallet: aries_cloudagent.wallet.base.BaseWallet, signer_verkey: str = None) → str

	Verify a specific field signature.


	Parameters

	
	field_name – The field name to verify


	wallet – Wallet to use for the verification


	signer_verkey – Verkey of signer to use






	Returns

	The verkey of the signer



	Raises

	
	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If field_name does not exist on this message


	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the verification fails


	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the verkey of the signature does not match the


	provided verkey

















	
exception aries_cloudagent.messaging.agent_message.AgentMessageError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelError

Base exception for agent message issues.






	
class aries_cloudagent.messaging.agent_message.AgentMessageSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

AgentMessage schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

AgentMessageSchema metadata.


	
model_class = None

	




	
signed_fields = None

	








	
check_dump_decorators(obj)

	Pre-dump hook to validate and load the message decorators.


	Parameters

	obj – The AgentMessage object



	Raises

	BaseModelError – If a decorator does not validate










	
dump_decorators(data)

	Post-dump hook to write the decorators to the serialized output.


	Parameters

	obj – The serialized data



	Returns

	The modified data










	
extract_decorators(data)

	Pre-load hook to extract the decorators and check the signed fields.


	Parameters

	data – Incoming data to parse



	Returns

	Parsed and modified data



	Raises

	
	ValidationError – If a field signature does not correlate


	to a field in the message


	ValidationError – If the message defines both a field signature


	and a value for the same field


	ValidationError – If there is a missing field signature













	
populate_decorators(obj)

	Post-load hook to populate decorators on the message.


	Parameters

	obj – The AgentMessage object



	Returns

	The AgentMessage object with populated decorators










	
replace_signatures(data)

	Post-dump hook to write the signatures to the serialized output.


	Parameters

	obj – The serialized data



	Returns

	The modified data
















aries_cloudagent.messaging.base_context module

Abstract RequestContext base class.


	
class aries_cloudagent.messaging.base_context.BaseRequestContext

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract RequestContext base class.

This class is only for resolving recursive import issues.








aries_cloudagent.messaging.base_handler module

A Base handler class for all message handlers.


	
class aries_cloudagent.messaging.base_handler.BaseHandler

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract base class for handlers.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Abstract method for handler logic.


	Parameters

	
	context – Request context object


	responder – A responder object

















	
exception aries_cloudagent.messaging.base_handler.HandlerException(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Exception base class for generic handler errors.








aries_cloudagent.messaging.error module

Messaging-related error classes and codes.


	
exception aries_cloudagent.messaging.error.MessageParseError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Message parse error.


	
error_code = 'message_parse_error'

	








	
exception aries_cloudagent.messaging.error.MessagePrepareError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Message preparation error.


	
error_code = 'message_prepare_error'

	










aries_cloudagent.messaging.message_delivery module

Classes for representing message delivery details.


	
class aries_cloudagent.messaging.message_delivery.MessageDelivery(*, connection_id: str = None, direct_response: bool = False, direct_response_requested: str = None, in_time: datetime.datetime = None, raw_message: str = None, recipient_verkey: str = None, recipient_did: str = None, recipient_did_public: str = None, sender_did: str = None, sender_verkey: str = None, socket_id: str = None, thread_id: str = None, transport_type: str = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Properties of an agent message’s delivery.


	
connection_id

	Accessor for the pairwise connection identifier.


	Returns

	This context’s connection identifier










	
direct_response

	Accessor for the flag indicating that direct responses are preferred.


	Returns

	This context’s direct response flag










	
direct_response_requested

	Accessor for the requested direct response mode.


	Returns

	This context’s requested direct response mode










	
in_time

	Accessor for the datetime the message was received.


	Returns

	This context’s received time










	
raw_message

	Accessor for the raw message text.


	Returns

	The raw message text










	
recipient_did

	Accessor for the recipient DID which corresponds with the verkey.


	Returns

	The recipient DID










	
recipient_did_public

	Check if the recipient did is public.

Indicates whether the message is associated with
a public (ledger) recipient DID.


	Returns

	True if the recipient’s DID is public, else false










	
recipient_verkey

	Accessor for the recipient verkey key used to pack the incoming request.


	Returns

	The recipient verkey










	
sender_did

	Accessor for the sender DID which corresponds with the verkey.


	Returns

	The sender did










	
sender_verkey

	Accessor for the sender public key used to pack the incoming request.


	Returns

	This context’s sender’s verkey










	
socket_id

	Accessor for the identifier of the incoming socket connection.


	Returns

	This context’s socket identifier










	
thread_id

	Accessor for the identifier of the message thread.


	Returns

	The delivery thread ID










	
transport_type

	Accessor for the transport type used to receive the message.


	Returns

	This context’s transport type
















aries_cloudagent.messaging.outbound_message module

Outbound message representation.


	
class aries_cloudagent.messaging.outbound_message.OutboundMessage(payload: Union[str, bytes], *, connection_id: str = None, encoded: bool = False, endpoint: str = None, reply_socket_id: str = None, reply_thread_id: str = None, reply_to_verkey: str = None, target: aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Represents an outgoing message.


	
endpoint

	Return the endpoint of the outbound message.

Defaults to the endpoint of the connection target.












aries_cloudagent.messaging.protocol_registry module

Handle registration and publication of supported message families.


	
class aries_cloudagent.messaging.protocol_registry.ProtocolRegistry

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Protocol registry for indexing message families.


	
controllers

	Accessor for a list of all protocol controller functions.






	
message_types

	Accessor for a list of all message types.






	
prepare_disclosed(context: aries_cloudagent.config.injection_context.InjectionContext, protocols: Sequence[str])

	Call controllers and return publicly supported message families and roles.






	
protocols

	Accessor for a list of all message protocols.






	
protocols_matching_query(query: str) → Sequence[str]

	Return a list of message protocols matching a query string.






	
register_controllers(*controller_sets)

	Add new controllers.


	Parameters

	controller_sets – Mappings of message families to coroutines










	
register_message_types(*typesets)

	Add new supported message types.


	Parameters

	typesets – Mappings of message types to register










	
resolve_message_class(message_type: str) → type

	Resolve a message_type to a message class.

Given a message type identifier, this method
returns the corresponding registered message class.


	Parameters

	message_type – Message type to resolve



	Returns

	The resolved message class
















aries_cloudagent.messaging.request_context module

Request context class.

A request context provides everything required by handlers and other parts
of the system to process a message.


	
class aries_cloudagent.messaging.request_context.RequestContext(*, base_context: aries_cloudagent.config.injection_context.InjectionContext = None, settings: Mapping[str, object] = None)

	Bases: aries_cloudagent.config.injection_context.InjectionContext

Context established by the Conductor and passed into message handlers.


	
connection_ready

	Accessor for the flag indicating an active connection with the sender.


	Returns

	True if the connection is active, else False










	
connection_record

	Accessor for the related connection record.






	
copy() → aries_cloudagent.messaging.request_context.RequestContext

	Produce a copy of the request context instance.






	
default_endpoint

	Accessor for the default agent endpoint (from agent config).


	Returns

	The default agent endpoint










	
default_label

	Accessor for the default agent label (from agent config).


	Returns

	The default label










	
message

	Accessor for the deserialized message instance.


	Returns

	This context’s agent message










	
message_delivery

	Accessor for the message delivery information.


	Returns

	This context’s message delivery information
















aries_cloudagent.messaging.responder module

A message responder.

The responder is provided to message handlers to enable them to send a new message
in response to the message being handled.


	
class aries_cloudagent.messaging.responder.BaseResponder(*, connection_id: str = None, reply_socket_id: str = None, reply_to_verkey: str = None)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Interface for message handlers to send responses.


	
create_outbound(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], *, connection_id: str = None, reply_socket_id: str = None, reply_thread_id: str = None, reply_to_verkey: str = None, target: aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget = None) → aries_cloudagent.messaging.outbound_message.OutboundMessage

	Create an OutboundMessage from a message payload.






	
send(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], **kwargs)

	Convert a message to an OutboundMessage and send it.






	
send_outbound(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Send an outbound message.


	Parameters

	message – The OutboundMessage to be sent










	
send_reply(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], *, connection_id: str = None, target: aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget = None)

	Send a reply to an incoming message.


	Parameters

	
	message – the AgentMessage, or pre-packed str or bytes to reply with


	connection_id – optionally override the target connection ID


	target – optionally specify a ConnectionTarget to send to






	Raises

	ResponderError – If there is no active connection










	
send_webhook(topic: str, payload: dict)

	Dispatch a webhook.


	Parameters

	
	topic – the webhook topic identifier


	payload – the webhook payload value

















	
class aries_cloudagent.messaging.responder.MockResponder

	Bases: aries_cloudagent.messaging.responder.BaseResponder

Mock responder implementation for use by tests.


	
send(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], **kwargs)

	Convert a message to an OutboundMessage and send it.






	
send_outbound(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Send an outbound message.






	
send_reply(message: Union[aries_cloudagent.messaging.agent_message.AgentMessage, str, bytes], **kwargs)

	Send a reply to an incoming message.






	
send_webhook(topic: str, payload: dict)

	Send an outbound message.










	
exception aries_cloudagent.messaging.responder.ResponderError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Responder error.








aries_cloudagent.messaging.serializer module

Standard message serializer classes.


	
class aries_cloudagent.messaging.serializer.MessageSerializer

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Standard DIDComm message parser and serializer.


	
encode_message(context: aries_cloudagent.config.injection_context.InjectionContext, message_json: Union[str, bytes], recipient_keys: Sequence[str], routing_keys: Sequence[str], sender_key: str) → Union[str, bytes]

	Encode an outgoing message for transport.


	Parameters

	
	context – The injection context for settings and services


	message_json – The message body to serialize


	recipient_keys – A sequence of recipient verkeys


	routing_keys – A sequence of routing verkeys


	sender_key – The verification key of the sending agent






	Returns

	The encoded message










	
extract_message_type(parsed_msg: dict) → str

	Extract the message type identifier from a parsed message.


	Raises

	MessageParseError – If the message doesn’t specify a type










	
parse_message(context: aries_cloudagent.config.injection_context.InjectionContext, message_body: Union[str, bytes], transport_type: str) → Tuple[dict, aries_cloudagent.messaging.message_delivery.MessageDelivery]

	Deserialize an incoming message and further populate the request context.


	Parameters

	
	context – The injection context for settings and services


	message_body – The body of the message


	transport_type – The transport the message was received on






	Returns

	A message delivery object with details on the parsed message



	Raises

	
	MessageParseError – If the JSON parsing failed


	MessageParseError – If a wallet is required but can’t be located



















aries_cloudagent.messaging.socket module

Duplex connection handling classes.


	
class aries_cloudagent.messaging.socket.SocketInfo(*, connection_id: str = None, handler: Coroutine[T_co, T_contra, V_co] = None, reply_mode: str = None, reply_thread_ids: Sequence[str] = None, reply_verkeys: Sequence[str] = None, single_response: _asyncio.Future = None, socket_id: str = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Track an open transport connection for direct routing of outbound messages.


	
REPLY_MODE_ALL = 'all'

	




	
REPLY_MODE_NONE = 'none'

	




	
REPLY_MODE_THREAD = 'thread'

	




	
add_reply_thread_id(thid: str)

	Add a thread ID to the set of potential reply targets.






	
add_reply_verkey(verkey: str)

	Add a verkey to the set of potential reply targets.






	
closed

	Accessor for the socket closed state.






	
dispatch_complete()

	Indicate that a message handler has completed.






	
process_incoming(parsed_msg: dict, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery)

	Process an incoming message and update the socket metadata as necessary.


	Parameters

	
	parsed_msg – The unserialized message body


	delivery – The message delivery metadata













	
reply_mode

	Accessor for the socket reply mode.






	
select_outgoing(message: aries_cloudagent.messaging.outbound_message.OutboundMessage) → bool

	Determine if an outbound message should be sent to this socket.


	Parameters

	message – The outbound message to be checked










	
send(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	.










	
class aries_cloudagent.messaging.socket.SocketRef(socket_id: str, close: Coroutine[T_co, T_contra, V_co])

	Bases: object [https://docs.python.org/3/library/functions.html#object]

A reference to a registered duplex connection.








aries_cloudagent.messaging.util module

Utils for messages.


	
aries_cloudagent.messaging.util.datetime_now() → datetime.datetime

	Timestamp in UTC.






	
aries_cloudagent.messaging.util.datetime_to_str(dt: Union[str, datetime.datetime]) → str

	Convert a datetime object to an indy-standard datetime string.


	Parameters

	dt – May be a string or datetime to allow automatic conversion










	
aries_cloudagent.messaging.util.str_to_datetime(dt: Union[str, datetime.datetime]) → datetime.datetime

	Convert an indy-standard datetime string to a datetime.

Using a fairly lax regex pattern to match slightly different formats.
In Python 3.7 datetime.fromisoformat might be used.


	Parameters

	dt – May be a string or datetime to allow automatic conversion










	
aries_cloudagent.messaging.util.time_now() → str

	Timestamp in ISO format.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.actionmenu package


Subpackages



	aries_cloudagent.messaging.actionmenu.handlers package
	Submodules

	aries_cloudagent.messaging.actionmenu.handlers.menu_handler module

	aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler module

	aries_cloudagent.messaging.actionmenu.handlers.perform_handler module





	aries_cloudagent.messaging.actionmenu.messages package
	Subpackages
	aries_cloudagent.messaging.actionmenu.messages.tests package
	Submodules

	aries_cloudagent.messaging.actionmenu.messages.tests.perform_test module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request module









	Submodules

	aries_cloudagent.messaging.actionmenu.messages.menu module

	aries_cloudagent.messaging.actionmenu.messages.menu_request module

	aries_cloudagent.messaging.actionmenu.messages.perform module





	aries_cloudagent.messaging.actionmenu.models package
	Submodules

	aries_cloudagent.messaging.actionmenu.models.menu_form module

	aries_cloudagent.messaging.actionmenu.models.menu_form_param module

	aries_cloudagent.messaging.actionmenu.models.menu_option module












Submodules




aries_cloudagent.messaging.actionmenu.base_service module

Base action menu service classes.


	
class aries_cloudagent.messaging.actionmenu.base_service.BaseMenuService(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base action menu service interface.


	
get_active_menu(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord = None, thread_id: str = None) → aries_cloudagent.messaging.actionmenu.messages.menu.Menu

	Render the current menu.


	Parameters

	
	connection – The active connection record


	thread_id – The thread identifier from the requesting message.













	
perform_menu_action(action_name: str, action_params: dict, connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord = None, thread_id: str = None) → aries_cloudagent.messaging.agent_message.AgentMessage

	Perform an action defined by the active menu.


	Parameters

	
	action_name – The unique name of the action being performed


	action_params – A collection of parameters for the action


	connection – The active connection record


	thread_id – The thread identifier from the requesting message.













	
classmethod service_handler()

	Quick accessor for conductor to use.












aries_cloudagent.messaging.actionmenu.controller module

Protocol controller for the action menu message family.


	
class aries_cloudagent.messaging.actionmenu.controller.Controller(protocol: str)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Action menu protocol controller.


	
determine_roles(context: aries_cloudagent.config.injection_context.InjectionContext) → Sequence[str]

	Determine what action menu roles are defined.












aries_cloudagent.messaging.actionmenu.driver_service module

Driver-based action menu service classes.


	
class aries_cloudagent.messaging.actionmenu.driver_service.DriverMenuService(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: aries_cloudagent.messaging.actionmenu.base_service.BaseMenuService

Driver-based action menu service.


	
get_active_menu(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord = None, thread_id: str = None) → aries_cloudagent.messaging.actionmenu.messages.menu.Menu

	Render the current menu.


	Parameters

	
	connection – The active connection record


	thread_id – The thread identifier from the requesting message.













	
perform_menu_action(action_name: str, action_params: dict, connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord = None, thread_id: str = None) → aries_cloudagent.messaging.agent_message.AgentMessage

	Perform an action defined by the active menu.


	Parameters

	
	action_name – The unique name of the action being performed


	action_params – A collection of parameters for the action


	connection – The active connection record


	thread_id – The thread identifier from the requesting message.













	
send_webhook(topic: str, payload: dict)

	Dispatch a webhook through the registered responder.












aries_cloudagent.messaging.actionmenu.message_types module

Message type identifiers for Action Menus.




aries_cloudagent.messaging.actionmenu.routes module

Action menu admin routes.


	
class aries_cloudagent.messaging.actionmenu.routes.MenuJsonSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Matches MenuSchema but without the inherited AgentMessage properties.


	
description

	Used by autodoc_mock_imports.






	
errormsg

	Used by autodoc_mock_imports.






	
options

	Used by autodoc_mock_imports.






	
title

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.actionmenu.routes.PerformRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for performing a menu action.


	
name

	Used by autodoc_mock_imports.






	
params

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.actionmenu.routes.SendMenuSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a menu to a connection.


	
menu

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.actionmenu.routes.actionmenu_close(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Request handler for closing the menu associated with a connection.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.actionmenu.routes.actionmenu_fetch(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Request handler for fetching the previously-received menu for a connection.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.actionmenu.routes.actionmenu_perform(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Request handler for performing a menu action.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.actionmenu.routes.actionmenu_request(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Request handler for requesting a menu from the connection target.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.actionmenu.routes.actionmenu_send(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Request handler for requesting a menu from the connection target.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.actionmenu.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84878668>)

	Register routes.








aries_cloudagent.messaging.actionmenu.util module

Action menu utility methods.


	
aries_cloudagent.messaging.actionmenu.util.retrieve_connection_menu(connection_id: str, context: aries_cloudagent.config.injection_context.InjectionContext) → aries_cloudagent.messaging.actionmenu.messages.menu.Menu

	Retrieve the previously-received action menu.






	
aries_cloudagent.messaging.actionmenu.util.save_connection_menu(menu: aries_cloudagent.messaging.actionmenu.messages.menu.Menu, connection_id: str, context: aries_cloudagent.config.injection_context.InjectionContext)

	Save a received action menu.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.actionmenu.handlers package


Submodules




aries_cloudagent.messaging.actionmenu.handlers.menu_handler module

Action menu message handler.


	
class aries_cloudagent.messaging.actionmenu.handlers.menu_handler.MenuHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for action menus.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for action menus.


	Parameters

	
	context – request context


	responder – responder callback



















aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler module

Action menu request message handler.


	
class aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler.MenuRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for action menu requests.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for action menu requests.


	Parameters

	
	context – request context


	responder – responder callback



















aries_cloudagent.messaging.actionmenu.handlers.perform_handler module

Action menu perform request message handler.


	
class aries_cloudagent.messaging.actionmenu.handlers.perform_handler.PerformHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for action menu perform requests.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for action menu perform requests.


	Parameters

	
	context – request context


	responder – responder callback






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.actionmenu.messages package


Subpackages



	aries_cloudagent.messaging.actionmenu.messages.tests package
	Submodules

	aries_cloudagent.messaging.actionmenu.messages.tests.perform_test module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu module

	aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request module












Submodules




aries_cloudagent.messaging.actionmenu.messages.menu module

Represents an action menu.


	
class aries_cloudagent.messaging.actionmenu.messages.menu.Menu(*, title: str = None, description: str = None, errormsg: str = None, options: Sequence[aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOption] = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing an action menu.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for an action menu.


	
handler_class = 'aries_cloudagent.messaging.actionmenu.handlers.menu_handler.MenuHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/action-menu/1.0/menu'

	




	
schema_class = 'MenuSchema'

	












	
class aries_cloudagent.messaging.actionmenu.messages.menu.MenuSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Menu schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Menu schema metadata.


	
model_class

	alias of Menu










	
description

	Used by autodoc_mock_imports.






	
errormsg

	Used by autodoc_mock_imports.






	
options

	Used by autodoc_mock_imports.






	
title

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.actionmenu.messages.menu_request module

Represents a request for an action menu.


	
class aries_cloudagent.messaging.actionmenu.messages.menu_request.MenuRequest(**kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a request for an action menu.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for action menu request.


	
handler_class = 'aries_cloudagent.messaging.actionmenu.handlers.menu_request_handler.MenuRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/action-menu/1.0/menu-request'

	




	
schema_class = 'MenuRequestSchema'

	












	
class aries_cloudagent.messaging.actionmenu.messages.menu_request.MenuRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

MenuRequest schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

MenuRequest schema metadata.


	
model_class

	alias of MenuRequest
















aries_cloudagent.messaging.actionmenu.messages.perform module

Represents a request to perform a menu action.


	
class aries_cloudagent.messaging.actionmenu.messages.perform.Perform(*, name: str = None, params: Mapping[str, str] = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a request to perform a menu action.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Perform metadata.


	
handler_class = 'aries_cloudagent.messaging.actionmenu.handlers.perform_handler.PerformHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/action-menu/1.0/perform'

	




	
schema_class = 'PerformSchema'

	












	
class aries_cloudagent.messaging.actionmenu.messages.perform.PerformSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Perform schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Perform schema metadata.


	
model_class

	alias of Perform










	
name

	Used by autodoc_mock_imports.






	
params

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.actionmenu.models package


Submodules




aries_cloudagent.messaging.actionmenu.models.menu_form module

Record used to represent the form associated with an action menu option.


	
class aries_cloudagent.messaging.actionmenu.models.menu_form.MenuForm(*, title: str = None, description: str = None, params: Sequence[aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParam] = None, submit_label: str = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Instance of a form associated with an action menu item.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Menu form metadata.


	
schema_class = 'MenuFormSchema'

	












	
class aries_cloudagent.messaging.actionmenu.models.menu_form.MenuFormSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

MenuForm schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

MenuFormSchema metadata.


	
model_class

	alias of MenuForm










	
description

	Used by autodoc_mock_imports.






	
params

	Used by autodoc_mock_imports.






	
submit_label

	Used by autodoc_mock_imports.






	
title

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.actionmenu.models.menu_form_param module

Record used to represent a parameter in a menu form.


	
class aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParam(*, name: str = None, title: str = None, default: str = None, description: str = None, input_type: str = None, required: bool = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Instance of a menu form param associated with an action menu option.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Menu form param metadata.


	
schema_class = 'MenuFormParamSchema'

	












	
class aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParamSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

MenuFormParam schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

MenuFormParamSchema metadata.


	
model_class

	alias of MenuFormParam










	
default

	Used by autodoc_mock_imports.






	
description

	Used by autodoc_mock_imports.






	
input_type

	Used by autodoc_mock_imports.






	
name

	Used by autodoc_mock_imports.






	
required

	Used by autodoc_mock_imports.






	
title

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.actionmenu.models.menu_option module

Record used to represent individual menu options in an action menu.


	
class aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOption(*, name: str = None, title: str = None, description: str = None, disabled: bool = None, form: aries_cloudagent.messaging.actionmenu.models.menu_form.MenuForm = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Instance of a menu option associated with an action menu.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Menu option metadata.


	
schema_class = 'MenuOptionSchema'

	












	
class aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOptionSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

MenuOption schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

MenuOptionSchema metadata.


	
model_class

	alias of MenuOption










	
description

	Used by autodoc_mock_imports.






	
disabled

	Used by autodoc_mock_imports.






	
form

	Used by autodoc_mock_imports.






	
name

	Used by autodoc_mock_imports.






	
title

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.basicmessage package


Subpackages



	aries_cloudagent.messaging.basicmessage.handlers package
	Submodules

	aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler module





	aries_cloudagent.messaging.basicmessage.messages package
	Subpackages
	aries_cloudagent.messaging.basicmessage.messages.tests package
	Submodules

	aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message module









	Submodules

	aries_cloudagent.messaging.basicmessage.messages.basicmessage module












Submodules




aries_cloudagent.messaging.basicmessage.message_types module

Message type identifiers for Connections.




aries_cloudagent.messaging.basicmessage.routes module

Basic message admin routes.


	
class aries_cloudagent.messaging.basicmessage.routes.SendMessageSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a message.


	
content

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.basicmessage.routes.connections_expire_message(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847c4208>)

	Request handler for sending a basic message to a connection.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.basicmessage.routes.connections_send_message(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847c4208>)

	Request handler for sending a basic message to a connection.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.basicmessage.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847c4208>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.basicmessage.handlers package


Submodules




aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler module

Basic message handler.


	
class aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler.BasicMessageHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for basic messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for basic messages.


	Parameters

	
	context – request context


	responder – responder callback






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.basicmessage.messages package


Subpackages



	aries_cloudagent.messaging.basicmessage.messages.tests package
	Submodules

	aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message module












Submodules




aries_cloudagent.messaging.basicmessage.messages.basicmessage module

Basic message.


	
class aries_cloudagent.messaging.basicmessage.messages.basicmessage.BasicMessage(*, sent_time: Union[str, datetime.datetime] = None, content: str = None, localization: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class defining the structure of a basic message.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Basic message metadata class.


	
handler_class = 'aries_cloudagent.messaging.basicmessage.handlers.basicmessage_handler.BasicMessageHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/basicmessage/1.0/message'

	




	
schema_class = 'BasicMessageSchema'

	












	
class aries_cloudagent.messaging.basicmessage.messages.basicmessage.BasicMessageSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Basic message schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Basic message schema metadata.


	
model_class

	alias of BasicMessage










	
content

	Used by autodoc_mock_imports.






	
localization

	Used by autodoc_mock_imports.






	
sent_time

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections package


Subpackages



	aries_cloudagent.messaging.connections.handlers package
	Submodules

	aries_cloudagent.messaging.connections.handlers.connection_invitation_handler module

	aries_cloudagent.messaging.connections.handlers.connection_request_handler module

	aries_cloudagent.messaging.connections.handlers.connection_response_handler module





	aries_cloudagent.messaging.connections.messages package
	Subpackages
	aries_cloudagent.messaging.connections.messages.tests package
	Submodules

	aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_request module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_response module









	Submodules

	aries_cloudagent.messaging.connections.messages.connection_invitation module

	aries_cloudagent.messaging.connections.messages.connection_request module

	aries_cloudagent.messaging.connections.messages.connection_response module

	aries_cloudagent.messaging.connections.messages.problem_report module





	aries_cloudagent.messaging.connections.models package
	Subpackages
	aries_cloudagent.messaging.connections.models.diddoc package
	Submodules

	aries_cloudagent.messaging.connections.models.diddoc.diddoc module

	aries_cloudagent.messaging.connections.models.diddoc.publickey module

	aries_cloudagent.messaging.connections.models.diddoc.service module

	aries_cloudagent.messaging.connections.models.diddoc.util module









	Submodules

	aries_cloudagent.messaging.connections.models.connection_detail module

	aries_cloudagent.messaging.connections.models.connection_record module

	aries_cloudagent.messaging.connections.models.connection_target module





	aries_cloudagent.messaging.connections.tests package
	Submodules

	aries_cloudagent.messaging.connections.tests.test_connection_record module

	aries_cloudagent.messaging.connections.tests.test_diddoc module












Submodules




aries_cloudagent.messaging.connections.manager module

Classes to manage connections.


	
class aries_cloudagent.messaging.connections.manager.ConnectionManager(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for managing connections.


	
RECORD_TYPE_DID_DOC = 'did_doc'

	




	
RECORD_TYPE_DID_KEY = 'did_key'

	




	
accept_response(response: aries_cloudagent.messaging.connections.messages.connection_response.ConnectionResponse, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Accept a connection response.

Process a ConnectionResponse message by looking up
the connection request and setting up the pairwise connection.


	Parameters

	
	response – The ConnectionResponse to accept


	delivery – The message delivery metadata






	Returns

	The updated ConnectionRecord representing the connection



	Raises

	
	ConnectionManagerError – If there is no DID associated with the
connection response


	ConnectionManagerError – If the corresponding connection is not
at the request or response stage













	
add_key_for_did(did: str, key: str)

	Store a verkey for lookup against a DID.


	Parameters

	
	did – The DID to associate with this key


	key – The verkey to be added













	
context

	Accessor for the current injection context.


	Returns

	The injection context for this connection manager










	
create_did_document(my_info: aries_cloudagent.wallet.base.DIDInfo, inbound_connection_id: str = None, my_endpoint: str = None) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Create our DID document for a given DID.


	Parameters

	
	my_info – The DID I am using in this connection


	inbound_connection_id – The DID of the inbound routing connection to use


	my_endpoint – A custom endpoint for the DID Document






	Returns

	The prepared DIDDoc instance










	
create_invitation(my_label: str = None, my_endpoint: str = None, their_role: str = None, accept: str = None, public: bool = False) → Tuple[aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation]

	Generate new connection invitation.

This interaction represents an out-of-band communication channel. In the future
and in practice, these sort of invitations will be received over any number of
channels such as SMS, Email, QR Code, NFC, etc.

Structure of an invite message:
```json
{


“@type”: “did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/invitation”,
“label”: “Alice”,
“did”: “did:sov:QmWbsNYhMrjHiqZDTUTEJs”




}```

Or, in the case of a peer DID:
```json
{


“@type”: “did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/invitation”,
“label”: “Alice”,
“did”: “did:peer:oiSqsNYhMrjHiqZDTUthsw”,
“recipientKeys”: [“8HH5gYEeNc3z7PYXmd54d4x6qAfCNrqQqEB3nS7Zfu7K”],
“serviceEndpoint”: “https://example.com/endpoint”




}```

Currently, only peer DID is supported.


	Parameters

	
	my_label – label for this connection


	my_endpoint – endpoint where other party can reach me


	their_role – a role to assign the connection


	accept – set to ‘auto’ to auto-accept a corresponding connection request


	public – set to True to create an invitation from the public DID






	Returns

	A tuple of the new ConnectionRecord and ConnectionInvitation instances










	
create_request(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, my_label: str = None, my_endpoint: str = None) → aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest

	Create a new connection request for a previously-received invitation.


	Parameters

	
	connection – The ConnectionRecord representing the invitation to accept


	my_label – My label


	my_endpoint – My endpoint






	Returns

	A new ConnectionRequest message to send to the other agent










	
create_response(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, my_endpoint: str = None) → aries_cloudagent.messaging.connections.messages.connection_response.ConnectionResponse

	Create a connection response for a received connection request.


	Parameters

	
	connection – The ConnectionRecord with a pending connection request


	my_endpoint – The endpoint I can be reached at






	Returns

	A tuple of the updated ConnectionRecord new ConnectionResponse message










	
diddoc_connection_target(doc: aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc, sender_verkey: str, their_label: str = None) → aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget

	Create a connection target from a DID Document.


	Parameters

	
	doc – The DID Document to create the target from


	sender_verkey – The verkey we are using


	their_label – The connection label they are using













	
establish_inbound(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, inbound_connection_id: str, outbound_handler) → str

	Assign the inbound routing connection for a connection record.

Returns: the current routing state (request or done)






	
fetch_did_document(did: str) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Retrieve a DID Document for a given DID.


	Parameters

	did – The DID to search for










	
find_connection(their_did: str, my_did: str = None, my_verkey: str = None, auto_complete=False) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Look up existing connection information for a sender verkey.


	Parameters

	
	their_did – Their DID


	my_did – My DID


	my_verkey – My verkey


	auto_complete – Should this connection automatically be promoted to active






	Returns

	The located ConnectionRecord, if any










	
find_did_for_key(key: str) → str

	Find the DID previously associated with a key.


	Parameters

	key – The verkey to look up










	
find_message_connection(delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Deserialize an incoming message and further populate the request context.


	Parameters

	delivery – The message delivery details



	Returns

	The ConnectionRecord associated with the expanded message, if any










	
get_connection_target(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord) → aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget

	Create a connection target from a ConnectionRecord.


	Parameters

	connection – The connection record (with associated DIDDoc)
used to generate the connection target










	
log_activity(connection: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord, activity_type: str, direction: str, meta: dict = None)

	Log activity against a connection record and send webhook.






	
receive_invitation(invitation: aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation, their_role: str = None, accept: str = None) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Create a new connection record to track a received invitation.


	Parameters

	
	invitation – The ConnectionInvitation to store


	their_role – The role assigned to this connection


	accept – set to ‘auto’ to auto-accept the invitation






	Returns

	The new ConnectionRecord instance










	
receive_request(request: aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest, delivery: aries_cloudagent.messaging.message_delivery.MessageDelivery) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Receive and store a connection request.


	Parameters

	
	request – The ConnectionRequest to accept


	delivery – The message delivery metadata






	Returns

	The new or updated ConnectionRecord instance










	
remove_keys_for_did(did: str)

	Remove all keys associated with a DID.


	Parameters

	did – The DID to remove keys for










	
store_did_document(did_doc: aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc)

	Store a DID document.


	Parameters

	did_doc – The DIDDoc instance to be persisted










	
update_inbound(inbound_connection_id: str, recip_verkey: str, routing_state: str)

	Activate connections once a route has been established.

Looks up pending connections associated with the inbound routing
connection and marks the routing as complete.










	
exception aries_cloudagent.messaging.connections.manager.ConnectionManagerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Connection error.








aries_cloudagent.messaging.connections.message_types module

Message type identifiers for Connections.




aries_cloudagent.messaging.connections.routes module

Connection handling admin routes.


	
class aries_cloudagent.messaging.connections.routes.ConnectionListSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for connection list.


	
results

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.connections.routes.InvitationResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a new connection invitation.


	
connection_id

	Used by autodoc_mock_imports.






	
invitation

	Used by autodoc_mock_imports.






	
invitation_url

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.connections.routes.connection_sort_key(conn)

	Get the sorting key for a particular connection.






	
aries_cloudagent.messaging.connections.routes.connections_accept_invitation(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for accepting a stored connection invitation.


	Parameters

	request – aiohttp request object



	Returns

	The resulting connection record details










	
aries_cloudagent.messaging.connections.routes.connections_accept_request(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for accepting a stored connection request.


	Parameters

	request – aiohttp request object



	Returns

	The resulting connection record details










	
aries_cloudagent.messaging.connections.routes.connections_create_invitation(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for creating a new connection invitation.


	Parameters

	request – aiohttp request object



	Returns

	The connection invitation details










	
aries_cloudagent.messaging.connections.routes.connections_establish_inbound(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for setting the inbound connection on a connection record.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.connections.routes.connections_list(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for searching connection records.


	Parameters

	request – aiohttp request object



	Returns

	The connection list response










	
aries_cloudagent.messaging.connections.routes.connections_receive_invitation(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for receiving a new connection invitation.


	Parameters

	request – aiohttp request object



	Returns

	The resulting connection record details










	
aries_cloudagent.messaging.connections.routes.connections_remove(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for removing a connection record.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.connections.routes.connections_retrieve(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Request handler for fetching a single connection record.


	Parameters

	request – aiohttp request object



	Returns

	The connection record response










	
aries_cloudagent.messaging.connections.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84889710>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.handlers package


Submodules




aries_cloudagent.messaging.connections.handlers.connection_invitation_handler module

Connect invitation handler.


	
class aries_cloudagent.messaging.connections.handlers.connection_invitation_handler.ConnectionInvitationHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler class for connection invitations.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle connection invitation.


	Parameters

	
	context – Request context


	responder – Responder callback



















aries_cloudagent.messaging.connections.handlers.connection_request_handler module

Connection request handler.


	
class aries_cloudagent.messaging.connections.handlers.connection_request_handler.ConnectionRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler class for connection requests.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle connection request.


	Parameters

	
	context – Request context


	responder – Responder callback



















aries_cloudagent.messaging.connections.handlers.connection_response_handler module

Connection response handler.


	
class aries_cloudagent.messaging.connections.handlers.connection_response_handler.ConnectionResponseHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler class for connection responses.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle connection response.


	Parameters

	
	context – Request context


	responder – Responder callback






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.messages package


Subpackages



	aries_cloudagent.messaging.connections.messages.tests package
	Submodules

	aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_request module

	aries_cloudagent.messaging.connections.messages.tests.test_connection_response module












Submodules




aries_cloudagent.messaging.connections.messages.connection_invitation module

Represents an invitation message for establishing connection.


	
class aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation(*, label: str = None, did: str = None, recipient_keys: Sequence[str] = None, endpoint: str = None, routing_keys: Sequence[str] = None, image_url: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a connection invitation.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for a connection invitation.


	
handler_class = 'aries_cloudagent.messaging.connections.handlers.connection_invitation_handler.ConnectionInvitationHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/invitation'

	




	
schema_class = 'ConnectionInvitationSchema'

	








	
classmethod from_url(url: str) → aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation

	Parse a URL-encoded invitation into a ConnectionInvitation message.


	Parameters

	url – Url to decode



	Returns

	A ConnectionInvitation object.










	
to_url() → str

	Convert an invitation to URL format for sharing.


	Returns

	An invite url














	
class aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitationSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Connection invitation schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Connection invitation schema metadata.


	
model_class

	alias of ConnectionInvitation










	
did

	Used by autodoc_mock_imports.






	
endpoint

	Used by autodoc_mock_imports.






	
image_url

	Used by autodoc_mock_imports.






	
label

	Used by autodoc_mock_imports.






	
recipient_keys

	Used by autodoc_mock_imports.






	
routing_keys

	Used by autodoc_mock_imports.






	
validate_fields(data)

	Validate schema fields.


	Parameters

	data – The data to validate



	Raises

	ValidationError – If any of the fields do not validate
















aries_cloudagent.messaging.connections.messages.connection_request module

Represents a connection request message.


	
class aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest(*, connection: aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetail = None, label: str = None, image_url: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a connection request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for a connection request.


	
handler_class = 'aries_cloudagent.messaging.connections.handlers.connection_request_handler.ConnectionRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/request'

	




	
schema_class = 'ConnectionRequestSchema'

	












	
class aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Connection request schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Connection request schema metadata.


	
model_class

	alias of ConnectionRequest










	
connection

	Used by autodoc_mock_imports.






	
image_url

	Used by autodoc_mock_imports.






	
label

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.connections.messages.connection_response module

Represents a connection response message.


	
class aries_cloudagent.messaging.connections.messages.connection_response.ConnectionResponse(*, connection: aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetail = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a connection response.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for a connection response.


	
handler_class = 'aries_cloudagent.messaging.connections.handlers.connection_response_handler.ConnectionResponseHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/response'

	




	
schema_class = 'ConnectionResponseSchema'

	












	
class aries_cloudagent.messaging.connections.messages.connection_response.ConnectionResponseSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Connection response schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Connection response schema metadata.


	
model_class

	alias of ConnectionResponse






	
signed_fields = ('connection',)

	








	
connection

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.connections.messages.problem_report module

Represents a connection problem report message.


	
class aries_cloudagent.messaging.connections.messages.problem_report.ProblemReport(*, problem_code: str = None, explain: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Base class representing a connection problem report message.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Connection problem report metadata.


	
handler_class = 'aries_cloudagent.messaging.problem_report.handler.ProblemReportHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/connections/1.0/problem_report'

	




	
schema_class = 'ProblemReportSchema'

	












	
class aries_cloudagent.messaging.connections.messages.problem_report.ProblemReportReason

	Bases: str [https://docs.python.org/3/library/stdtypes.html#str], enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

Supported reason codes.


	
INVITATION_NOT_ACCEPTED = 'invitation_not_accepted'

	




	
REQUEST_NOT_ACCEPTED = 'request_not_accepted'

	




	
REQUEST_PROCESSING_ERROR = 'request_processing_error'

	




	
RESPONSE_NOT_ACCEPTED = 'response_not_accepted'

	




	
RESPONSE_PROCESSING_ERROR = 'response_processing_error'

	








	
class aries_cloudagent.messaging.connections.messages.problem_report.ProblemReportSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Schema for ProblemReport base class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for problem report schema.


	
model_class

	alias of ProblemReport










	
explain

	Used by autodoc_mock_imports.






	
problem_code

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.models package


Subpackages



	aries_cloudagent.messaging.connections.models.diddoc package
	Submodules

	aries_cloudagent.messaging.connections.models.diddoc.diddoc module

	aries_cloudagent.messaging.connections.models.diddoc.publickey module

	aries_cloudagent.messaging.connections.models.diddoc.service module

	aries_cloudagent.messaging.connections.models.diddoc.util module












Submodules




aries_cloudagent.messaging.connections.models.connection_detail module

An object for containing the connection request/response DID information.


	
class aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetail(*, did: str = None, did_doc: aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the details of a connection.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionDetail metadata.


	
schema_class = 'ConnectionDetailSchema'

	








	
did

	Accessor for the connection DID.


	Returns

	The DID for this connection










	
did_doc

	Accessor for the connection DID Document.


	Returns

	The DIDDoc for this connection














	
class aries_cloudagent.messaging.connections.models.connection_detail.ConnectionDetailSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

ConnectionDetail schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionDetailSchema metadata.


	
model_class = 'ConnectionDetail'

	








	
did

	Used by autodoc_mock_imports.






	
did_doc

	Field that loads and serializes DIDDoc.










	
class aries_cloudagent.messaging.connections.models.connection_detail.DIDDocWrapper(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Field that loads and serializes DIDDoc.








aries_cloudagent.messaging.connections.models.connection_record module

Handle connection information interface with non-secrets storage.


	
class aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord(*, connection_id: str = None, my_did: str = None, their_did: str = None, their_label: str = None, their_role: str = None, initiator: str = None, invitation_key: str = None, request_id: str = None, state: str = None, inbound_connection_id: str = None, error_msg: str = None, routing_state: str = None, accept: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecord

Represents a single pairwise connection.


	
ACCEPT_AUTO = 'auto'

	




	
ACCEPT_MANUAL = 'manual'

	




	
CACHE_ENABLED = True

	




	
DIRECTION_RECEIVED = 'received'

	




	
DIRECTION_SENT = 'sent'

	




	
INITIATOR_EXTERNAL = 'external'

	




	
INITIATOR_SELF = 'self'

	




	
LOG_STATE_FLAG = 'debug.connections'

	




	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionRecord metadata.


	
schema_class = 'ConnectionRecordSchema'

	








	
RECORD_ID_NAME = 'connection_id'

	




	
RECORD_TYPE = 'connection'

	




	
RECORD_TYPE_ACTIVITY = 'connection_activity'

	




	
RECORD_TYPE_INVITATION = 'connection_invitation'

	




	
RECORD_TYPE_REQUEST = 'connection_request'

	




	
ROUTING_STATE_ACTIVE = 'active'

	




	
ROUTING_STATE_ERROR = 'error'

	




	
ROUTING_STATE_NONE = 'none'

	




	
ROUTING_STATE_REQUEST = 'request'

	




	
STATE_ACTIVE = 'active'

	




	
STATE_ERROR = 'error'

	




	
STATE_INACTIVE = 'inactive'

	




	
STATE_INIT = 'init'

	




	
STATE_INVITATION = 'invitation'

	




	
STATE_REQUEST = 'request'

	




	
STATE_RESPONSE = 'response'

	




	
WEBHOOK_TOPIC = 'connections'

	




	
WEBHOOK_TOPIC_ACTIVITY = 'connections_activity'

	




	
attach_invitation(context: aries_cloudagent.config.injection_context.InjectionContext, invitation: aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation)

	Persist the related connection invitation to storage.


	Parameters

	
	context – The injection context to use


	invitation – The invitation to relate to this connection record













	
attach_request(context: aries_cloudagent.config.injection_context.InjectionContext, request: aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest)

	Persist the related connection request to storage.


	Parameters

	
	context – The injection context to use


	request – The request to relate to this connection record













	
connection_id

	Accessor for the ID associated with this connection.






	
fetch_activity(context: aries_cloudagent.config.injection_context.InjectionContext, activity_type: str = None, direction: str = None) → Sequence[dict]

	Fetch all activity logs for this connection record.


	Parameters

	
	context – The injection context to use


	activity_type – An optional activity type filter


	direction – An optional direction filter













	
is_ready

	Accessor for connection readiness.






	
log_activity(context: aries_cloudagent.config.injection_context.InjectionContext, activity_type: str, direction: str, meta: dict = None)

	Log an event against this connection record.


	Parameters

	
	context – The injection context to use


	activity_type – The activity type identifier


	direction – The direction of the activity (sent or received)


	meta – Optional metadata for the activity













	
post_save(context: aries_cloudagent.config.injection_context.InjectionContext, *args, **kwargs)

	Perform post-save actions.


	Parameters

	context – The injection context to use










	
record_tags

	Accessor for the record tags generated for this connection.






	
record_value

	Accessor to for the JSON record value properties for this connection.






	
retrieve_activity(context: aries_cloudagent.config.injection_context.InjectionContext, activity_id: str) → Sequence[dict]

	Retrieve a single activity record.


	Parameters

	
	context – The injection context to use


	activity_id – The ID of the activity entry













	
classmethod retrieve_by_did(context: aries_cloudagent.config.injection_context.InjectionContext, their_did: str = None, my_did: str = None, initiator: str = None) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Retrieve a connection record by target DID.


	Parameters

	
	context – The injection context to use


	their_did – The target DID to filter by


	my_did – One of our DIDs to filter by


	initiator – Filter connections by the initiator value













	
classmethod retrieve_by_invitation_key(context: aries_cloudagent.config.injection_context.InjectionContext, invitation_key: str, initiator: str = None) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Retrieve a connection record by invitation key.


	Parameters

	
	context – The injection context to use


	invitation_key – The key on the originating invitation


	initiator – Filter by the initiator value













	
classmethod retrieve_by_request_id(context: aries_cloudagent.config.injection_context.InjectionContext, request_id: str) → aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord

	Retrieve a connection record from our previous request ID.


	Parameters

	
	context – The injection context to use


	request_id – The ID of the originating connection request













	
retrieve_invitation(context: aries_cloudagent.config.injection_context.InjectionContext) → aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation

	Retrieve the related connection invitation.


	Parameters

	context – The injection context to use










	
retrieve_request(context: aries_cloudagent.config.injection_context.InjectionContext) → aries_cloudagent.messaging.connections.messages.connection_request.ConnectionRequest

	Retrieve the related connection invitation.


	Parameters

	context – The injection context to use










	
update_activity_meta(context: aries_cloudagent.config.injection_context.InjectionContext, activity_id: str, meta: dict) → Sequence[dict]

	Update metadata for an activity entry.


	Parameters

	
	context – The injection context to use


	activity_id – The ID of the activity entry


	meta – The metadata stored on the activity













	
updated_activity(context: aries_cloudagent.config.injection_context.InjectionContext)

	Call webhook when the record activity is updated.










	
class aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecordSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecordSchema

Schema to allow serialization/deserialization of connection records.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionRecordSchema metadata.


	
model_class

	alias of ConnectionRecord










	
accept

	Used by autodoc_mock_imports.






	
connection_id

	Used by autodoc_mock_imports.






	
error_msg

	Used by autodoc_mock_imports.






	
inbound_connection_id

	Used by autodoc_mock_imports.






	
initiator

	Used by autodoc_mock_imports.






	
invitation_key

	Used by autodoc_mock_imports.






	
my_did

	Used by autodoc_mock_imports.






	
request_id

	Used by autodoc_mock_imports.






	
routing_state

	Used by autodoc_mock_imports.






	
their_did

	Used by autodoc_mock_imports.






	
their_label

	Used by autodoc_mock_imports.






	
their_role

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.connections.models.connection_target module

Record used to handle routing of messages to another agent.


	
class aries_cloudagent.messaging.connections.models.connection_target.ConnectionTarget(*, did: str = None, endpoint: str = None, label: str = None, recipient_keys: Sequence[str] = None, routing_keys: Sequence[str] = None, sender_key: str = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Record used to handle routing of messages to another agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionTarget metadata.


	
schema_class = 'ConnectionTargetSchema'

	












	
class aries_cloudagent.messaging.connections.models.connection_target.ConnectionTargetSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

ConnectionTarget schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ConnectionTargetSchema metadata.


	
model_class

	alias of ConnectionTarget










	
did

	Used by autodoc_mock_imports.






	
endpoint

	Used by autodoc_mock_imports.






	
label

	Used by autodoc_mock_imports.






	
recipient_keys

	Used by autodoc_mock_imports.






	
routing_keys

	Used by autodoc_mock_imports.






	
sender_key

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.tests package


Submodules




aries_cloudagent.messaging.connections.tests.test_connection_record module


	
class aries_cloudagent.messaging.connections.tests.test_connection_record.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_did = '55GkHamhTU1ZbTbV2ab9DE'

	




	
test_endpoint = 'http://localhost'

	




	
test_seed = 'testseed000000000000000000000001'

	




	
test_target_did = 'GbuDUYXaUZRfHD2jeDuQuP'

	




	
test_target_verkey = '9WCgWKUaAJj3VWxxtzvvMQN3AoFxoBtBDo9ntwJnVVCC'

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
class aries_cloudagent.messaging.connections.tests.test_connection_record.TestConnectionRecord(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.connections.tests.test_connection_record.TestConfig


	
setUp()

	




	
test_active_is_ready()

	




	
test_request_is_not_ready()

	




	
test_response_is_ready()

	




	
test_save_retrieve_compare()

	










aries_cloudagent.messaging.connections.tests.test_diddoc module

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class aries_cloudagent.messaging.connections.tests.test_diddoc.TestDIDDoc(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_basic()

	




	
test_canon_did()

	




	
test_embedded_authkey()

	




	
test_minimal()

	




	
test_minimal_explicit()

	




	
test_minimal_ids()

	




	
test_missing_recipkey()

	




	
test_no_ident()

	




	
test_pubkey_type()

	




	
test_reference_authkey()

	




	
test_w3c_minimal()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credential_definitions package


Submodules




aries_cloudagent.messaging.credential_definitions.routes module

Credential definition admin routes.


	
class aries_cloudagent.messaging.credential_definitions.routes.CredentialDefinitionGetResultsSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema get request.


	
credential_definition

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credential_definitions.routes.CredentialDefinitionSendRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for schema send request.


	
schema_id

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credential_definitions.routes.CredentialDefinitionSendResultsSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema send request.


	
credential_definition_id

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.credential_definitions.routes.credential_definitions_get_credential_definition(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8c18>)

	Request handler for getting a credential definition from the ledger.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.










	
aries_cloudagent.messaging.credential_definitions.routes.credential_definitions_send_credential_definition(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8c18>)

	Request handler for sending a credential definition to the ledger.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.










	
aries_cloudagent.messaging.credential_definitions.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8c18>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credentials package


Subpackages



	aries_cloudagent.messaging.credentials.handlers package
	Submodules

	aries_cloudagent.messaging.credentials.handlers.credential_issue_handler module

	aries_cloudagent.messaging.credentials.handlers.credential_offer_handler module

	aries_cloudagent.messaging.credentials.handlers.credential_request_handler module





	aries_cloudagent.messaging.credentials.messages package
	Subpackages
	aries_cloudagent.messaging.credentials.messages.tests package
	Submodules

	aries_cloudagent.messaging.credentials.messages.tests.test_credential module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_offer module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_request module









	Submodules

	aries_cloudagent.messaging.credentials.messages.credential_issue module

	aries_cloudagent.messaging.credentials.messages.credential_offer module

	aries_cloudagent.messaging.credentials.messages.credential_request module





	aries_cloudagent.messaging.credentials.models package
	Submodules

	aries_cloudagent.messaging.credentials.models.credential_exchange module












Submodules




aries_cloudagent.messaging.credentials.manager module

Classes to manage credentials.


	
class aries_cloudagent.messaging.credentials.manager.CredentialManager(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for managing credentials.


	
cache_credential_exchange(credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange)

	Cache a credential exchange to avoid redundant credential requests.






	
context

	Accessor for the current injection context.


	Returns

	The injection context for this credential manager










	
create_offer(credential_definition_id: str, connection_id: str, auto_issue: bool = None, credential_values: dict = None)

	Create a new credential exchange representing an offer.


	Parameters

	
	credential_definition_id – Credential definition id for offer


	connection_id – Connection to create offer for






	Returns

	A new credential exchange record










	
create_request(credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange, connection_record: aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord)

	Create a credential request.


	Parameters

	
	credential_exchange_record – Credential exchange to create request for


	connection_record – Connection to create the request for






	Returns

	A tuple (credential_exchange_record, credential_request_message)










	
credential_stored(credential_stored_message: aries_cloudagent.messaging.credentials.messages.credential_stored.CredentialStored)

	Receive confirmation that holder stored credential.


	Parameters

	credential_message – credential to store










	
issue_credential(credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange)

	Issue a credential.


	Parameters

	credential_exchange_record – The credential exchange we are issuing a
credential for



	Returns

	(Updated credential exchange record, credential message obj)



	Return type

	Tuple










	
offer_credential(credential_exchange: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange)

	Offer a credential.


	Parameters

	credential_exchange_record – The credential exchange we are creating
the credential offer for



	Returns

	(Updated credential exchange record, credential offer message)



	Return type

	Tuple










	
perform_send(credential_exchange: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange, outbound_handler)

	Send the first message in a credential exchange.






	
prepare_send(credential_definition_id: str, connection_id: str, credential_values: dict) → aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange

	Set up a new credential exchange for an automated send.


	Parameters

	
	credential_definition_id – Credential definition id for offer


	connection_id – Connection to create offer for


	credential_values – The credential values to use if auto_issue is enabled






	Returns

	A new CredentialExchange record










	
receive_credential(credential_message: aries_cloudagent.messaging.credentials.messages.credential_issue.CredentialIssue)

	Receive a credential a credential from an issuer.

Hold in storage to be potentially processed by controller before storing.


	Parameters

	credential_message – credential to store










	
receive_offer(credential_offer_message: aries_cloudagent.messaging.credentials.messages.credential_offer.CredentialOffer, connection_id: str)

	Receive a credential offer.


	Parameters

	
	credential_offer – Credential offer to receive


	connection_id – Connection to receive offer on






	Returns

	The credential_exchange_record










	
receive_request(credential_request_message: aries_cloudagent.messaging.credentials.messages.credential_request.CredentialRequest)

	Receive a credential request.


	Parameters

	credential_request_message – Credential request to receive










	
store_credential(credential_exchange_record: aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange)

	Store a credential in the wallet.


	Parameters

	credential_message – credential to store














	
exception aries_cloudagent.messaging.credentials.manager.CredentialManagerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Credential error.








aries_cloudagent.messaging.credentials.message_types module

Message type identifiers for Connections.




aries_cloudagent.messaging.credentials.routes module

Connection handling admin routes.


	
class aries_cloudagent.messaging.credentials.routes.CredentialExchangeListSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential exchange query.


	
results

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialIssueRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a credential issue admin message.


	
credential_values

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialIssueResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential issue admin message.


	
credential_id

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialListSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential query.


	
results

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialOfferRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a credential offer admin message.


	
connection_id

	Used by autodoc_mock_imports.






	
credential_definition_id

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialOfferResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential offer admin message.


	
credential_id

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialProblemReportRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a problem report.


	
explain_ltxt

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialRequestResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential request admin message.


	
credential_id

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a credential query.






	
class aries_cloudagent.messaging.credentials.routes.CredentialSendRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a credential offer admin message.


	
connection_id

	Used by autodoc_mock_imports.






	
credential_definition_id

	Used by autodoc_mock_imports.






	
credential_values

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.credentials.routes.CredentialSendResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for sending a credential offer admin message.


	
credential_id

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_issue(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for sending a credential.


	Parameters

	request – aiohttp request object



	Returns

	The credential details.










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_list(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for searching credential exchange records.


	Parameters

	request – aiohttp request object



	Returns

	The credential exchange list response










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_problem_report(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for sending a problem report.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_remove(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for removing a credential exchange record.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_retrieve(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for fetching a single credential exchange record.


	Parameters

	request – aiohttp request object



	Returns

	The credential exchange record response










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_send(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for sending a credential.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_send_offer(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for sending a credential offer.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_send_request(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for sending a credential request.


	Parameters

	request – aiohttp request object



	Returns

	The credential request details.










	
aries_cloudagent.messaging.credentials.routes.credential_exchange_store(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for storing a credential request.


	Parameters

	request – aiohttp request object



	Returns

	The credential request details.










	
aries_cloudagent.messaging.credentials.routes.credentials_get(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for retrieving a credential.


	Parameters

	request – aiohttp request object



	Returns

	The credential response










	
aries_cloudagent.messaging.credentials.routes.credentials_list(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for searching credential records.


	Parameters

	request – aiohttp request object



	Returns

	The credential list response










	
aries_cloudagent.messaging.credentials.routes.credentials_remove(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Request handler for searching connection records.


	Parameters

	request – aiohttp request object



	Returns

	The connection list response










	
aries_cloudagent.messaging.credentials.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847fd3c8>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credentials.handlers package


Submodules




aries_cloudagent.messaging.credentials.handlers.credential_issue_handler module

Basic message handler.


	
class aries_cloudagent.messaging.credentials.handlers.credential_issue_handler.CredentialIssueHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential offers.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for credential offers.


	Parameters

	
	context – request context


	responder – responder callback



















aries_cloudagent.messaging.credentials.handlers.credential_offer_handler module

Basic message handler.


	
class aries_cloudagent.messaging.credentials.handlers.credential_offer_handler.CredentialOfferHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential offers.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for credential offers.


	Parameters

	
	context – request context


	responder – responder callback



















aries_cloudagent.messaging.credentials.handlers.credential_request_handler module

Credential request handler.


	
class aries_cloudagent.messaging.credentials.handlers.credential_request_handler.CredentialRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential requests.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for credential requests.


	Parameters

	
	context – request context


	responder – responder callback






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credentials.messages package


Subpackages



	aries_cloudagent.messaging.credentials.messages.tests package
	Submodules

	aries_cloudagent.messaging.credentials.messages.tests.test_credential module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_offer module

	aries_cloudagent.messaging.credentials.messages.tests.test_credential_request module












Submodules




aries_cloudagent.messaging.credentials.messages.credential_issue module

A credential content message.


	
class aries_cloudagent.messaging.credentials.messages.credential_issue.CredentialIssue(*, issue: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a credential.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Credential metadata.


	
handler_class = 'aries_cloudagent.messaging.credentials.handlers.credential_issue_handler.CredentialIssueHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/credential-issuance/0.1/credential-issue'

	




	
schema_class = 'CredentialIssueSchema'

	












	
class aries_cloudagent.messaging.credentials.messages.credential_issue.CredentialIssueSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Credential schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Credential schema metadata.


	
model_class

	alias of CredentialIssue










	
issue

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.credentials.messages.credential_offer module

A credential offer content message.


	
class aries_cloudagent.messaging.credentials.messages.credential_offer.CredentialOffer(*, offer_json: str = None, credential_preview: dict = None, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a credential offer.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialOffer metadata.


	
handler_class = 'aries_cloudagent.messaging.credentials.handlers.credential_offer_handler.CredentialOfferHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/credential-issuance/0.1/credential-offer'

	




	
schema_class = 'CredentialOfferSchema'

	












	
class aries_cloudagent.messaging.credentials.messages.credential_offer.CredentialOfferSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Credential offer schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Credential offer schema metadata.


	
model_class

	alias of CredentialOffer










	
comment

	Used by autodoc_mock_imports.






	
credential_preview

	Used by autodoc_mock_imports.






	
offer_json

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.credentials.messages.credential_request module

A credential request content message.


	
class aries_cloudagent.messaging.credentials.messages.credential_request.CredentialRequest(*, request: str = None, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a credential request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialRequest metadata.


	
handler_class = 'aries_cloudagent.messaging.credentials.handlers.credential_request_handler.CredentialRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/credential-issuance/0.1/credential-request'

	




	
schema_class = 'CredentialRequestSchema'

	












	
class aries_cloudagent.messaging.credentials.messages.credential_request.CredentialRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Credential request schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Credential request schema metadata.


	
model_class

	alias of CredentialRequest










	
comment

	Used by autodoc_mock_imports.






	
request

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credentials.models package


Submodules




aries_cloudagent.messaging.credentials.models.credential_exchange module

Handle credential exchange information interface with non-secrets storage.


	
class aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange(*, credential_exchange_id: str = None, connection_id: str = None, thread_id: str = None, parent_thread_id: str = None, initiator: str = None, state: str = None, credential_definition_id: str = None, schema_id: str = None, credential_offer: dict = None, credential_request: dict = None, credential_request_metadata: dict = None, credential_id: str = None, raw_credential: dict = None, credential: dict = None, credential_values: dict = None, auto_issue: bool = False, error_msg: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecord

Represents a credential exchange.


	
INITIATOR_EXTERNAL = 'external'

	




	
INITIATOR_SELF = 'self'

	




	
LOG_STATE_FLAG = 'debug.credentials'

	




	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialExchange metadata.


	
schema_class = 'CredentialExchangeSchema'

	








	
RECORD_ID_NAME = 'credential_exchange_id'

	




	
RECORD_TYPE = 'credential_exchange'

	




	
STATE_CREDENTIAL_RECEIVED = 'credential_received'

	




	
STATE_ISSUED = 'issued'

	




	
STATE_OFFER_RECEIVED = 'offer_received'

	




	
STATE_OFFER_SENT = 'offer_sent'

	




	
STATE_REQUEST_RECEIVED = 'request_received'

	




	
STATE_REQUEST_SENT = 'request_sent'

	




	
STATE_STORED = 'stored'

	




	
WEBHOOK_TOPIC = 'credentials'

	




	
credential_exchange_id

	Accessor for the ID associated with this exchange.






	
record_tags

	Accessor for the record tags generated for this credential exchange.






	
record_value

	Accessor to for the JSON record value props for this credential exchange.










	
class aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchangeSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecordSchema

Schema to allow serialization/deserialization of credential exchange records.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialExchangeSchema metadata.


	
model_class

	alias of CredentialExchange










	
auto_issue

	Used by autodoc_mock_imports.






	
connection_id

	Used by autodoc_mock_imports.






	
credential

	Used by autodoc_mock_imports.






	
credential_definition_id

	Used by autodoc_mock_imports.






	
credential_exchange_id

	Used by autodoc_mock_imports.






	
credential_id

	Used by autodoc_mock_imports.






	
credential_offer

	Used by autodoc_mock_imports.






	
credential_request

	Used by autodoc_mock_imports.






	
credential_request_metadata

	Used by autodoc_mock_imports.






	
credential_values

	Used by autodoc_mock_imports.






	
error_msg

	Used by autodoc_mock_imports.






	
initiator

	Used by autodoc_mock_imports.






	
parent_thread_id

	Used by autodoc_mock_imports.






	
raw_credential

	Used by autodoc_mock_imports.






	
schema_id

	Used by autodoc_mock_imports.






	
state

	Used by autodoc_mock_imports.






	
thread_id

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.decorators package


Subpackages



	aries_cloudagent.messaging.decorators.tests package
	Submodules

	aries_cloudagent.messaging.decorators.tests.test_decorator_set module

	aries_cloudagent.messaging.decorators.tests.test_thread_decorator module












Submodules




aries_cloudagent.messaging.decorators.base module

Classes for managing a collection of decorators.


	
class aries_cloudagent.messaging.decorators.base.BaseDecoratorSet(models: dict = None)

	Bases: collections.OrderedDict [https://docs.python.org/3/library/collections.html#collections.OrderedDict]

Collection of decorators.


	
add_model(key: str, model: Type[aries_cloudagent.messaging.models.base.BaseModel])

	Add a registered decorator model.






	
copy() → aries_cloudagent.messaging.decorators.base.BaseDecoratorSet

	Return a copy of the decorator set.






	
extract_decorators(message: Mapping[KT, VT_co], schema: Type[<sphinx.ext.autodoc.importer._MockObject object at 0x7f3a848d4748>] = None, serialized: bool = True, skip_attrs: Sequence[str] = None) → collections.OrderedDict

	Extract decorators and return the remaining properties.






	
field(name: str) → aries_cloudagent.messaging.decorators.base.BaseDecoratorSet

	Access a named decorated field.






	
fields

	Acessor for the set of currently defined fields.






	
has_field(name: str) → bool

	Check for the existence of a named decorator field.






	
load_decorator(key: str, value, serialized=False)

	Convert a decorator value to its loaded representation.






	
models

	Accessor for the models dictionary.






	
prefix

	Accessor for the decorator prefix.






	
remove_field(name: str)

	Remove a named decorated field.






	
remove_model(key: str)

	Remove a registered decorator model.






	
to_dict(prefix: str = None) → collections.OrderedDict

	Convert to a dictionary (serialize).


	Raises

	BaseModelError – on decorator validation errors














	
exception aries_cloudagent.messaging.decorators.base.DecoratorError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base error for decorator issues.








aries_cloudagent.messaging.decorators.default module

Default decorator set implementation.


	
class aries_cloudagent.messaging.decorators.default.DecoratorSet(models: dict = None)

	Bases: aries_cloudagent.messaging.decorators.base.BaseDecoratorSet

Default decorator set implementation.








aries_cloudagent.messaging.decorators.localization_decorator module

The localization decorator (~l10n) for message localization information.


	
class aries_cloudagent.messaging.decorators.localization_decorator.LocalizationDecorator(*, locale: str = None, localizable: Sequence[str] = None, catalogs: Sequence[str] = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the localization decorator.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

LocalizationDecorator metadata.


	
schema_class = 'LocalizationDecoratorSchema'

	












	
class aries_cloudagent.messaging.decorators.localization_decorator.LocalizationDecoratorSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Localization decorator schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

LocalizationDecoratorSchema metadata.


	
model_class

	alias of LocalizationDecorator










	
catalogs

	Used by autodoc_mock_imports.






	
locale

	Used by autodoc_mock_imports.






	
localizable

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.decorators.signature_decorator module

Model and schema for working with field signatures within message bodies.


	
class aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator(*, signature_type: str = None, signature: str = None, sig_data: str = None, signer: str = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing a field value signed by a known verkey.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

SignatureDecorator metadata.


	
schema_class = 'SignatureDecoratorSchema'

	








	
TYPE_ED25519SHA512 = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/signature/1.0/ed25519Sha512_single'

	




	
classmethod create(value, signer: str, wallet: aries_cloudagent.wallet.base.BaseWallet, timestamp=None) → aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator

	Create a Signature.

Sign a field value and return a newly constructed SignatureDecorator
representing the resulting signature.


	Parameters

	
	value – Value to sign


	signer – Verkey of the signing party


	wallet – The wallet to use for the signature






	Returns

	The created SignatureDecorator object










	
decode() -> (<class 'object'>, <class 'int'>)

	Decode the signature to its timestamp and value.


	Returns

	A tuple of (decoded message, timestamp)










	
verify(wallet: aries_cloudagent.wallet.base.BaseWallet) → bool

	Verify the signature against the signer’s public key.


	Parameters

	wallet – Wallet to use to verify signature



	Returns

	True if verification succeeds else False














	
class aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecoratorSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

SignatureDecorator schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

SignatureDecoratorSchema metadata.


	
model_class

	alias of SignatureDecorator










	
sig_data

	Used by autodoc_mock_imports.






	
signature

	Used by autodoc_mock_imports.






	
signature_type

	Used by autodoc_mock_imports.






	
signer

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.decorators.thread_decorator module

A message decorator for threads.

A thread decorator identifies a message that may require additional
context from previous messages.


	
class aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecorator(*, thid: str = None, pthid: str = None, sender_order: int = None, received_orders: Mapping[KT, VT_co] = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing thread decorator.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ThreadDecorator metadata.


	
schema_class = 'ThreadDecoratorSchema'

	








	
pthid

	Accessor for parent thread identifier.


	Returns

	This thread’s pthid










	
received_orders

	Get received orders.


	Returns

	The highest sender_order value that the sender has seen from other
sender(s) on the thread.










	
sender_order

	Get sender order.


	Returns

	A number that tells where this message fits in the sequence of all
messages that the current sender has contributed to this thread










	
thid

	Accessor for thread identifier.


	Returns

	This thread’s thid














	
class aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecoratorSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Thread decorator schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ThreadDecoratorSchema metadata.


	
model_class

	alias of ThreadDecorator










	
pthid

	Used by autodoc_mock_imports.






	
received_orders

	Used by autodoc_mock_imports.






	
sender_order

	Used by autodoc_mock_imports.






	
thid

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.decorators.timing_decorator module

The timing decorator (~timing).

This decorator allows the timing of agent messages to be communicated
and constrained.


	
class aries_cloudagent.messaging.decorators.timing_decorator.TimingDecorator(*, in_time: Union[str, datetime.datetime] = None, out_time: Union[str, datetime.datetime] = None, stale_time: Union[str, datetime.datetime] = None, expires_time: Union[str, datetime.datetime] = None, delay_milli: int = None, wait_until_time: Union[str, datetime.datetime] = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the timing decorator.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

TimingDecorator metadata.


	
schema_class = 'TimingDecoratorSchema'

	












	
class aries_cloudagent.messaging.decorators.timing_decorator.TimingDecoratorSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Timing decorator schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

TimingDecoratorSchema metadata.


	
model_class

	alias of TimingDecorator










	
delay_milli

	Used by autodoc_mock_imports.






	
expires_time

	Used by autodoc_mock_imports.






	
in_time

	Used by autodoc_mock_imports.






	
out_time

	Used by autodoc_mock_imports.






	
stale_time

	Used by autodoc_mock_imports.






	
wait_until_time

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.decorators.transport_decorator module

The transport decorator (~transport).

This decorator allows changes to agent response behaviour and queue status updates.


	
class aries_cloudagent.messaging.decorators.transport_decorator.TransportDecorator(*, return_route: str = None, return_route_thread: str = None, queued_message_count: int = None)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the transport decorator.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

TransportDecorator metadata.


	
schema_class = 'TransportDecoratorSchema'

	












	
class aries_cloudagent.messaging.decorators.transport_decorator.TransportDecoratorSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Transport decorator schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

TransportDecoratorSchema metadata.


	
model_class

	alias of TransportDecorator










	
queued_message_count

	Used by autodoc_mock_imports.






	
return_route

	Used by autodoc_mock_imports.






	
return_route_thread

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.decorators.tests package


Submodules




aries_cloudagent.messaging.decorators.tests.test_decorator_set module


	
class aries_cloudagent.messaging.decorators.tests.test_decorator_set.SimpleModel(*, value: str = None, handled_decorator: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
schema_class = 'SimpleModelSchema'

	












	
class aries_cloudagent.messaging.decorators.tests.test_decorator_set.SimpleModelSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
model_class

	alias of SimpleModel










	
handled_decorator

	Used by autodoc_mock_imports.






	
value

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.decorators.tests.test_decorator_set.TestDecoratorSet(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_decorator_model()

	




	
test_dict()

	




	
test_extract()

	




	
test_field_decorator()

	




	
test_skip_decorator()

	










aries_cloudagent.messaging.decorators.tests.test_thread_decorator module


	
class aries_cloudagent.messaging.decorators.tests.test_thread_decorator.TestThreadDecorator(methodName='runTest')

	Bases: unittest.case.TestCase


	
parent_id = 'tid-000'

	




	
received_orders = {'did': 2}

	




	
sender_order = 1

	




	
test_init()

	




	
test_serialize_load()

	




	
thread_id = 'tid-001'

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.discovery package


Subpackages



	aries_cloudagent.messaging.discovery.handlers package
	Subpackages
	aries_cloudagent.messaging.discovery.handlers.tests package
	Submodules

	aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler module









	Submodules

	aries_cloudagent.messaging.discovery.handlers.disclose_handler module

	aries_cloudagent.messaging.discovery.handlers.query_handler module





	aries_cloudagent.messaging.discovery.messages package
	Subpackages
	aries_cloudagent.messaging.discovery.messages.tests package
	Submodules

	aries_cloudagent.messaging.discovery.messages.tests.test_disclose module

	aries_cloudagent.messaging.discovery.messages.tests.test_query module









	Submodules

	aries_cloudagent.messaging.discovery.messages.disclose module

	aries_cloudagent.messaging.discovery.messages.query module












Submodules




aries_cloudagent.messaging.discovery.message_types module

Message type identifiers for Protocol Discovery.




aries_cloudagent.messaging.discovery.routes module

Protocol discovery admin routes.


	
class aries_cloudagent.messaging.discovery.routes.QueryResultSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for connection list.


	
results

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.discovery.routes.query_protocols(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847c4320>)

	Request handler for inspecting supported protocols.


	Parameters

	request – aiohttp request object



	Returns

	The diclosed protocols response










	
aries_cloudagent.messaging.discovery.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847c4320>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.discovery.handlers package


Subpackages



	aries_cloudagent.messaging.discovery.handlers.tests package
	Submodules

	aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler module












Submodules




aries_cloudagent.messaging.discovery.handlers.disclose_handler module

Handler for incoming disclose messages.


	
class aries_cloudagent.messaging.discovery.handlers.disclose_handler.DiscloseHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming disclose messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.discovery.handlers.query_handler module

Handler for incoming query messages.


	
class aries_cloudagent.messaging.discovery.handlers.query_handler.QueryHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming query messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.discovery.messages package


Subpackages



	aries_cloudagent.messaging.discovery.messages.tests package
	Submodules

	aries_cloudagent.messaging.discovery.messages.tests.test_disclose module

	aries_cloudagent.messaging.discovery.messages.tests.test_query module












Submodules




aries_cloudagent.messaging.discovery.messages.disclose module

Represents a protocol discovery disclosure message.


	
class aries_cloudagent.messaging.discovery.messages.disclose.Disclose(*, protocols: Mapping[str, Mapping[KT, VT_co]] = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Represents a protocol discovery disclosure, the response to a query message.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Disclose metadata.


	
handler_class = 'aries_cloudagent.messaging.discovery.handlers.disclose_handler.DiscloseHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/protocol-discovery/1.0/disclose'

	




	
schema_class = 'DiscloseSchema'

	












	
class aries_cloudagent.messaging.discovery.messages.disclose.DiscloseSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Disclose message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

DiscloseSchema metadata.


	
model_class

	alias of Disclose










	
protocols

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.discovery.messages.disclose.ProtocolDescriptorSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Schema for an entry in the protocols list.


	
pid

	Used by autodoc_mock_imports.






	
roles

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.discovery.messages.query module

Represents a protocol discovery query message.


	
class aries_cloudagent.messaging.discovery.messages.query.Query(*, query: str = None, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Represents a protocol discovery query.

Used for inspecting what message types are supported by the agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Query metadata.


	
handler_class = 'aries_cloudagent.messaging.discovery.handlers.query_handler.QueryHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/protocol-discovery/1.0/query'

	




	
schema_class = 'QuerySchema'

	












	
class aries_cloudagent.messaging.discovery.messages.query.QuerySchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Query message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

QuerySchema metadata.


	
model_class

	alias of Query










	
comment

	Used by autodoc_mock_imports.






	
query

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.introduction package


Subpackages



	aries_cloudagent.messaging.introduction.handlers package
	Submodules

	aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler module

	aries_cloudagent.messaging.introduction.handlers.invitation_handler module

	aries_cloudagent.messaging.introduction.handlers.invitation_request_handler module





	aries_cloudagent.messaging.introduction.messages package
	Subpackages
	aries_cloudagent.messaging.introduction.messages.tests package
	Submodules

	aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request module









	Submodules

	aries_cloudagent.messaging.introduction.messages.forward_invitation module

	aries_cloudagent.messaging.introduction.messages.invitation module

	aries_cloudagent.messaging.introduction.messages.invitation_request module





	aries_cloudagent.messaging.introduction.tests package








Submodules




aries_cloudagent.messaging.introduction.base_service module

Introduction service base classes.


	
class aries_cloudagent.messaging.introduction.base_service.BaseIntroductionService(context: aries_cloudagent.messaging.base_context.BaseRequestContext)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Service handler for allowing connections to exchange invitations.


	
return_invitation(target_connection_id: str, invitation: aries_cloudagent.messaging.introduction.messages.invitation.Invitation, outbound_handler)

	Handle the forwarding of an invitation to the responder.


	Parameters

	
	target_connection_id – The ID of the connection sending the Invitation


	invitation – The received Invitation message


	outbound_handler – The outbound handler coroutine for sending a message













	
classmethod service_handler()

	Quick accessor for conductor to use.






	
start_introduction(init_connection_id: str, target_connection_id: str, outbound_handler, message: str = None)

	Start the introduction process between two connections.


	Parameters

	
	init_connection_id – The connection initiating the request


	target_connection_id – The connection which is asked for an invitation


	outbound_handler – The outbound handler coroutine for sending a message


	message – The message to use when requesting the invitation

















	
exception aries_cloudagent.messaging.introduction.base_service.IntroductionError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Generic introduction service error.








aries_cloudagent.messaging.introduction.demo_service module

Introduction service demo classes.


	
class aries_cloudagent.messaging.introduction.demo_service.DemoIntroductionService(context: aries_cloudagent.messaging.base_context.BaseRequestContext)

	Bases: aries_cloudagent.messaging.introduction.base_service.BaseIntroductionService

Service handler for allowing connections to exchange invitations.


	
RECORD_TYPE = 'introduction_record'

	




	
return_invitation(target_connection_id: str, invitation: aries_cloudagent.messaging.introduction.messages.invitation.Invitation, outbound_handler)

	Handle the forwarding of an invitation to the responder.


	Parameters

	
	target_connection_id – The ID of the connection sending the Invitation


	invitation – The received Invitation message


	outbound_handler – The outbound handler coroutine for sending a message













	
start_introduction(init_connection_id: str, target_connection_id: str, message: str, outbound_handler)

	Start the introduction process between two connections.


	Parameters

	
	init_connection_id – The connection initiating the request


	target_connection_id – The connection which is asked for an invitation


	outbound_handler – The outbound handler coroutine for sending a message


	message – The message to use when requesting the invitation



















aries_cloudagent.messaging.introduction.message_types module

Message type identifiers for Introductions.




aries_cloudagent.messaging.introduction.routes module

Introduction service admin routes.


	
aries_cloudagent.messaging.introduction.routes.introduction_start(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84813a90>)

	Request handler for starting an introduction.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.introduction.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a84813a90>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.introduction.handlers package


Submodules




aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler module

Handler for incoming forward invitation messages.


	
class aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler.ForwardInvitationHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming forward invitation messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.introduction.handlers.invitation_handler module

Handler for incoming invitation messages.


	
class aries_cloudagent.messaging.introduction.handlers.invitation_handler.InvitationHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming invitation messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.introduction.handlers.invitation_request_handler module

Handler for incoming invitation request messages.


	
class aries_cloudagent.messaging.introduction.handlers.invitation_request_handler.InvitationRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming invitation request messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.introduction.messages package


Subpackages



	aries_cloudagent.messaging.introduction.messages.tests package
	Submodules

	aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation module

	aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request module












Submodules




aries_cloudagent.messaging.introduction.messages.forward_invitation module

Represents a forwarded invitation from another agent.


	
class aries_cloudagent.messaging.introduction.messages.forward_invitation.ForwardInvitation(*, invitation: aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation = None, message: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing an invitation to be forwarded.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for a forwarded invitation.


	
handler_class = 'aries_cloudagent.messaging.introduction.handlers.forward_invitation_handler.ForwardInvitationHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/introduction-service/0.1/forward-invitation'

	




	
schema_class = 'ForwardInvitationSchema'

	












	
class aries_cloudagent.messaging.introduction.messages.forward_invitation.ForwardInvitationSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

ForwardInvitation request schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ForwardInvitation request schema metadata.


	
model_class

	alias of ForwardInvitation










	
invitation

	Used by autodoc_mock_imports.






	
message

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.introduction.messages.invitation module

Represents an invitation returned to the introduction service.


	
class aries_cloudagent.messaging.introduction.messages.invitation.Invitation(*, invitation: aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation = None, message: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing an invitation returned to the introduction service.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for an invitation.


	
handler_class = 'aries_cloudagent.messaging.introduction.handlers.invitation_handler.InvitationHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/introduction-service/0.1/invitation'

	




	
schema_class = 'InvitationSchema'

	












	
class aries_cloudagent.messaging.introduction.messages.invitation.InvitationSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Invitation request schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Invitation request schema metadata.


	
model_class

	alias of Invitation










	
invitation

	Used by autodoc_mock_imports.






	
message

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.introduction.messages.invitation_request module

Represents an request for an invitation from the introduction service.


	
class aries_cloudagent.messaging.introduction.messages.invitation_request.InvitationRequest(*, responder: str = None, message: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing an invitation request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Metadata for an invitation request.


	
handler_class = 'aries_cloudagent.messaging.introduction.handlers.invitation_request_handler.InvitationRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/introduction-service/0.1/invitation-request'

	




	
schema_class = 'InvitationRequestSchema'

	












	
class aries_cloudagent.messaging.introduction.messages.invitation_request.InvitationRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Invitation request schema class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Invitation request schema metadata.


	
model_class

	alias of InvitationRequest










	
message

	Used by autodoc_mock_imports.






	
responder

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.introduction.tests package





          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.models package


Submodules




aries_cloudagent.messaging.models.base module

Base classes for Models and Schemas.


	
class aries_cloudagent.messaging.models.base.BaseModel

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base model that provides convenience methods.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

BaseModel meta data.


	
schema_class = None

	








	
Schema

	Accessor for the model’s schema class.


	Returns

	The schema class










	
classmethod deserialize(obj)

	Convert from JSON representation to a model instance.


	Parameters

	obj – The dict to load into a model instance



	Returns

	A model instance for this data










	
classmethod from_json(json_repr: Union[str, bytes])

	Parse a JSON string into a model instance.


	Parameters

	json_repr – JSON string



	Returns

	A model instance representation of this JSON










	
serialize(as_string=False) → dict

	Create a JSON-compatible dict representation of the model instance.


	Parameters

	as_string – Return a string of JSON instead of a dict



	Returns

	A dict representation of this model, or a JSON string if as_string is True










	
to_json() → str

	Create a JSON representation of the model instance.


	Returns

	A JSON representation of this message














	
exception aries_cloudagent.messaging.models.base.BaseModelError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base exception class for base model errors.






	
class aries_cloudagent.messaging.models.base.BaseModelSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

BaseModel schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

BaseModelSchema metadata.


	
model_class = None

	




	
ordered = True

	




	
skip_values = [None]

	








	
Model

	Accessor for the schema’s model class.


	Returns

	The model class










	
make_model(data: dict)

	Return model instance after loading.


	Returns

	A model instance










	
remove_skipped_values(data)

	Remove values that are are marked to skip.


	Returns

	Returns this modified data










	
skip_dump_only(data)

	Skip fields that are only expected during serialization.


	Parameters

	data – The incoming data to clean



	Returns

	The modified data














	
aries_cloudagent.messaging.models.base.resolve_class(the_cls, relative_cls: type = None)

	Resolve a class.


	Parameters

	
	the_cls – The class to resolve


	relative_cls – Relative class to resolve from






	Returns

	The resolved class



	Raises

	ClassNotFoundError – If the class could not be loaded










	
aries_cloudagent.messaging.models.base.resolve_meta_property(obj, prop_name: str, defval=None)

	Resolve a meta property.


	Parameters

	
	prop_name – The property to resolve


	defval – The default value






	Returns

	The meta property















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.presentations package


Subpackages



	aries_cloudagent.messaging.presentations.handlers package
	Submodules

	aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler module

	aries_cloudagent.messaging.presentations.handlers.presentation_request_handler module





	aries_cloudagent.messaging.presentations.messages package
	Subpackages
	aries_cloudagent.messaging.presentations.messages.tests package
	Submodules

	aries_cloudagent.messaging.presentations.messages.tests.test_proof module

	aries_cloudagent.messaging.presentations.messages.tests.test_proof_request module









	Submodules

	aries_cloudagent.messaging.presentations.messages.credential_presentation module

	aries_cloudagent.messaging.presentations.messages.presentation_request module





	aries_cloudagent.messaging.presentations.models package
	Submodules

	aries_cloudagent.messaging.presentations.models.presentation_exchange module












Submodules




aries_cloudagent.messaging.presentations.manager module

Classes to manage presentations.


	
class aries_cloudagent.messaging.presentations.manager.PresentationManager(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for managing presentations.


	
context

	Accessor for the current request context.


	Returns

	The injection context for this presentation manager










	
create_presentation(presentation_exchange_record: aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchange, requested_credentials: dict)

	Receive a presentation request.


	Parameters

	
	presentation_exchange_record – Record to update


	requested_credentials – Indy formatted requested_credentials








i.e.,


	{

	
	“self_attested_attributes”: {

	“j233ffbc-bd35-49b1-934f-51e083106f6d”: “value”





},
“requested_attributes”: {



	“6253ffbb-bd35-49b3-934f-46e083106f6c”: {

	“cred_id”: “5bfa40b7-062b-4ae0-a251-a86c87922c0e”,
“revealed”: true





}




},
“requested_predicates”: {



	“bfc8a97d-60d3-4f21-b998-85eeabe5c8c0”: {

	“cred_id”: “5bfa40b7-062b-4ae0-a251-a86c87922c0e”





}




}





}






	
create_request(name: str, version: str, requested_attributes: list, requested_predicates: list, connection_id: str)

	Create a proof request.






	
receive_presentation(presentation: dict, thread_id: str)

	Receive a presentation request.






	
receive_request(presentation_request_message: aries_cloudagent.messaging.presentations.messages.presentation_request.PresentationRequest, connection_id: str)

	Receive a presentation request.


	Parameters

	presentation_request_message – Presentation message to receive










	
verify_presentation(presentation_exchange_record: aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchange)

	Verify a presentation request.










	
exception aries_cloudagent.messaging.presentations.manager.PresentationManagerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Presentation error.








aries_cloudagent.messaging.presentations.message_types module

Message type identifiers for Connections.




aries_cloudagent.messaging.presentations.routes module

Admin routes for presentations.


	
class aries_cloudagent.messaging.presentations.routes.PresentationExchangeListSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Result schema for a presentation exchange query.


	
results

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.presentations.routes.PresentationRequestRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a proof request.


	
class RequestedAttribute(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

RequestedAttribute model.


	
name

	Used by autodoc_mock_imports.






	
restrictions

	Used by autodoc_mock_imports.










	
class RequestedPredicate(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

RequestedPredicate model.


	
name

	Used by autodoc_mock_imports.






	
p_type

	Used by autodoc_mock_imports.






	
p_value

	Used by autodoc_mock_imports.






	
restrictions

	Used by autodoc_mock_imports.










	
connection_id

	Used by autodoc_mock_imports.






	
name

	Used by autodoc_mock_imports.






	
requested_attributes

	Used by autodoc_mock_imports.






	
requested_predicates

	Used by autodoc_mock_imports.






	
version

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.presentations.routes.SendPresentationRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for sending a presentation.


	
requested_attributes

	Used by autodoc_mock_imports.






	
requested_predicates

	Used by autodoc_mock_imports.






	
self_attested_attributes

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_create_request(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for creating a presentation request.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange details.










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_credentials_list(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for searching applicable credential records.


	Parameters

	request – aiohttp request object



	Returns

	The credential list response










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_list(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for searching presentation exchange records.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange list response










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_remove(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for removing a presentation exchange record.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_retrieve(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for fetching a single presentation exchange record.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange record response










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_send_credential_presentation(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for sending a credential presentation.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange details.










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_send_request(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for creating and sending a presentation request.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange details.










	
aries_cloudagent.messaging.presentations.routes.presentation_exchange_verify_credential_presentation(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Request handler for verifying a presentation request.


	Parameters

	request – aiohttp request object



	Returns

	The presentation exchange details.










	
aries_cloudagent.messaging.presentations.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847a2e48>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.presentations.handlers package


Submodules




aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler module

Basic message handler.


	
class aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler.CredentialPresentationHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for credential presentations.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for credential presentations.


	Parameters

	
	context – request context


	responder – responder callback



















aries_cloudagent.messaging.presentations.handlers.presentation_request_handler module

Basic message handler.


	
class aries_cloudagent.messaging.presentations.handlers.presentation_request_handler.PresentationRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Message handler class for presentation requests.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler logic for presentation requests.


	Parameters

	
	context – request context


	responder – responder callback






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.presentations.messages package


Subpackages



	aries_cloudagent.messaging.presentations.messages.tests package
	Submodules

	aries_cloudagent.messaging.presentations.messages.tests.test_proof module

	aries_cloudagent.messaging.presentations.messages.tests.test_proof_request module












Submodules




aries_cloudagent.messaging.presentations.messages.credential_presentation module

A credential presentation message.


	
class aries_cloudagent.messaging.presentations.messages.credential_presentation.CredentialPresentation(presentation: str = None, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a credential presentation.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialPresentation metadata.


	
handler_class = 'aries_cloudagent.messaging.presentations.handlers.credential_presentation_handler.CredentialPresentationHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/credential-presentation/0.1/credential-presentation'

	




	
schema_class = 'CredentialPresentationSchema'

	












	
class aries_cloudagent.messaging.presentations.messages.credential_presentation.CredentialPresentationSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

CredentialPresentation schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

CredentialPresentationSchema metadata.


	
model_class

	alias of CredentialPresentation










	
comment

	Used by autodoc_mock_imports.






	
presentation

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.presentations.messages.presentation_request module

A presentation request content message.


	
class aries_cloudagent.messaging.presentations.messages.presentation_request.PresentationRequest(request: str = None, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a presentation request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PresentationRequest metadata.


	
handler_class = 'aries_cloudagent.messaging.presentations.handlers.presentation_request_handler.PresentationRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/credential-presentation/0.1/presentation-request'

	




	
schema_class = 'PresentationRequestSchema'

	












	
class aries_cloudagent.messaging.presentations.messages.presentation_request.PresentationRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

PresentationRequest schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PresentationRequestSchema metadata.


	
model_class

	alias of PresentationRequest










	
comment

	Used by autodoc_mock_imports.






	
request

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.presentations.models package


Submodules




aries_cloudagent.messaging.presentations.models.presentation_exchange module

Handle presentation exchange information interface with non-secrets storage.


	
class aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchange(*, presentation_exchange_id: str = None, connection_id: str = None, thread_id: str = None, initiator: str = None, state: str = None, presentation_request: dict = None, presentation: dict = None, verified: str = None, error_msg: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecord

Represents a presentation exchange.


	
INITIATOR_EXTERNAL = 'external'

	




	
INITIATOR_SELF = 'self'

	




	
LOG_STATE_FLAG = 'debug.presentations'

	




	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PresentationExchange metadata.


	
schema_class = 'PresentationExchangeSchema'

	








	
RECORD_ID_NAME = 'presentation_exchange_id'

	




	
RECORD_TYPE = 'presentation_exchange'

	




	
STATE_PRESENTATION_RECEIVED = 'presentation_received'

	




	
STATE_PRESENTATION_SENT = 'presentation_sent'

	




	
STATE_REQUEST_RECEIVED = 'request_received'

	




	
STATE_REQUEST_SENT = 'request_sent'

	




	
STATE_VERIFIED = 'verified'

	




	
WEBHOOK_TOPIC = 'presentations'

	




	
presentation_exchange_id

	Accessor for the ID associated with this exchange.






	
record_tags

	Accessor for the record tags generated for this presentation exchange.






	
record_value

	Accessor for JSON record value generated for this presentation exchange.










	
class aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchangeSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base_record.BaseRecordSchema

Schema for serialization/deserialization of presentation exchange records.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PresentationExchangeSchema metadata.


	
model_class

	alias of PresentationExchange










	
connection_id

	Used by autodoc_mock_imports.






	
error_msg

	Used by autodoc_mock_imports.






	
initiator

	Used by autodoc_mock_imports.






	
presentation

	Used by autodoc_mock_imports.






	
presentation_exchange_id

	Used by autodoc_mock_imports.






	
presentation_request

	Used by autodoc_mock_imports.






	
state

	Used by autodoc_mock_imports.






	
thread_id

	Used by autodoc_mock_imports.






	
verified

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.problem_report package


Submodules




aries_cloudagent.messaging.problem_report.handler module

Generic problem report handler.


	
class aries_cloudagent.messaging.problem_report.handler.ProblemReportHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Problem report handler class.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle problem report message.


	Parameters

	
	context – Request context


	responder – Responder used to reply



















aries_cloudagent.messaging.problem_report.message module

Represents a generic problem report message.


	
class aries_cloudagent.messaging.problem_report.message.ProblemReport(*, msg_catalog: str = None, locale: str = None, explain_ltxt: str = None, explain_l10n: Mapping[str, str] = None, problem_items: Sequence[Mapping[str, str]] = None, who_retries: str = None, fix_hint_ltxt: Mapping[str, str] = None, impact: str = None, where: str = None, time_noticed: str = None, tracking_uri: str = None, escalation_uri: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Base class representing a generic problem report message.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Problem report metadata.


	
handler_class = 'aries_cloudagent.messaging.problem_report.handler.ProblemReportHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/notification/1.0/problem-report'

	




	
schema_class = 'ProblemReportSchema'

	












	
class aries_cloudagent.messaging.problem_report.message.ProblemReportSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Schema for ProblemReport base class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Problem report schema metadata.


	
model_class

	alias of ProblemReport










	
escalation_uri

	Used by autodoc_mock_imports.






	
explain_l10n

	Used by autodoc_mock_imports.






	
explain_ltxt

	Used by autodoc_mock_imports.






	
fix_hint_ltxt

	Used by autodoc_mock_imports.






	
impact

	Used by autodoc_mock_imports.






	
locale

	Used by autodoc_mock_imports.






	
msg_catalog

	Used by autodoc_mock_imports.






	
problem_items

	Used by autodoc_mock_imports.






	
time_noticed

	Used by autodoc_mock_imports.






	
tracking_uri

	Used by autodoc_mock_imports.






	
where

	Used by autodoc_mock_imports.






	
who_retries

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing package


Subpackages



	aries_cloudagent.messaging.routing.handlers package
	Subpackages
	aries_cloudagent.messaging.routing.handlers.tests package
	Submodules

	aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers module









	Submodules

	aries_cloudagent.messaging.routing.handlers.forward_handler module

	aries_cloudagent.messaging.routing.handlers.route_query_request_handler module

	aries_cloudagent.messaging.routing.handlers.route_query_response_handler module

	aries_cloudagent.messaging.routing.handlers.route_update_request_handler module

	aries_cloudagent.messaging.routing.handlers.route_update_response_handler module





	aries_cloudagent.messaging.routing.messages package
	Subpackages
	aries_cloudagent.messaging.routing.messages.tests package
	Submodules

	aries_cloudagent.messaging.routing.messages.tests.test_forward module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_response module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_response module









	Submodules

	aries_cloudagent.messaging.routing.messages.forward module

	aries_cloudagent.messaging.routing.messages.route_query_request module

	aries_cloudagent.messaging.routing.messages.route_query_response module

	aries_cloudagent.messaging.routing.messages.route_update_request module

	aries_cloudagent.messaging.routing.messages.route_update_response module





	aries_cloudagent.messaging.routing.models package
	Submodules

	aries_cloudagent.messaging.routing.models.paginate module

	aries_cloudagent.messaging.routing.models.paginated module

	aries_cloudagent.messaging.routing.models.route_query_result module

	aries_cloudagent.messaging.routing.models.route_record module

	aries_cloudagent.messaging.routing.models.route_update module

	aries_cloudagent.messaging.routing.models.route_updated module





	aries_cloudagent.messaging.routing.tests package
	Submodules

	aries_cloudagent.messaging.routing.tests.test_routing_manager module












Submodules




aries_cloudagent.messaging.routing.manager module

Routing manager classes for tracking and inspecting routing records.


	
exception aries_cloudagent.messaging.routing.manager.RouteNotFoundError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.routing.manager.RoutingManagerError

Requested route was not found.






	
class aries_cloudagent.messaging.routing.manager.RoutingManager(context: aries_cloudagent.config.injection_context.InjectionContext)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Class for handling routing records.


	
RECORD_TYPE = 'forward_route'

	




	
context

	Accessor for the current request context.


	Returns

	The request context for this connection










	
create_route_record(client_connection_id: str = None, recipient_key: str = None) → aries_cloudagent.messaging.routing.models.route_record.RouteRecord

	Create and store a new RouteRecord.


	Parameters

	
	client_connection_id – The ID of the connection record


	recipient_key – The recipient verkey of the route






	Returns

	The new routing record










	
delete_route_record(route: aries_cloudagent.messaging.routing.models.route_record.RouteRecord)

	Remove an existing route record.






	
get_recipient(recip_verkey: str) → aries_cloudagent.messaging.routing.models.route_record.RouteRecord

	Resolve the recipient for a verkey.


	Parameters

	recip_verkey – The verkey (“to”) of the incoming Forward message



	Returns

	The RouteRecord associated with this verkey










	
get_routes(client_connection_id: str = None, tag_filter: dict = None) → Sequence[aries_cloudagent.messaging.routing.models.route_record.RouteRecord]

	Fetch all routes associated with the current connection.


	Parameters

	
	client_connection_id – The ID of the connection record


	tag_filter – An optional dictionary of tag filters






	Returns

	A sequence of route records found by the query










	
send_create_route(router_connection_id: str, recip_key: str, outbound_handler)

	Create and send a route update request.

Returns: the current routing state (request or done)






	
update_routes(client_connection_id: str, updates: Sequence[aries_cloudagent.messaging.routing.models.route_update.RouteUpdate]) → Sequence[aries_cloudagent.messaging.routing.models.route_updated.RouteUpdated]

	Update routes associated with the current connection.


	Parameters

	
	client_connection_id – The ID of the connection record


	updates – The sequence of route updates (create/delete) to perform.

















	
exception aries_cloudagent.messaging.routing.manager.RoutingManagerError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Generic routing error.








aries_cloudagent.messaging.routing.message_types module

Message type identifiers for Routing.







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.handlers package


Subpackages



	aries_cloudagent.messaging.routing.handlers.tests package
	Submodules

	aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers module












Submodules




aries_cloudagent.messaging.routing.handlers.forward_handler module

Handler for incoming forward messages.


	
class aries_cloudagent.messaging.routing.handlers.forward_handler.ForwardHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming forward messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.routing.handlers.route_query_request_handler module

Handler for incoming route-query-request messages.


	
class aries_cloudagent.messaging.routing.handlers.route_query_request_handler.RouteQueryRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-query-request messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.routing.handlers.route_query_response_handler module

Handler for incoming route-query-response messages.


	
class aries_cloudagent.messaging.routing.handlers.route_query_response_handler.RouteQueryResponseHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-query-response messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.routing.handlers.route_update_request_handler module

Handler for incoming route-update-request messages.


	
class aries_cloudagent.messaging.routing.handlers.route_update_request_handler.RouteUpdateRequestHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-update-request messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.












aries_cloudagent.messaging.routing.handlers.route_update_response_handler module

Handler for incoming route-update-response messages.


	
class aries_cloudagent.messaging.routing.handlers.route_update_response_handler.RouteUpdateResponseHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Handler for incoming route-update-response messages.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Message handler implementation.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.messages package


Subpackages



	aries_cloudagent.messaging.routing.messages.tests package
	Submodules

	aries_cloudagent.messaging.routing.messages.tests.test_forward module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_query_response module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_request module

	aries_cloudagent.messaging.routing.messages.tests.test_route_update_response module












Submodules




aries_cloudagent.messaging.routing.messages.forward module

Represents a forward message.


	
class aries_cloudagent.messaging.routing.messages.forward.Forward(*, to: str = None, msg: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Represents a request to forward a message to a connected agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Forward metadata.


	
handler_class = 'aries_cloudagent.messaging.routing.handlers.forward_handler.ForwardHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/routing/1.0/forward'

	




	
schema_class = 'ForwardSchema'

	












	
class aries_cloudagent.messaging.routing.messages.forward.ForwardSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Forward message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

ForwardSchema metadata.


	
model_class

	alias of Forward










	
msg

	Used by autodoc_mock_imports.






	
to

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.messages.route_query_request module

Query existing forwarding routes.


	
class aries_cloudagent.messaging.routing.messages.route_query_request.RouteQueryRequest(*, filter: dict = None, paginate: aries_cloudagent.messaging.routing.models.paginate.Paginate = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Query existing routes from a routing agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryRequest metadata.


	
handler_class = 'aries_cloudagent.messaging.routing.handlers.route_query_request_handler.RouteQueryRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/routing/1.0/route-query-request'

	




	
schema_class = 'RouteQueryRequestSchema'

	












	
class aries_cloudagent.messaging.routing.messages.route_query_request.RouteQueryRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

RouteQueryRequest message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryRequestSchema metadata.


	
model_class

	alias of RouteQueryRequest










	
filter

	Used by autodoc_mock_imports.






	
paginate

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.messages.route_query_response module

Return existing forwarding routes in response to a query.


	
class aries_cloudagent.messaging.routing.messages.route_query_response.RouteQueryResponse(*, routes: Sequence[aries_cloudagent.messaging.routing.models.route_query_result.RouteQueryResult] = None, paginated: aries_cloudagent.messaging.routing.models.paginated.Paginated = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Return existing routes from a routing agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryResponse metadata.


	
handler_class = 'aries_cloudagent.messaging.routing.handlers.route_query_response_handler.RouteQueryResponseHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/routing/1.0/route-query-response'

	




	
schema_class = 'RouteQueryResponseSchema'

	












	
class aries_cloudagent.messaging.routing.messages.route_query_response.RouteQueryResponseSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

RouteQueryResponse message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryResponseSchema metadata.


	
model_class

	alias of RouteQueryResponse










	
paginated

	Used by autodoc_mock_imports.






	
routes

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.messages.route_update_request module

Request to update forwarding routes.


	
class aries_cloudagent.messaging.routing.messages.route_update_request.RouteUpdateRequest(*, updates: Sequence[aries_cloudagent.messaging.routing.models.route_update.RouteUpdate] = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Request to existing routes with a routing agent.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdateRequest metadata.


	
handler_class = 'aries_cloudagent.messaging.routing.handlers.route_update_request_handler.RouteUpdateRequestHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/routing/1.0/route-update-request'

	




	
schema_class = 'RouteUpdateRequestSchema'

	












	
class aries_cloudagent.messaging.routing.messages.route_update_request.RouteUpdateRequestSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

RouteUpdateRequest message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdateRequestSchema metadata.


	
model_class

	alias of RouteUpdateRequest










	
updates

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.messages.route_update_response module

Response for a route update request.


	
class aries_cloudagent.messaging.routing.messages.route_update_response.RouteUpdateResponse(*, updated: Sequence[aries_cloudagent.messaging.routing.models.route_updated.RouteUpdated] = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Response for a route update request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdateResponse metadata.


	
handler_class = 'aries_cloudagent.messaging.routing.handlers.route_update_response_handler.RouteUpdateResponseHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/routing/1.0/route-update-response'

	




	
schema_class = 'RouteUpdateResponseSchema'

	












	
class aries_cloudagent.messaging.routing.messages.route_update_response.RouteUpdateResponseSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

RouteUpdateResponse message schema used in serialization/deserialization.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdateResponseSchema metadata.


	
model_class

	alias of RouteUpdateResponse










	
updated

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.models package


Submodules




aries_cloudagent.messaging.routing.models.paginate module

An object for containing the request pagination information.


	
class aries_cloudagent.messaging.routing.models.paginate.Paginate(*, limit: int = None, offset: int = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the pagination details of a request.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Paginate metadata.


	
schema_class = 'PaginateSchema'

	












	
class aries_cloudagent.messaging.routing.models.paginate.PaginateSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Paginate schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PaginateSchema metadata.


	
model_class = 'Paginate'

	








	
limit

	Used by autodoc_mock_imports.






	
offset

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.models.paginated module

An object for containing the response pagination information.


	
class aries_cloudagent.messaging.routing.models.paginated.Paginated(*, start: int = None, end: int = None, limit: int = None, total: int = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing the pagination details of a response.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Paginated metadata.


	
schema_class = 'PaginatedSchema'

	












	
class aries_cloudagent.messaging.routing.models.paginated.PaginatedSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

Paginated schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PaginatedSchema metadata.


	
model_class = 'Paginated'

	








	
end

	Used by autodoc_mock_imports.






	
limit

	Used by autodoc_mock_imports.






	
start

	Used by autodoc_mock_imports.






	
total

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.models.route_query_result module

An object for containing returned route information.


	
class aries_cloudagent.messaging.routing.models.route_query_result.RouteQueryResult(*, recipient_key: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing route information returned by a route query.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryResult metadata.


	
schema_class = 'RouteQueryResultSchema'

	












	
class aries_cloudagent.messaging.routing.models.route_query_result.RouteQueryResultSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

RouteQueryResult schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteQueryResultSchema metadata.


	
model_class = 'RouteQueryResult'

	








	
recipient_key

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.models.route_record module

An object for containing information on an individual route.


	
class aries_cloudagent.messaging.routing.models.route_record.RouteRecord(*, record_id: str = None, connection_id: str = None, recipient_key: str = None, created_at: str = None, updated_at: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing stored route information.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteRecord metadata.


	
schema_class = 'RouteRecordSchema'

	












	
class aries_cloudagent.messaging.routing.models.route_record.RouteRecordSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

RouteRecord schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteRecordSchema metadata.


	
model_class = 'RouteRecord'

	








	
connection_id

	Used by autodoc_mock_imports.






	
created_at

	Used by autodoc_mock_imports.






	
recipient_key

	Used by autodoc_mock_imports.






	
record_id

	Used by autodoc_mock_imports.






	
updated_at

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.models.route_update module

An object for containing route information to be updated.


	
class aries_cloudagent.messaging.routing.models.route_update.RouteUpdate(*, recipient_key: str = None, action: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing a route update request.


	
ACTION_CREATE = 'create'

	




	
ACTION_DELETE = 'delete'

	




	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdate metadata.


	
schema_class = 'RouteUpdateSchema'

	












	
class aries_cloudagent.messaging.routing.models.route_update.RouteUpdateSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

RouteUpdate schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdateSchema metadata.


	
model_class = 'RouteUpdate'

	








	
action

	Used by autodoc_mock_imports.






	
recipient_key

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.routing.models.route_updated module

An object for containing updated route information.


	
class aries_cloudagent.messaging.routing.models.route_updated.RouteUpdated(*, recipient_key: str = None, action: str = None, result: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModel

Class representing a route update response.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdated metadata.


	
schema_class = 'RouteUpdatedSchema'

	








	
RESULT_CLIENT_ERROR = 'client_error'

	




	
RESULT_NO_CHANGE = 'no_change'

	




	
RESULT_SERVER_ERROR = 'server_error'

	




	
RESULT_SUCCESS = 'success'

	








	
class aries_cloudagent.messaging.routing.models.route_updated.RouteUpdatedSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.models.base.BaseModelSchema

RouteUpdated schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

RouteUpdatedSchema metadata.


	
model_class = 'RouteUpdated'

	








	
action

	Used by autodoc_mock_imports.






	
recipient_key

	Used by autodoc_mock_imports.






	
result

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.tests package


Submodules




aries_cloudagent.messaging.routing.tests.test_routing_manager module


	
class aries_cloudagent.messaging.routing.tests.test_routing_manager.TestRoutingManager

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_create_delete(manager)

	




	
test_create_retrieve(manager)

	




	
test_no_recipient(manager)

	




	
test_retrieve_none(manager)

	








	
aries_cloudagent.messaging.routing.tests.test_routing_manager.manager() → aries_cloudagent.messaging.routing.manager.RoutingManager

	




	
aries_cloudagent.messaging.routing.tests.test_routing_manager.request_context() → aries_cloudagent.messaging.request_context.RequestContext

	









          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.schemas package


Submodules




aries_cloudagent.messaging.schemas.routes module

Credential schema admin routes.


	
class aries_cloudagent.messaging.schemas.routes.SchemaGetResultsSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema get request.


	
schema_json

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.schemas.routes.SchemaSendRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Request schema for schema send request.


	
attributes

	Used by autodoc_mock_imports.






	
schema_name

	Used by autodoc_mock_imports.






	
schema_version

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.schemas.routes.SchemaSendResultsSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Results schema for schema send request.


	
schema_id

	Used by autodoc_mock_imports.










	
aries_cloudagent.messaging.schemas.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8860>)

	Register routes.






	
aries_cloudagent.messaging.schemas.routes.schemas_get_schema(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8860>)

	Request handler for sending a credential offer.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.










	
aries_cloudagent.messaging.schemas.routes.schemas_send_schema(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847b8860>)

	Request handler for sending a credential offer.


	Parameters

	request – aiohttp request object



	Returns

	The credential offer details.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.tests package


Submodules




aries_cloudagent.messaging.tests.test_agent_message module


	
class aries_cloudagent.messaging.tests.test_agent_message.BasicAgentMessage(_id: str = None, _decorators: aries_cloudagent.messaging.decorators.base.BaseDecoratorSet = None)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Simple agent message implementation


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Meta data


	
message_type = 'basic-message'

	




	
schema_class = 'AgentMessageSchema'

	












	
class aries_cloudagent.messaging.tests.test_agent_message.SignedAgentMessage(value: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Signed agent message tests


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Meta data


	
handler_class = None

	




	
message_type = 'signed-agent-message'

	




	
schema_class = 'SignedAgentMessageSchema'

	












	
class aries_cloudagent.messaging.tests.test_agent_message.SignedAgentMessageSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Utility schema


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
model_class

	alias of SignedAgentMessage






	
signed_fields = ('value',)

	








	
value

	Used by autodoc_mock_imports.










	
class aries_cloudagent.messaging.tests.test_agent_message.TestAgentMessage(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Tests agent message.


	
class BadImplementationClass(_id: str = None, _decorators: aries_cloudagent.messaging.decorators.base.BaseDecoratorSet = None)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Test utility class.






	
test_assign_thread()

	




	
test_field_signature()

	




	
test_init()

	Tests init class












aries_cloudagent.messaging.tests.test_protocol_registry module


	
class aries_cloudagent.messaging.tests.test_protocol_registry.TestProtocolRegistry(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
no_type_message = {'a': 'b'}

	




	
setUp()

	




	
test_disclosed()

	




	
test_message_handler = 'fake_handler'

	




	
test_message_type = 'PROTOCOL/MESSAGE'

	




	
test_message_type_query()

	




	
test_protocol = 'PROTOCOL'

	




	
test_protocol_queries = ['*', 'PROTOCOL', 'PROTO*']

	




	
test_protocol_queries_fail = ['', 'nomatch', 'nomatch*']

	




	
test_protocols()

	




	
unknown_type_message = {'@type': 1}

	










aries_cloudagent.messaging.tests.test_utils module


	
class aries_cloudagent.messaging.tests.test_utils.TestUtils(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_format()

	




	
test_parse()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.trustping package


Subpackages



	aries_cloudagent.messaging.trustping.handlers package
	Submodules

	aries_cloudagent.messaging.trustping.handlers.ping_handler module

	aries_cloudagent.messaging.trustping.handlers.ping_response_handler module





	aries_cloudagent.messaging.trustping.messages package
	Subpackages
	aries_cloudagent.messaging.trustping.messages.tests package
	Submodules

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping module

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse module









	Submodules

	aries_cloudagent.messaging.trustping.messages.ping module

	aries_cloudagent.messaging.trustping.messages.ping_response module












Submodules




aries_cloudagent.messaging.trustping.message_types module

Message type identifiers for Trust Pings.




aries_cloudagent.messaging.trustping.routes module

Trust ping admin routes.


	
aries_cloudagent.messaging.trustping.routes.connections_send_ping(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847d5198>)

	Request handler for sending a trust ping to a connection.


	Parameters

	request – aiohttp request object










	
aries_cloudagent.messaging.trustping.routes.register(app: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a847d5198>)

	Register routes.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.trustping.handlers package


Submodules




aries_cloudagent.messaging.trustping.handlers.ping_handler module

Ping handler.


	
class aries_cloudagent.messaging.trustping.handlers.ping_handler.PingHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Ping handler class.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle ping message.


	Parameters

	
	context – Request context


	responder – Responder used to reply



















aries_cloudagent.messaging.trustping.handlers.ping_response_handler module

Ping response handler.


	
class aries_cloudagent.messaging.trustping.handlers.ping_response_handler.PingResponseHandler

	Bases: aries_cloudagent.messaging.base_handler.BaseHandler

Ping response handler class.


	
handle(context: aries_cloudagent.messaging.request_context.RequestContext, responder: aries_cloudagent.messaging.responder.BaseResponder)

	Handle ping response message.


	Parameters

	
	context – Request context


	responder – Responder used to reply






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.trustping.messages package


Subpackages



	aries_cloudagent.messaging.trustping.messages.tests package
	Submodules

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping module

	aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse module












Submodules




aries_cloudagent.messaging.trustping.messages.ping module

Represents a trust ping message.


	
class aries_cloudagent.messaging.trustping.messages.ping.Ping(*, response_requested: bool = True, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a trustping message.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Ping metadata.


	
handler_class = 'aries_cloudagent.messaging.trustping.handlers.ping_handler.PingHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/trust_ping/1.0/ping'

	




	
schema_class = 'PingSchema'

	












	
class aries_cloudagent.messaging.trustping.messages.ping.PingSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

Schema for Ping class.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PingSchema metadata.


	
model_class

	alias of Ping










	
comment

	Used by autodoc_mock_imports.






	
response_requested

	Used by autodoc_mock_imports.












aries_cloudagent.messaging.trustping.messages.ping_response module

Represents an response to a trust ping message.


	
class aries_cloudagent.messaging.trustping.messages.ping_response.PingResponse(*, comment: str = None, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessage

Class representing a ping response.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PingResponse metadata.


	
handler_class = 'aries_cloudagent.messaging.trustping.handlers.ping_response_handler.PingResponseHandler'

	




	
message_type = 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/trust_ping/1.0/ping_response'

	




	
schema_class = 'PingResponseSchema'

	












	
class aries_cloudagent.messaging.trustping.messages.ping_response.PingResponseSchema(*args, **kwargs)

	Bases: aries_cloudagent.messaging.agent_message.AgentMessageSchema

PingResponse schema.


	
class Meta

	Bases: object [https://docs.python.org/3/library/functions.html#object]

PingResponseSchema metadata.


	
model_class

	alias of PingResponse










	
comment

	Used by autodoc_mock_imports.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.storage package


Subpackages



	aries_cloudagent.storage.tests package
	Submodules

	aries_cloudagent.storage.tests.test_basic_storage module

	aries_cloudagent.storage.tests.test_indy_storage module

	aries_cloudagent.storage.tests.test_storage_record module












Submodules




aries_cloudagent.storage.base module

Abstract base classes for non-secrets storage.


	
class aries_cloudagent.storage.base.BaseStorage

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract Non-Secrets interface.


	
add_record(record: aries_cloudagent.storage.record.StorageRecord)

	Add a new record to the store.


	Parameters

	record – StorageRecord to be stored










	
delete_record(record: aries_cloudagent.storage.record.StorageRecord)

	Delete an existing record.


	Parameters

	record – StorageRecord to delete










	
delete_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: (typing.Sequence, typing.Mapping))

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to delete


	tags – Tags













	
get_record(record_type: str, record_id: str) → aries_cloudagent.storage.record.StorageRecord

	Fetch a record from the store by type and ID.


	Parameters

	
	record_type – The record type


	record_id – The record id






	Returns

	A StorageRecord instance










	
search_records(type_filter: str, tag_query: Mapping[KT, VT_co] = None, page_size: int = None) → aries_cloudagent.storage.base.BaseStorageRecordSearch

	Create a new record query.


	Parameters

	
	type_filter – Filter string


	tag_query – Tags to query


	page_size – Page size






	Returns

	An instance of BaseStorageRecordSearch










	
update_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT, VT_co])

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to update


	tags – New tags













	
update_record_value(record: aries_cloudagent.storage.record.StorageRecord, value: str)

	Update an existing stored record’s value.


	Parameters

	
	record – StorageRecord to update


	value – The new value

















	
class aries_cloudagent.storage.base.BaseStorageRecordSearch(store: aries_cloudagent.storage.base.BaseStorage, type_filter: str, tag_query: Mapping[KT, VT_co], page_size: int = None)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Represent an active stored records search.


	
close()

	Dispose of the search query.






	
fetch(max_count: int) → Sequence[aries_cloudagent.storage.record.StorageRecord]

	Fetch the next list of results from the store.


	Parameters

	max_count – Max number of records to return



	Returns

	A list of `StorageRecord`s










	
fetch_all() → Sequence[aries_cloudagent.storage.record.StorageRecord]

	Fetch all records from the query.






	
fetch_single() → aries_cloudagent.storage.record.StorageRecord

	Fetch a single query result.






	
handle

	Handle a search request.






	
open()

	Start the search query.






	
opened

	Accessor for open state.


	Returns

	True if opened, else False










	
page_size

	Accessor for page size.


	Returns

	The page size










	
store

	BaseStorage backend for this implementation.


	Returns

	The BaseStorage implementation being used










	
tag_query

	Accessor for tag query.


	Returns

	The tag query










	
type_filter

	Accessor for type filter.


	Returns

	The type filter
















aries_cloudagent.storage.basic module

Basic in-memory storage implementation (non-wallet).


	
class aries_cloudagent.storage.basic.BasicStorage(_wallet: aries_cloudagent.wallet.base.BaseWallet = None)

	Bases: aries_cloudagent.storage.base.BaseStorage

Basic in-memory storage class.


	
add_record(record: aries_cloudagent.storage.record.StorageRecord)

	Add a new record to the store.


	Parameters

	record – StorageRecord to be stored



	Raises

	
	StorageError – If no record is provided


	StorageError – If the record has no ID













	
delete_record(record: aries_cloudagent.storage.record.StorageRecord)

	Delete a record.


	Parameters

	record – StorageRecord to delete



	Raises

	StorageNotFoundError – If record not found










	
delete_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: (typing.Sequence, typing.Mapping))

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to delete


	tags – Tags






	Raises

	StorageNotFoundError – If record not found










	
get_record(record_type: str, record_id: str) → aries_cloudagent.storage.record.StorageRecord

	Fetch a record from the store by type and ID.


	Parameters

	
	record_type – The record type


	record_id – The record id






	Returns

	A StorageRecord instance



	Raises

	StorageNotFoundError – If the record is not found










	
search_records(type_filter: str, tag_query: Mapping[KT, VT_co] = None, page_size: int = None) → aries_cloudagent.storage.basic.BasicStorageRecordSearch

	Search stored records.


	Parameters

	
	type_filter – Filter string


	tag_query – Tags to query


	page_size – Page size






	Returns

	An instance of BaseStorageRecordSearch










	
update_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT, VT_co])

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to update


	tags – New tags






	Raises

	StorageNotFoundError – If record not found










	
update_record_value(record: aries_cloudagent.storage.record.StorageRecord, value: str)

	Update an existing stored record’s value.


	Parameters

	
	record – StorageRecord to update


	value – The new value






	Raises

	StorageNotFoundError – If record not found














	
class aries_cloudagent.storage.basic.BasicStorageRecordSearch(store: aries_cloudagent.storage.basic.BasicStorage, type_filter: str, tag_query: Mapping[KT, VT_co], page_size: int = None)

	Bases: aries_cloudagent.storage.base.BaseStorageRecordSearch

Represent an active stored records search.


	
close()

	Dispose of the search query.






	
fetch(max_count: int) → Sequence[aries_cloudagent.storage.record.StorageRecord]

	Fetch the next list of results from the store.


	Parameters

	max_count – Max number of records to return



	Returns

	A list of `StorageRecord`s



	Raises

	StorageSearchError – If the search query has not been opened










	
open()

	Start the search query.






	
opened

	Accessor for open state.


	Returns

	True if opened, else False














	
aries_cloudagent.storage.basic.basic_tag_query_match(tags: dict, tag_query: dict) → bool

	Match simple tag filters (string values).






	
aries_cloudagent.storage.basic.basic_tag_value_match(value: str, match: dict) → bool

	Match a single tag against a tag subquery.

TODO: What type coercion is needed? (support int or float values?)








aries_cloudagent.storage.error module

Storage-related exceptions.


	
exception aries_cloudagent.storage.error.StorageDuplicateError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.storage.error.StorageError

Duplicate record found in storage.






	
exception aries_cloudagent.storage.error.StorageError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base class for Storage errors.






	
exception aries_cloudagent.storage.error.StorageNotFoundError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.storage.error.StorageError

Record not found in storage.






	
exception aries_cloudagent.storage.error.StorageSearchError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.storage.error.StorageError

General exception during record search.








aries_cloudagent.storage.indy module

Indy implementation of BaseStorage interface.


	
class aries_cloudagent.storage.indy.IndyStorage(wallet: aries_cloudagent.wallet.indy.IndyWallet)

	Bases: aries_cloudagent.storage.base.BaseStorage

Indy Non-Secrets interface.


	
add_record(record: aries_cloudagent.storage.record.StorageRecord)

	Add a new record to the store.


	Parameters

	record – StorageRecord to be stored










	
delete_record(record: aries_cloudagent.storage.record.StorageRecord)

	Delete a record.


	Parameters

	record – StorageRecord to delete



	Raises

	
	StorageNotFoundError – If record not found


	StorageError – If a libindy error occurs













	
delete_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: (typing.Sequence, typing.Mapping))

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to delete


	tags – Tags













	
get_record(record_type: str, record_id: str) → aries_cloudagent.storage.record.StorageRecord

	Fetch a record from the store by type and ID.


	Parameters

	
	record_type – The record type


	record_id – The record id






	Returns

	A StorageRecord instance



	Raises

	
	StorageError – If the record is not provided


	StorageError – If the record ID not provided


	StorageNotFoundError – If the record is not found


	StorageError – If record not found













	
search_records(type_filter: str, tag_query: Mapping[KT, VT_co] = None, page_size: int = None) → aries_cloudagent.storage.indy.IndyStorageRecordSearch

	Search stored records.


	Parameters

	
	type_filter – Filter string


	tag_query – Tags to query


	page_size – Page size






	Returns

	An instance of BaseStorageRecordSearch










	
update_record_tags(record: aries_cloudagent.storage.record.StorageRecord, tags: Mapping[KT, VT_co])

	Update an existing stored record’s tags.


	Parameters

	
	record – StorageRecord to update


	tags – New tags






	Raises

	
	StorageNotFoundError – If record not found


	StorageError – If a libindy error occurs













	
update_record_value(record: aries_cloudagent.storage.record.StorageRecord, value: str)

	Update an existing stored record’s value.


	Parameters

	
	record – StorageRecord to update


	value – The new value






	Raises

	
	StorageNotFoundError – If record not found


	StorageError – If a libindy error occurs













	
wallet

	Accessor for IndyWallet instance.










	
class aries_cloudagent.storage.indy.IndyStorageRecordSearch(store: aries_cloudagent.storage.indy.IndyStorage, type_filter: str, tag_query: Mapping[KT, VT_co], page_size: int = None)

	Bases: aries_cloudagent.storage.base.BaseStorageRecordSearch

Represent an active stored records search.


	
close()

	Dispose of the search query.






	
fetch(max_count: int) → Sequence[aries_cloudagent.storage.record.StorageRecord]

	Fetch the next list of results from the store.


	Parameters

	max_count – Max number of records to return



	Returns

	A list of `StorageRecord`s



	Raises

	StorageSearchError – If the search query has not been opened










	
handle

	Accessor for search handle.


	Returns

	The handle










	
open()

	Start the search query.






	
opened

	Accessor for open state.


	Returns

	True if opened, else False
















aries_cloudagent.storage.provider module

Default storage provider classes.


	
class aries_cloudagent.storage.provider.StorageProvider

	Bases: aries_cloudagent.config.base.BaseProvider

Provider for the default configurable storage classes.


	
STORAGE_TYPES = {'basic': 'aries_cloudagent.storage.basic.BasicStorage', 'indy': 'aries_cloudagent.storage.indy.IndyStorage', 'postgres_storage': 'aries_cloudagent.storage.indy.IndyStorage'}

	




	
provide(settings: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Create and return the storage instance.












aries_cloudagent.storage.record module

Record instance stored and searchable by BaseStorage implementation.


	
class aries_cloudagent.storage.record.StorageRecord

	Bases: aries_cloudagent.storage.record.StorageRecord

Storage record class.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.storage.tests package

Storage test suite


Submodules




aries_cloudagent.storage.tests.test_basic_storage module


	
class aries_cloudagent.storage.tests.test_basic_storage.TestBasicStorage

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_add_id_required(store)

	




	
test_add_required(store)

	




	
test_add_retrieve(store)

	




	
test_closed_search(store)

	




	
test_delete(store)

	




	
test_delete_missing(store)

	




	
test_delete_tags(store)

	




	
test_delete_tags_missing(store)

	




	
test_iter_search(store)

	




	
test_retrieve_missing(store)

	




	
test_search(store)

	




	
test_update_missing(store)

	




	
test_update_tags(store)

	




	
test_update_tags_missing(store)

	




	
test_update_value(store)

	








	
aries_cloudagent.storage.tests.test_basic_storage.store()

	




	
aries_cloudagent.storage.tests.test_basic_storage.test_missing_record(tags={})

	




	
aries_cloudagent.storage.tests.test_basic_storage.test_record(tags={})

	






aries_cloudagent.storage.tests.test_indy_storage module


	
aries_cloudagent.storage.tests.test_indy_storage.store()

	






aries_cloudagent.storage.tests.test_storage_record module


	
class aries_cloudagent.storage.tests.test_storage_record.TestStorageRecord

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_create()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.tests package


Submodules




aries_cloudagent.tests.test_conductor module


	
class aries_cloudagent.tests.test_conductor.Config

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
bad_inbound_transports = {'transport.inbound_configs': [['bad', 'host', 80]]}

	




	
bad_outbound_transports = {'transport.outbound_configs': ['bad']}

	




	
good_inbound_transports = {'transport.inbound_configs': [['http', 'host', 80]]}

	




	
good_outbound_transports = {'transport.outbound_configs': ['http']}

	




	
test_settings = {}

	








	
class aries_cloudagent.tests.test_conductor.StubContextBuilder(settings)

	Bases: aries_cloudagent.config.base_context.ContextBuilder


	
build() → aries_cloudagent.config.injection_context.InjectionContext

	Build the new injection context.










	
class aries_cloudagent.tests.test_conductor.TestConductor(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.tests.test_conductor.Config


	
test_admin()

	




	
test_inbound_message_handler()

	




	
test_outbound_message_handler()

	




	
test_startup()

	










aries_cloudagent.tests.test_init module




aries_cloudagent.tests.test_stats module


	
class aries_cloudagent.tests.test_stats.TestStats(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_disable()

	




	
test_extract()

	




	
test_fn_decorator()

	




	
test_method_decorator()

	










aries_cloudagent.tests.test_task_processor module


	
class aries_cloudagent.tests.test_task_processor.RetryTask(retries: int, result)

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
run(pending: aries_cloudagent.task_processor.PendingTask)

	








	
class aries_cloudagent.tests.test_task_processor.TestTaskProcessor(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_coro()

	




	
test_error()

	




	
test_retry()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport package


Subpackages



	aries_cloudagent.transport.inbound package
	Subpackages
	aries_cloudagent.transport.inbound.tests package
	Submodules

	aries_cloudagent.transport.inbound.tests.test_http_transport module

	aries_cloudagent.transport.inbound.tests.test_manager module

	aries_cloudagent.transport.inbound.tests.test_ws_transport module









	Submodules

	aries_cloudagent.transport.inbound.base module

	aries_cloudagent.transport.inbound.http module

	aries_cloudagent.transport.inbound.manager module

	aries_cloudagent.transport.inbound.ws module





	aries_cloudagent.transport.outbound package
	Subpackages
	aries_cloudagent.transport.outbound.queue package
	Subpackages
	aries_cloudagent.transport.outbound.queue.tests package
	Submodules

	aries_cloudagent.transport.outbound.queue.tests.test_basic_queue module









	Submodules

	aries_cloudagent.transport.outbound.queue.base module

	aries_cloudagent.transport.outbound.queue.basic module





	aries_cloudagent.transport.outbound.tests package
	Submodules

	aries_cloudagent.transport.outbound.tests.test_http_transport module

	aries_cloudagent.transport.outbound.tests.test_manager module

	aries_cloudagent.transport.outbound.tests.test_ws_transport module









	Submodules

	aries_cloudagent.transport.outbound.base module

	aries_cloudagent.transport.outbound.http module

	aries_cloudagent.transport.outbound.manager module

	aries_cloudagent.transport.outbound.ws module





	aries_cloudagent.transport.tests package
	Submodules

	aries_cloudagent.transport.tests.test_http module















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.inbound package


Subpackages



	aries_cloudagent.transport.inbound.tests package
	Submodules

	aries_cloudagent.transport.inbound.tests.test_http_transport module

	aries_cloudagent.transport.inbound.tests.test_manager module

	aries_cloudagent.transport.inbound.tests.test_ws_transport module












Submodules




aries_cloudagent.transport.inbound.base module

Base inbound transport class.


	
class aries_cloudagent.transport.inbound.base.BaseInboundTransport

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base inbound transport class.


	
start() → None

	Start listening for on this transport.






	
stop() → None

	Stop listening for on this transport.










	
class aries_cloudagent.transport.inbound.base.InboundTransportConfiguration(module, host, port)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
host

	Alias for field number 1






	
module

	Alias for field number 0






	
port

	Alias for field number 2










	
exception aries_cloudagent.transport.inbound.base.InboundTransportRegistrationError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Error in loading an inbound transport.






	
exception aries_cloudagent.transport.inbound.base.InboundTransportSetupError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Setup error for an inbound transport.








aries_cloudagent.transport.inbound.http module

Http Transport classes and functions.


	
class aries_cloudagent.transport.inbound.http.HttpTransport(host: str, port: int, message_router: Coroutine[T_co, T_contra, V_co], register_socket: Coroutine[T_co, T_contra, V_co])

	Bases: aries_cloudagent.transport.inbound.base.BaseInboundTransport

Http Transport class.


	
inbound_message_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a83c84f98>)

	Message handler for inbound messages.


	Parameters

	request – aiohttp request object



	Returns

	The web response










	
invite_message_handler(request: <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a83c84f98>)

	Message handler for invites.


	Parameters

	request – aiohttp request object



	Returns

	The web response










	
make_application() → <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a83c84f98>

	Construct the aiohttp application.






	
scheme

	Accessor for this transport’s scheme.






	
start() → None

	Start this transport.


	Raises

	InboundTransportSetupError – If there was an error starting the webserver










	
stop() → None

	Stop this transport.












aries_cloudagent.transport.inbound.manager module

Inbound transport manager.


	
class aries_cloudagent.transport.inbound.manager.InboundTransportManager

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Inbound transport manager class.


	
register(config: aries_cloudagent.transport.inbound.base.InboundTransportConfiguration, message_handler, register_socket)

	Register transport module.


	Parameters

	
	module_path – Path to module


	host – The host to register on


	port – The port to register on


	message_handler – The message handler for incoming messages


	register_socket – A coroutine for registering a new socket













	
register_instance(transport: aries_cloudagent.transport.inbound.base.BaseInboundTransport)

	Register a new inbound transport instance.


	Parameters

	transport – Inbound transport instance to register










	
start()

	Start all registered transports.






	
stop()

	Stop all registered transports.












aries_cloudagent.transport.inbound.ws module

Websockets Transport classes and functions.


	
class aries_cloudagent.transport.inbound.ws.WsTransport(host: str, port: int, message_router: Coroutine[T_co, T_contra, V_co], register_socket: Coroutine[T_co, T_contra, V_co])

	Bases: aries_cloudagent.transport.inbound.base.BaseInboundTransport

Websockets Transport class.


	
inbound_message_handler(request)

	Message handler for inbound messages.


	Parameters

	request – aiohttp request object



	Returns

	The web response










	
make_application() → <sphinx.ext.autodoc.importer._MockObject object at 0x7f3a843d9780>

	Construct the aiohttp application.






	
scheme

	Accessor for this transport’s scheme.






	
start() → None

	Start this transport.


	Raises

	InboundTransportSetupError – If there was an error starting the webserver










	
stop() → None

	Stop this transport.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.inbound.tests package


Submodules




aries_cloudagent.transport.inbound.tests.test_http_transport module


	
class aries_cloudagent.transport.inbound.tests.test_http_transport.TestHttpTransport(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
get_application()

	




	
get_transport()

	




	
receive_message(payload, scheme, single_response=None)

	




	
setUp()

	




	
test_send_message()

	










aries_cloudagent.transport.inbound.tests.test_manager module


	
class aries_cloudagent.transport.inbound.tests.test_manager.TestInboundTransportManager(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_register_path()

	




	
test_start_stop()

	










aries_cloudagent.transport.inbound.tests.test_ws_transport module


	
class aries_cloudagent.transport.inbound.tests.test_ws_transport.TestWsTransport(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
close_socket()

	




	
get_application()

	




	
receive_message(payload, scheme, socket_id)

	




	
register_socket(handler)

	




	
setUp()

	




	
test_send_message()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.outbound package


Subpackages



	aries_cloudagent.transport.outbound.queue package
	Subpackages
	aries_cloudagent.transport.outbound.queue.tests package
	Submodules

	aries_cloudagent.transport.outbound.queue.tests.test_basic_queue module









	Submodules

	aries_cloudagent.transport.outbound.queue.base module

	aries_cloudagent.transport.outbound.queue.basic module





	aries_cloudagent.transport.outbound.tests package
	Submodules

	aries_cloudagent.transport.outbound.tests.test_http_transport module

	aries_cloudagent.transport.outbound.tests.test_manager module

	aries_cloudagent.transport.outbound.tests.test_ws_transport module












Submodules




aries_cloudagent.transport.outbound.base module

Base outbound transport.


	
class aries_cloudagent.transport.outbound.base.BaseOutboundTransport

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base outbound transport class.


	
handle_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Handle message from queue.


	Parameters

	message – OutboundMessage to send over transport implementation










	
start()

	Start the transport.






	
stop()

	Shut down the transport.










	
exception aries_cloudagent.transport.outbound.base.OutboundTransportRegistrationError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Outbound transport registration error.








aries_cloudagent.transport.outbound.http module

Http outbound transport.


	
class aries_cloudagent.transport.outbound.http.HttpTransport

	Bases: aries_cloudagent.transport.outbound.base.BaseOutboundTransport

Http outbound transport class.


	
handle_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Handle message from queue.


	Parameters

	message – OutboundMessage to send over transport implementation










	
schemes = ('http', 'https')

	




	
start()

	Start the transport.






	
stop()

	Stop the transport.












aries_cloudagent.transport.outbound.manager module

Outbound transport manager.


	
exception aries_cloudagent.transport.outbound.manager.OutboundDeliveryError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

Base exception when a message cannot be delivered via an outbound transport.






	
class aries_cloudagent.transport.outbound.manager.OutboundTransportManager(queue: aries_cloudagent.transport.outbound.queue.base.BaseOutboundMessageQueue = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Outbound transport manager class.


	
dispatch_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage, attempt: int = None)

	Dispatch a message to the relevant transport.

Find a registered transport for the scheme in the uri and
use it to send the message.


	Parameters

	message – The outbound message to dispatch










	
get_registered_transport_for_scheme(scheme: str)

	Find the registered transport for a given scheme.






	
get_running_transport_for_scheme(scheme: str)

	Find the running transport for a given scheme.






	
poll()

	Send messages from the queue to the transports.






	
register(module_path)

	Register a new outbound transport by module path.


	Parameters

	module_path – Module path to register



	Raises

	
	OutboundTransportRegistrationError – If the imported class cannot
be located


	OutboundTransportRegistrationError – If the imported class does not
specify a schemes attribute


	OutboundTransportRegistrationError – If the scheme has already been
registered













	
register_class(transport_class: Type[aries_cloudagent.transport.outbound.base.BaseOutboundTransport])

	Register a new outbound transport class.


	Parameters

	transport_class – Transport class to register



	Raises

	
	OutboundTransportRegistrationError – If the imported class does not
specify a schemes attribute


	OutboundTransportRegistrationError – If the scheme has already been
registered













	
send_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Add a message to the outbound queue.


	Parameters

	message – The outbound message to send










	
start()

	Start all transports and feed messages from the queue.






	
start_transport(schemes, transport_cls)

	Start the transport.






	
stop(wait: bool = True)

	Stop all transports.












aries_cloudagent.transport.outbound.ws module

Websockets outbound transport.


	
class aries_cloudagent.transport.outbound.ws.WsTransport

	Bases: aries_cloudagent.transport.outbound.base.BaseOutboundTransport

Websockets outbound transport class.


	
handle_message(message: aries_cloudagent.messaging.outbound_message.OutboundMessage)

	Handle message from queue.


	Parameters

	message – OutboundMessage to send over transport implementation










	
schemes = ('ws', 'wss')

	




	
start()

	Start the outbound transport.






	
stop()

	Stop the outbound transport.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.outbound.queue package


Subpackages



	aries_cloudagent.transport.outbound.queue.tests package
	Submodules

	aries_cloudagent.transport.outbound.queue.tests.test_basic_queue module












Submodules




aries_cloudagent.transport.outbound.queue.base module

Abstract outbound queue.


	
class aries_cloudagent.transport.outbound.queue.base.BaseOutboundMessageQueue

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract outbound queue class.


	
dequeue(*, timeout: int = None)

	Dequeue a message.


	Returns

	The dequeued message, or None if a timeout occurs



	Raises

	
	asyncio.CancelledError if the queue has been stopped


	asyncio.TimeoutError if the timeout is reached













	
enqueue(message)

	Enqueue a message.


	Parameters

	message – The message to add to the end of the queue



	Raises

	asyncio.CancelledError if the queue has been stopped










	
join()

	Wait for the queue to empty.






	
reset()

	Empty the queue and reset the stop event.






	
stop()

	Cancel active iteration of the queue.






	
task_done()

	Indicate that the current task is complete.












aries_cloudagent.transport.outbound.queue.basic module

Basic in memory queue.


	
class aries_cloudagent.transport.outbound.queue.basic.BasicOutboundMessageQueue

	Bases: aries_cloudagent.transport.outbound.queue.base.BaseOutboundMessageQueue

Basic in memory queue implementation class.


	
dequeue(*, timeout: int = None)

	Dequeue a message.


	Returns

	The dequeued message, or None if a timeout occurs



	Raises

	
	asyncio.CancelledError if the queue has been stopped


	asyncio.TimeoutError if the timeout is reached













	
enqueue(message)

	Enqueue a message.


	Parameters

	message – The message to add to the end of the queue



	Raises

	asyncio.CancelledError if the queue has been stopped










	
join()

	Wait for the queue to empty.






	
make_queue()

	Create the queue instance.






	
reset()

	Empty the queue and reset the stop event.






	
stop()

	Cancel active iteration of the queue.






	
task_done()

	Indicate that the current task is complete.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.outbound.tests package


Submodules




aries_cloudagent.transport.outbound.tests.test_http_transport module


	
class aries_cloudagent.transport.outbound.tests.test_http_transport.TestHttpTransport(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
get_application()

	Override the get_app method to return your application.






	
receive_message(request)

	




	
setUpAsync()

	




	
test_handle_message()

	










aries_cloudagent.transport.outbound.tests.test_manager module


	
class aries_cloudagent.transport.outbound.tests.test_manager.TestOutboundTransportManager(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_register_path()

	




	
test_send_message()

	










aries_cloudagent.transport.outbound.tests.test_ws_transport module


	
class aries_cloudagent.transport.outbound.tests.test_ws_transport.TestWsTransport(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
get_application()

	Override the get_app method to return your application.






	
receive_message(request)

	




	
setUpAsync()

	




	
test_handle_message()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.tests package


Submodules




aries_cloudagent.transport.tests.test_http module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.verifier package


Subpackages



	aries_cloudagent.verifier.tests package
	Submodules

	aries_cloudagent.verifier.tests.test_indy module












Submodules




aries_cloudagent.verifier.base module

Base Verifier class.


	
class aries_cloudagent.verifier.base.BaseVerifier

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base class for verifier.








aries_cloudagent.verifier.indy module

Indy verifier implementation.


	
class aries_cloudagent.verifier.indy.IndyVerifier(wallet)

	Bases: aries_cloudagent.verifier.base.BaseVerifier

Indy holder class.


	
verify_presentation(presentation_request, presentation, schemas, credential_definitions) → bool

	Verify a presentation.


	Parameters

	
	presentation_request – Presentation request data


	presentation – Presentation data


	schemas – Schema data


	credential_definitions – credential definition data






















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.verifier.tests package


Submodules




aries_cloudagent.verifier.tests.test_indy module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.wallet package

Abstract and Indy wallet handling.


Subpackages



	aries_cloudagent.wallet.tests package
	Submodules

	aries_cloudagent.wallet.tests.test_basic_wallet module

	aries_cloudagent.wallet.tests.test_indy_wallet module












Submodules




aries_cloudagent.wallet.base module

Wallet base class.


	
class aries_cloudagent.wallet.base.BaseWallet(config: dict)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Abstract wallet interface.


	
WALLET_TYPE = None

	




	
close()

	Close previously-opened wallet, removing it if so configured.






	
create_local_did(seed: str = None, did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.DIDInfo

	Create and store a new local DID.


	Parameters

	
	seed – Optional seed to use for did


	did – The DID to use


	metadata – Metadata to store with DID






	Returns

	The created DIDInfo










	
create_pairwise(their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.PairwiseInfo

	Create a new pairwise DID for a secure connection.


	Parameters

	
	their_did – Their DID


	their_verkey – Their verkey


	my_did – My DID


	metadata – Metadata for relationship






	Returns

	A PairwiseInfo instance representing the new relationship










	
create_public_did(seed: str = None, did: str = None, metadata: dict = {}) → aries_cloudagent.wallet.base.DIDInfo

	Create and store a new public DID.

Implicitly flags all other dids as not public.


	Parameters

	
	seed – Optional seed to use for did


	did – The DID to use


	metadata – Metadata to store with DID






	Returns

	The created DIDInfo










	
create_signing_key(seed: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.KeyInfo

	Create a new public/private signing keypair.


	Parameters

	
	seed – Optional seed allowing deterministic key creation


	metadata – Optional metadata to store with the keypair






	Returns

	A KeyInfo representing the new record










	
created

	Check whether the wallet was created on the last open call.






	
decrypt_message(enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class 'bytes'>, <class 'str'>)

	Decrypt a message assembled by auth_crypt or anon_crypt.


	Parameters

	
	enc_message – The encrypted message content


	to_verkey – The verkey of the recipient. If provided then auth_decrypt is
used, otherwise anon_decrypt is used.






	Returns

	
	A tuple of the decrypted message content and sender verkey

	(None for anon_crypt)
















	
encrypt_message(message: bytes, to_verkey: str, from_verkey: str = None) → bytes

	Apply auth_crypt or anon_crypt to a message.


	Parameters

	
	message – The binary message content


	to_verkey – The verkey of the recipient


	from_verkey – The verkey of the sender. If provided then auth_crypt is used,
otherwise anon_crypt is used.






	Returns

	The encrypted message content










	
get_local_did(did: str) → aries_cloudagent.wallet.base.DIDInfo

	Find info for a local DID.


	Parameters

	did – The DID to get info for



	Returns

	A DIDInfo instance for the DID










	
get_local_did_for_verkey(verkey: str) → aries_cloudagent.wallet.base.DIDInfo

	Resolve a local DID from a verkey.


	Parameters

	verkey – Verkey to get DID info for



	Returns

	A DIDInfo instance for the DID










	
get_local_dids() → Sequence[aries_cloudagent.wallet.base.DIDInfo]

	Get list of defined local DIDs.


	Returns

	A list of DIDInfo instances










	
get_pairwise_for_did(their_did: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Find info for a pairwise DID.


	Parameters

	their_did – The DID representing the relationship



	Returns

	A PairwiseInfo instance representing the relationship










	
get_pairwise_for_verkey(their_verkey: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Resolve a pairwise DID from a verkey.


	Parameters

	their_verkey – The verkey representing the relationship



	Returns

	A PairwiseInfo instance representing the relationship










	
get_pairwise_list() → Sequence[aries_cloudagent.wallet.base.PairwiseInfo]

	Get list of defined pairwise DIDs.


	Returns

	A list of PairwiseInfo instances for all relationships










	
get_public_did() → aries_cloudagent.wallet.base.DIDInfo

	Retrieve the public did.


	Returns

	The created DIDInfo










	
get_signing_key(verkey: str) → aries_cloudagent.wallet.base.KeyInfo

	Fetch info for a signing keypair.


	Parameters

	verkey – The verification key of the keypair



	Returns

	A KeyInfo representing the keypair










	
handle

	Get internal wallet reference.


	Returns

	Defaults to None










	
name

	Accessor for the wallet name.


	Returns

	Defaults to None










	
open()

	Open wallet, removing and/or creating it if so configured.






	
opened

	Check whether wallet is currently open.


	Returns

	Defaults to False










	
pack_message(message: str, to_verkeys: Sequence[str], from_verkey: str = None) → bytes

	Pack a message for one or more recipients.


	Parameters

	
	message – The message to pack


	to_verkeys – The verkeys to pack the message for


	from_verkey – The sender verkey






	Returns

	The packed message










	
replace_local_did_metadata(did: str, metadata: dict)

	Replace the metadata associated with a local DID.


	Parameters

	
	did – DID to replace metadata for


	metadata – The new metadata













	
replace_pairwise_metadata(their_did: str, metadata: dict)

	Replace the metadata associated with a pairwise DID.


	Parameters

	
	their_did – The did representing the relationship


	metadata – The new metadata













	
replace_signing_key_metadata(verkey: str, metadata: dict)

	Replace the metadata associated with a signing keypair.


	Parameters

	
	verkey – The verification key of the keypair


	metadata – The new metadata to store













	
set_public_did(did: str) → aries_cloudagent.wallet.base.DIDInfo

	Assign the public did.


	Returns

	The created DIDInfo










	
sign_message(message: bytes, from_verkey: str) → bytes

	Sign a message using the private key associated with a given verkey.


	Parameters

	
	message – The message to sign


	from_verkey – Sign using the private key related to this verkey






	Returns

	The signature










	
type

	Accessor for the wallet type.


	Returns

	Defaults to None










	
unpack_message(enc_message: bytes) -> (<class 'str'>, <class 'str'>, <class 'str'>)

	Unpack a message.


	Parameters

	enc_message – The encrypted message



	Returns

	(message, from_verkey, to_verkey)



	Return type

	A tuple










	
verify_message(message: bytes, signature: bytes, from_verkey: str) → bool

	Verify a signature against the public key of the signer.


	Parameters

	
	message – The message to verify


	signature – The signature to verify


	from_verkey – Verkey to use in verification






	Returns

	True if verified, else False














	
class aries_cloudagent.wallet.base.DIDInfo(did, verkey, metadata)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
did

	Alias for field number 0






	
metadata

	Alias for field number 2






	
verkey

	Alias for field number 1










	
class aries_cloudagent.wallet.base.KeyInfo(verkey, metadata)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
metadata

	Alias for field number 1






	
verkey

	Alias for field number 0










	
class aries_cloudagent.wallet.base.PairwiseInfo(their_did, their_verkey, my_did, my_verkey, metadata)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
metadata

	Alias for field number 4






	
my_did

	Alias for field number 2






	
my_verkey

	Alias for field number 3






	
their_did

	Alias for field number 0






	
their_verkey

	Alias for field number 1












aries_cloudagent.wallet.basic module

In-memory implementation of BaseWallet interface.


	
class aries_cloudagent.wallet.basic.BasicWallet(config: dict = None)

	Bases: aries_cloudagent.wallet.base.BaseWallet

In-memory wallet implementation.


	
WALLET_TYPE = 'basic'

	




	
close()

	Not applicable to in-memory wallet.






	
create_local_did(seed: str = None, did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.DIDInfo

	Create and store a new local DID.


	Parameters

	
	seed – Optional seed to use for did


	did – The DID to use


	metadata – Metadata to store with DID






	Returns

	A DIDInfo instance representing the created DID



	Raises

	WalletDuplicateError – If the DID already exists in the wallet










	
create_pairwise(their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.PairwiseInfo

	Create a new pairwise DID for a secure connection.


	Parameters

	
	their_did – The other party’s DID


	their_verkey – The other party’s verkey


	my_did – My DID


	metadata – Metadata to store with this relationship






	Returns

	A PairwiseInfo object representing the pairwise connection



	Raises

	WalletDuplicateError – If the DID already exists in the wallet










	
create_signing_key(seed: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.KeyInfo

	Create a new public/private signing keypair.


	Parameters

	
	seed – Seed to use for signing key


	metadata – Optional metadata to store with the keypair






	Returns

	A KeyInfo representing the new record



	Raises

	WalletDuplicateError – If the resulting verkey already exists in the wallet










	
created

	Check whether the wallet was created on the last open call.






	
decrypt_message(enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class 'bytes'>, <class 'str'>)

	Decrypt a message assembled by auth_crypt or anon_crypt.


	Parameters

	
	message – The encrypted message content


	to_verkey – The verkey of the recipient. If provided then auth_decrypt is
used, otherwise anon_decrypt is used.


	use_auth – True if you would like to auth_decrypt, False for anon_decrypt






	Returns

	A tuple of the decrypted message content and sender verkey
(None for anon_crypt)










	
encrypt_message(message: bytes, to_verkey: str, from_verkey: str = None) → bytes

	Apply auth_crypt or anon_crypt to a message.


	Parameters

	
	message – The binary message content


	to_verkey – The verkey of the recipient


	from_verkey – The verkey of the sender. If provided then auth_crypt is used,
otherwise anon_crypt is used.






	Returns

	The encrypted message content










	
get_local_did(did: str) → aries_cloudagent.wallet.base.DIDInfo

	Find info for a local DID.


	Parameters

	did – The DID to get info for



	Returns

	A DIDInfo instance representing the found DID



	Raises

	WalletNotFoundError – If the DID is not found










	
get_local_did_for_verkey(verkey: str) → aries_cloudagent.wallet.base.DIDInfo

	Resolve a local DID from a verkey.


	Parameters

	verkey – The verkey to get the local DID for



	Returns

	A DIDInfo instance representing the found DID



	Raises

	WalletNotFoundError – If the verkey is not found










	
get_local_dids() → Sequence[aries_cloudagent.wallet.base.DIDInfo]

	Get list of defined local DIDs.


	Returns

	A list of locally stored DIDs as DIDInfo instances










	
get_pairwise_for_did(their_did: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Find info for a pairwise DID.


	Parameters

	their_did – The DID to get a pairwise relationship for



	Returns

	A PairwiseInfo instance representing the relationship



	Raises

	WalletNotFoundError – If the DID is unknown










	
get_pairwise_for_verkey(their_verkey: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Resolve a pairwise DID from a verkey.


	Parameters

	their_verkey – The verkey to get a pairwise relationship for



	Returns

	A PairwiseInfo instance for the relationship



	Raises

	WalletNotFoundError – If the verkey is not found










	
get_pairwise_list() → Sequence[aries_cloudagent.wallet.base.PairwiseInfo]

	Get list of defined pairwise DIDs.


	Returns

	A list of PairwiseInfo instances for all pairwise relationships










	
get_signing_key(verkey: str) → aries_cloudagent.wallet.base.KeyInfo

	Fetch info for a signing keypair.


	Parameters

	verkey – The verification key of the keypair



	Returns

	A KeyInfo representing the keypair



	Raises

	WalletNotFoundError – if no keypair is associated with the verification key










	
name

	Accessor for the wallet name.






	
open()

	Not applicable to in-memory wallet.






	
opened

	Check whether wallet is currently open.


	Returns

	True










	
pack_message(message: str, to_verkeys: Sequence[str], from_verkey: str = None) → bytes

	Pack a message for one or more recipients.


	Parameters

	
	message – The message to pack


	to_verkeys – List of verkeys to pack for


	from_verkey – Sender verkey to pack from






	Returns

	The resulting packed message bytes










	
replace_local_did_metadata(did: str, metadata: dict)

	Replace metadata for a local DID.


	Parameters

	
	did – The DID to replace metadata for


	metadata – The new metadata






	Raises

	WalletNotFoundError – If the DID doesn’t exist










	
replace_pairwise_metadata(their_did: str, metadata: dict)

	Replace metadata for a pairwise DID.


	Parameters

	
	their_did – The DID to replace metadata for


	metadata – The new metadata






	Raises

	WalletNotFoundError – If the DID is unknown










	
replace_signing_key_metadata(verkey: str, metadata: dict)

	Replace the metadata associated with a signing keypair.


	Parameters

	
	verkey – The verification key of the keypair


	metadata – The new metadata to store






	Raises

	WalletNotFoundError – if no keypair is associated with the verification key










	
sign_message(message: bytes, from_verkey: str) → bytes

	Sign a message using the private key associated with a given verkey.


	Parameters

	
	message – Message bytes to sign


	from_verkey – The verkey to use to sign






	Returns

	A signature



	Raises

	
	WalletError – If the message is not provided


	WalletError – If the verkey is not provided













	
unpack_message(enc_message: bytes) -> (<class 'str'>, <class 'str'>, <class 'str'>)

	Unpack a message.


	Parameters

	enc_message – The packed message bytes



	Returns

	(message, from_verkey, to_verkey)



	Return type

	A tuple



	Raises

	
	WalletError – If the message is not provided


	WalletError – If there is a problem unpacking the message













	
verify_message(message: bytes, signature: bytes, from_verkey: str) → bool

	Verify a signature against the public key of the signer.


	Parameters

	
	message – Message to verify


	signature – Signature to verify


	from_verkey – Verkey to use in verification






	Returns

	True if verified, else False



	Raises

	
	WalletError – If the verkey is not provided


	WalletError – If the signature is not provided


	WalletError – If the message is not provided



















aries_cloudagent.wallet.crypto module

Cryptography functions used by BasicWallet.


	
class aries_cloudagent.wallet.crypto.PackMessageSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Packed message schema.


	
ciphertext

	Used by autodoc_mock_imports.






	
iv

	Used by autodoc_mock_imports.






	
protected

	Used by autodoc_mock_imports.






	
tag

	Used by autodoc_mock_imports.










	
class aries_cloudagent.wallet.crypto.PackRecipientHeaderSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipient header schema.


	
iv

	Used by autodoc_mock_imports.






	
kid

	Used by autodoc_mock_imports.






	
sender

	Used by autodoc_mock_imports.










	
class aries_cloudagent.wallet.crypto.PackRecipientSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipient schema.


	
encrypted_key

	Used by autodoc_mock_imports.






	
header

	Used by autodoc_mock_imports.










	
class aries_cloudagent.wallet.crypto.PackRecipientsSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Packed recipients schema.


	
alg

	Used by autodoc_mock_imports.






	
enc

	Used by autodoc_mock_imports.






	
recipients

	Used by autodoc_mock_imports.






	
typ

	Used by autodoc_mock_imports.










	
aries_cloudagent.wallet.crypto.anon_crypt_message(message: bytes, to_verkey: bytes) → bytes

	Apply anon_crypt to a binary message.


	Parameters

	
	message – The message to encrypt


	to_verkey – The verkey to encrypt the message for






	Returns

	The anon encrypted message










	
aries_cloudagent.wallet.crypto.anon_decrypt_message(enc_message: bytes, secret: bytes) → bytes

	Apply anon_decrypt to a binary message.


	Parameters

	
	enc_message – The encrypted message


	secret – The seed to use






	Returns

	The decrypted message










	
aries_cloudagent.wallet.crypto.auth_crypt_message(message: bytes, to_verkey: bytes, from_secret: bytes) → bytes

	Apply auth_crypt to a binary message.


	Parameters

	
	message – The message to encrypt


	to_verkey – To recipient’s verkey


	from_secret – The seed to use






	Returns

	The encrypted message










	
aries_cloudagent.wallet.crypto.auth_decrypt_message(enc_message: bytes, secret: bytes) -> (<class 'bytes'>, <class 'str'>)

	Apply auth_decrypt to a binary message.


	Parameters

	
	enc_message – The encrypted message


	secret – Secret for signing keys






	Returns

	A tuple of (decrypted message, sender verkey)










	
aries_cloudagent.wallet.crypto.create_keypair(seed: bytes = None) -> (<class 'bytes'>, <class 'bytes'>)

	Create a public and private signing keypair from a seed value.


	Parameters

	seed – Seed for keypair



	Returns

	A tuple of (public key, secret key)










	
aries_cloudagent.wallet.crypto.decode_pack_message(enc_message: bytes, find_key: Callable) -> (<class 'str'>, typing.Union[str, NoneType], <class 'str'>)

	Decode a packed message.

Disassemble and unencrypt a packed message, returning the message content,
verification key of the sender (if available), and verification key of the
recipient.


	Parameters

	
	enc_message – The encrypted message


	find_key – Function to retrieve private key






	Returns

	A tuple of (message, sender_vk, recip_vk)



	Raises

	
	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the packed message is invalid


	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the packed message reipients are invalid


	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the pack algorithm is unsupported


	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If the sender’s public key was not provided













	
aries_cloudagent.wallet.crypto.decrypt_plaintext(ciphertext: bytes, recips_bin: bytes, nonce: bytes, key: bytes) → str

	Decrypt the payload of a packed message.


	Parameters

	
	ciphertext – 


	recips_bin – 


	nonce – 


	key – 






	Returns

	The decrypted string










	
aries_cloudagent.wallet.crypto.encode_pack_message(message: str, to_verkeys: Sequence[bytes], from_secret: bytes = None) → bytes

	Assemble a packed message for a set of recipients, optionally including the sender.


	Parameters

	
	message – The message to pack


	to_verkeys – The verkeys to pack the message for


	from_secret – The sender secret






	Returns

	The encoded message










	
aries_cloudagent.wallet.crypto.encrypt_plaintext(message: str, add_data: bytes, key: bytes) -> (<class 'bytes'>, <class 'bytes'>, <class 'bytes'>)

	Encrypt the payload of a packed message.


	Parameters

	
	message – Message to encrypt


	add_data – 


	key – Key used for encryption






	Returns

	A tuple of (ciphertext, nonce, tag)










	
aries_cloudagent.wallet.crypto.locate_pack_recipient_key(recipients: Sequence[dict], find_key: Callable) -> (<class 'bytes'>, <class 'str'>, <class 'str'>)

	Locate pack recipient key.

Decode the encryption key and sender verification key from a
corresponding recipient block, if any is defined.


	Parameters

	
	recipients – Recipients to locate


	find_key – Function used to find private key






	Returns

	A tuple of (cek, sender_vk, recip_vk_b58)



	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – If no corresponding recipient key found










	
aries_cloudagent.wallet.crypto.prepare_pack_recipient_keys(to_verkeys: Sequence[bytes], from_secret: bytes = None) -> (<class 'str'>, <class 'bytes'>)

	Assemble the recipients block of a packed message.


	Parameters

	
	to_verkeys – Verkeys of recipients


	from_secret – Secret to use for signing keys






	Returns

	A tuple of (json result, key)










	
aries_cloudagent.wallet.crypto.random_seed() → bytes

	Generate a random seed value.


	Returns

	A new random seed










	
aries_cloudagent.wallet.crypto.seed_to_did(seed: str) → str

	Derive a did from a seed value.


	Parameters

	seed – The seed to derive



	Returns

	The did derived from the seed










	
aries_cloudagent.wallet.crypto.sign_message(message: bytes, secret: bytes) → bytes

	Sign a message using a private signing key.


	Parameters

	
	message – The message to sign


	secret – The private signing key






	Returns

	The signature










	
aries_cloudagent.wallet.crypto.validate_seed(seed: (<class 'str'>, <class 'bytes'>)) → bytes

	Convert a seed parameter to standard format and check length.


	Parameters

	seed – The seed to validate



	Returns

	The validated and encoded seed










	
aries_cloudagent.wallet.crypto.verify_signed_message(signed: bytes, verkey: bytes) → bool

	Verify a signed message according to a public verification key.


	Parameters

	
	signed – The signed message


	verkey – The verkey to use in verification






	Returns

	True if verified, else False












aries_cloudagent.wallet.error module

Wallet-related exceptions.


	
exception aries_cloudagent.wallet.error.WalletDuplicateError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.wallet.error.WalletError

Duplicate record exception.






	
exception aries_cloudagent.wallet.error.WalletError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.error.BaseError

General wallet exception.






	
exception aries_cloudagent.wallet.error.WalletNotFoundError(*args, error_code: str = None, **kwargs)

	Bases: aries_cloudagent.wallet.error.WalletError

Record not found exception.








aries_cloudagent.wallet.indy module

Indy implementation of BaseWallet interface.


	
class aries_cloudagent.wallet.indy.IndyWallet(config: dict = None)

	Bases: aries_cloudagent.wallet.base.BaseWallet

Indy wallet implementation.


	
DEFAULT_FRESHNESS = 0

	




	
DEFAULT_KEY = ''

	




	
DEFAULT_NAME = 'default'

	




	
DEFAULT_STORAGE_TYPE = None

	




	
WALLET_TYPE = 'indy'

	




	
close()

	Close previously-opened wallet, removing it if so configured.






	
create(replace: bool = False)

	Create a new wallet.


	Parameters

	replace – Removes the old wallet if True



	Raises

	
	WalletError – If there was a problem removing the wallet


	WalletError – IF there was a libindy error













	
create_local_did(seed: str = None, did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.DIDInfo

	Create and store a new local DID.


	Parameters

	
	seed – Optional seed to use for did


	did – The DID to use


	metadata – Metadata to store with DID






	Returns

	A DIDInfo instance representing the created DID



	Raises

	
	WalletDuplicateError – If the DID already exists in the wallet


	WalletError – If there is a libindy error













	
create_pairwise(their_did: str, their_verkey: str, my_did: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.PairwiseInfo

	Create a new pairwise DID for a secure connection.


	Parameters

	
	their_did – The other party’s DID


	their_verkey – The other party’s verkey


	my_did – My DID


	metadata – Metadata to store with this relationship






	Returns

	A PairwiseInfo object representing the pairwise connection



	Raises

	
	WalletError – If there is a libindy error


	WalletDuplicateError – If the DID already exists in the wallet













	
create_signing_key(seed: str = None, metadata: dict = None) → aries_cloudagent.wallet.base.KeyInfo

	Create a new public/private signing keypair.


	Parameters

	
	seed – Seed for key


	metadata – Optional metadata to store with the keypair






	Returns

	A KeyInfo representing the new record



	Raises

	
	WalletDuplicateError – If the resulting verkey already exists in the wallet


	WalletError – If there is a libindy error













	
created

	Check whether the wallet was created on the last open call.






	
decrypt_message(enc_message: bytes, to_verkey: str, use_auth: bool) -> (<class 'bytes'>, <class 'str'>)

	Decrypt a message assembled by auth_crypt or anon_crypt.


	Parameters

	
	message – The encrypted message content


	to_verkey – The verkey of the recipient. If provided then auth_decrypt is
used, otherwise anon_decrypt is used.


	use_auth – True if you would like to auth_decrypt, False for anon_decrypt






	Returns

	A tuple of the decrypted message content and sender verkey
(None for anon_crypt)



	Raises

	WalletError – If a libindy error occurs










	
encrypt_message(message: bytes, to_verkey: str, from_verkey: str = None) → bytes

	Apply auth_crypt or anon_crypt to a message.


	Parameters

	
	message – The binary message content


	to_verkey – The verkey of the recipient


	from_verkey – The verkey of the sender. If provided then auth_crypt is used,
otherwise anon_crypt is used.






	Returns

	The encrypted message content



	Raises

	WalletError – If a libindy error occurs










	
get_local_did(did: str) → aries_cloudagent.wallet.base.DIDInfo

	Find info for a local DID.


	Parameters

	did – The DID to get info for



	Returns

	A DIDInfo instance representing the found DID



	Raises

	
	WalletNotFoundError – If the DID is not found


	WalletError – If there is a libindy error













	
get_local_did_for_verkey(verkey: str) → aries_cloudagent.wallet.base.DIDInfo

	Resolve a local DID from a verkey.


	Parameters

	verkey – The verkey to get the local DID for



	Returns

	A DIDInfo instance representing the found DID



	Raises

	WalletNotFoundError – If the verkey is not found










	
get_local_dids() → Sequence[aries_cloudagent.wallet.base.DIDInfo]

	Get list of defined local DIDs.


	Returns

	A list of locally stored DIDs as DIDInfo instances










	
get_pairwise_for_did(their_did: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Find info for a pairwise DID.


	Parameters

	their_did – The DID to get a pairwise relationship for



	Returns

	A PairwiseInfo instance representing the relationship



	Raises

	
	WalletNotFoundError – If no pairwise DID defined for target


	WalletNotFoundError – If no pairwise DID defined for target













	
get_pairwise_for_verkey(their_verkey: str) → aries_cloudagent.wallet.base.PairwiseInfo

	Resolve a pairwise DID from a verkey.


	Parameters

	their_verkey – The verkey to get a pairwise relationship for



	Returns

	A PairwiseInfo instance for the relationship



	Raises

	WalletNotFoundError – If no pairwise DID is defined for verkey










	
get_pairwise_list() → Sequence[aries_cloudagent.wallet.base.PairwiseInfo]

	Get list of defined pairwise DIDs.


	Returns

	A list of PairwiseInfo instances for all pairwise relationships










	
get_signing_key(verkey: str) → aries_cloudagent.wallet.base.KeyInfo

	Fetch info for a signing keypair.


	Parameters

	verkey – The verification key of the keypair



	Returns

	A KeyInfo representing the keypair



	Raises

	
	WalletNotFoundError – If no keypair is associated with the verification key


	WalletError – If there is a libindy error













	
handle

	Get internal wallet reference.


	Returns

	A handle to the wallet










	
master_secret_id

	Accessor for the master secret id.


	Returns

	The master secret id










	
name

	Accessor for the wallet name.


	Returns

	The wallet name










	
open()

	Open wallet, removing and/or creating it if so configured.


	Raises

	
	WalletError – If wallet not found after creation


	WalletNotFoundError – If the wallet is not found


	WalletError – If the wallet is already open


	WalletError – If there is a libindy error













	
opened

	Check whether wallet is currently open.


	Returns

	True if open, else False










	
pack_message(message: str, to_verkeys: Sequence[str], from_verkey: str = None) → bytes

	Pack a message for one or more recipients.


	Parameters

	
	message – The message to pack


	to_verkeys – List of verkeys to pack for


	from_verkey – Sender verkey to pack from






	Returns

	The resulting packed message bytes



	Raises

	
	WalletError – If no message is provided


	WalletError – If a libindy error occurs













	
remove()

	Remove an existing wallet.


	Raises

	
	WalletNotFoundError – If the wallet could not be found


	WalletError – If there was an libindy error













	
replace_local_did_metadata(did: str, metadata: dict)

	Replace metadata for a local DID.


	Parameters

	
	did – The DID to replace metadata for


	metadata – The new metadata













	
replace_pairwise_metadata(their_did: str, metadata: dict)

	Replace metadata for a pairwise DID.


	Parameters

	
	their_did – The DID to replace metadata for


	metadata – The new metadata













	
replace_signing_key_metadata(verkey: str, metadata: dict)

	Replace the metadata associated with a signing keypair.


	Parameters

	
	verkey – The verification key of the keypair


	metadata – The new metadata to store






	Raises

	WalletNotFoundError – if no keypair is associated with the verification key










	
sign_message(message: bytes, from_verkey: str) → bytes

	Sign a message using the private key associated with a given verkey.


	Parameters

	
	message – Message bytes to sign


	from_verkey – The verkey to use to sign






	Returns

	A signature



	Raises

	
	WalletError – If the message is not provided


	WalletError – If the verkey is not provided


	WalletError – If a libindy error occurs













	
unpack_message(enc_message: bytes) -> (<class 'str'>, <class 'str'>, <class 'str'>)

	Unpack a message.


	Parameters

	enc_message – The packed message bytes



	Returns

	(message, from_verkey, to_verkey)



	Return type

	A tuple



	Raises

	
	WalletError – If the message is not provided


	WalletError – If a libindy error occurs













	
verify_message(message: bytes, signature: bytes, from_verkey: str) → bool

	Verify a signature against the public key of the signer.


	Parameters

	
	message – Message to verify


	signature – Signature to verify


	from_verkey – Verkey to use in verification






	Returns

	True if verified, else False



	Raises

	
	WalletError – If the verkey is not provided


	WalletError – If the signature is not provided


	WalletError – If the message is not provided


	WalletError – If a libindy error occurs



















aries_cloudagent.wallet.provider module

Default wallet provider classes.


	
class aries_cloudagent.wallet.provider.WalletProvider

	Bases: aries_cloudagent.config.base.BaseProvider

Provider for the default configurable wallet classes.


	
WALLET_TYPES = {'basic': 'aries_cloudagent.wallet.basic.BasicWallet', 'indy': 'aries_cloudagent.wallet.indy.IndyWallet'}

	




	
provide(settings: aries_cloudagent.config.base.BaseSettings, injector: aries_cloudagent.config.base.BaseInjector)

	Create and open the wallet instance.












aries_cloudagent.wallet.util module

Wallet utility functions.


	
aries_cloudagent.wallet.util.b58_to_bytes(val: str) → bytes

	Convert a base 58 string to bytes.






	
aries_cloudagent.wallet.util.b64_to_bytes(val: str, urlsafe=False) → bytes

	Convert a base 64 string to bytes.






	
aries_cloudagent.wallet.util.bytes_to_b58(val: bytes) → str

	Convert a byte string to base 58.






	
aries_cloudagent.wallet.util.bytes_to_b64(val: bytes, urlsafe=False) → str

	Convert a byte string to base 64.











          

      

      

    

  

    
      
          
            
  
aries_cloudagent.wallet.tests package

Wallet test suite


Submodules




aries_cloudagent.wallet.tests.test_basic_wallet module


	
class aries_cloudagent.wallet.tests.test_basic_wallet.TestBasicWallet

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
missing_did = 'YVnYBGTdjZUoQXKQjHV87i'

	




	
missing_verkey = 'JAfHCRDH9ZW5E7m4mofjr8cpAHaZdiRQ94it75aXUPK3'

	




	
test_create_local_random(wallet)

	




	
test_create_local_seeded(wallet)

	




	
test_create_local_with_did(wallet)

	




	
test_create_retrieve_pairwise(wallet)

	




	
test_create_signing_key_random(wallet)

	




	
test_create_signing_key_seeded(wallet)

	




	
test_did = '55GkHamhTU1ZbTbV2ab9DE'

	




	
test_encrypt_decrypt_dids(wallet)

	




	
test_encrypt_decrypt_keys(wallet)

	




	
test_local_metadata(wallet)

	




	
test_local_verkey(wallet)

	




	
test_message = 'test message'

	




	
test_message_bytes = b'test message bytes'

	




	
test_metadata = {'meta': True}

	




	
test_pack_unpack(wallet)

	




	
test_pairwise_metadata(wallet)

	




	
test_seed = 'testseed000000000000000000000001'

	




	
test_sign_verify(wallet)

	




	
test_signature = b'\xd6\x98\x04\x88\xd2-\xc1D\x02\x15\xc9Z\x9bK \x8f\xe0\x8b5\xd0Z$\xe3\x02\x19\xa1\xb3\x86\xfa2\x07\xc8\xbd3-\x1c\xc4\x8d\x8e\xa3\x9be\xea\xcf\x8bc\xfa_\x0c\xb2jE\xe4}\x12+\xbc0\x01l\xdb\x97\xf6\x02'

	




	
test_signature_round_trip(wallet)

	




	
test_signing_key_metadata(wallet)

	




	
test_target_did = 'GbuDUYXaUZRfHD2jeDuQuP'

	




	
test_target_seed = 'testseed000000000000000000000002'

	




	
test_target_verkey = '9WCgWKUaAJj3VWxxtzvvMQN3AoFxoBtBDo9ntwJnVVCC'

	




	
test_update_metadata = {'meta': False}

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
aries_cloudagent.wallet.tests.test_basic_wallet.wallet()

	






aries_cloudagent.wallet.tests.test_indy_wallet module


	
aries_cloudagent.wallet.tests.test_indy_wallet.basic_wallet()

	




	
aries_cloudagent.wallet.tests.test_indy_wallet.wallet()
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      	TestAdminServerApp (class in aries_cloudagent.admin.tests.test_admin_server)


      	TestAdminServerWebhook (class in aries_cloudagent.admin.tests.test_admin_server)


      	TestAgentMessage (class in aries_cloudagent.messaging.tests.test_agent_message)


      	TestAgentMessage.BadImplementationClass (class in aries_cloudagent.messaging.tests.test_agent_message)


      	TestBasicCache (class in aries_cloudagent.cache.tests.test_basic_cache)


      	TestBasicMessage (class in aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message)


      	TestBasicMessageSchema (class in aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message)


      	TestBasicQueue (class in aries_cloudagent.transport.outbound.queue.tests.test_basic_queue)


      	TestBasicStorage (class in aries_cloudagent.storage.tests.test_basic_storage)


      	TestBasicWallet (class in aries_cloudagent.wallet.tests.test_basic_wallet)


      	TestConductor (class in aries_cloudagent.tests.test_conductor)


      	TestConfig (class in aries_cloudagent.messaging.actionmenu.messages.tests.test_menu)

      
        	(class in aries_cloudagent.messaging.connections.messages.tests.test_connection_request)


        	(class in aries_cloudagent.messaging.connections.messages.tests.test_connection_response)


        	(class in aries_cloudagent.messaging.connections.tests.test_connection_record)


        	(class in aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation)


        	(class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation)


        	(class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request)


      


      	TestConnectionInvitation (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation)


      	TestConnectionInvitationSchema (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation)


      	TestConnectionRecord (class in aries_cloudagent.messaging.connections.tests.test_connection_record)


      	TestConnectionRequest (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_request)


      	TestConnectionRequestSchema (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_request)


      	TestConnectionResponse (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_response)


      	TestConnectionResponseSchema (class in aries_cloudagent.messaging.connections.messages.tests.test_connection_response)


      	TestDecoratorSet (class in aries_cloudagent.messaging.decorators.tests.test_decorator_set)


      	TestDIDDoc (class in aries_cloudagent.messaging.connections.tests.test_diddoc)


      	TestDisclose (class in aries_cloudagent.messaging.discovery.messages.tests.test_disclose)


      	TestDiscloseSchema (class in aries_cloudagent.messaging.discovery.messages.tests.test_disclose)


      	TestForward (class in aries_cloudagent.messaging.routing.messages.tests.test_forward)


      	TestForwardInvitation (class in aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation)


      	TestForwardInvitationSchema (class in aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation)


      	TestForwardSchema (class in aries_cloudagent.messaging.routing.messages.tests.test_forward)


      	TestHttpTransport (class in aries_cloudagent.transport.inbound.tests.test_http_transport)

      
        	(class in aries_cloudagent.transport.outbound.tests.test_http_transport)


      


      	TestInboundTransportManager (class in aries_cloudagent.transport.inbound.tests.test_manager)


      	TestInjectionContext (class in aries_cloudagent.config.tests.test_injection_context)


      	TestInjector (class in aries_cloudagent.config.tests.test_injector)


      	TestInvitation (class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation)


      	TestInvitationRequest (class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request)


      	TestInvitationRequestSchema (class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request)


      	TestInvitationSchema (class in aries_cloudagent.messaging.introduction.messages.tests.test_invitation)


      	TestMenu (class in aries_cloudagent.messaging.actionmenu.messages.tests.test_menu)


      	TestMenuRequest (class in aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request)


      	TestOutboundTransportManager (class in aries_cloudagent.transport.outbound.tests.test_manager)


      	TestPerform (class in aries_cloudagent.messaging.actionmenu.messages.tests.perform_test)


      	TestPing (class in aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping)


      	TestPingResponse (class in aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse)


      	TestPingResponseSchema (class in aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse)


      	TestPingSchema (class in aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping)


      	TestProtocolRegistry (class in aries_cloudagent.messaging.tests.test_protocol_registry)


      	TestQuery (class in aries_cloudagent.messaging.discovery.messages.tests.test_query)


      	TestQueryHandler (class in aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler)


      	TestQuerySchema (class in aries_cloudagent.messaging.discovery.messages.tests.test_query)


      	TestQueryUpdateHandlers (class in aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers)


      	TestRouteQueryRequest (class in aries_cloudagent.messaging.routing.messages.tests.test_route_query_request)


      	TestRouteQueryRequestSchema (class in aries_cloudagent.messaging.routing.messages.tests.test_route_query_request)

      
        	(class in aries_cloudagent.messaging.routing.messages.tests.test_route_update_request)


        	(class in aries_cloudagent.messaging.routing.messages.tests.test_route_update_response)


      


      	TestRouteQueryResponse (class in aries_cloudagent.messaging.routing.messages.tests.test_route_query_response)


      	TestRouteQueryResponseSchema (class in aries_cloudagent.messaging.routing.messages.tests.test_route_query_response)


      	TestRouteUpdateRequest (class in aries_cloudagent.messaging.routing.messages.tests.test_route_update_request)


      	TestRouteUpdateResponse (class in aries_cloudagent.messaging.routing.messages.tests.test_route_update_response)


      	TestRoutingManager (class in aries_cloudagent.messaging.routing.tests.test_routing_manager)


      	TestSettings (class in aries_cloudagent.config.tests.test_settings)


      	TestStats (class in aries_cloudagent.tests.test_stats)


      	TestStorageRecord (class in aries_cloudagent.storage.tests.test_storage_record)


      	TestTaskProcessor (class in aries_cloudagent.tests.test_task_processor)


      	TestThreadDecorator (class in aries_cloudagent.messaging.decorators.tests.test_thread_decorator)


      	TestUtils (class in aries_cloudagent.messaging.tests.test_utils)


      	TestWsTransport (class in aries_cloudagent.transport.inbound.tests.test_ws_transport)

      
        	(class in aries_cloudagent.transport.outbound.tests.test_ws_transport)


      


      	their_did (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecordSchema attribute)

      
        	(aries_cloudagent.wallet.base.PairwiseInfo attribute)


      


      	their_label (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecordSchema attribute)


      	their_role (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecordSchema attribute)


      	their_verkey (aries_cloudagent.wallet.base.PairwiseInfo attribute)


      	thid (aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecorator attribute)

      
        	(aries_cloudagent.messaging.decorators.thread_decorator.ThreadDecoratorSchema attribute)


      


      	thread_id (aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchangeSchema attribute)

      
        	(aries_cloudagent.messaging.decorators.tests.test_thread_decorator.TestThreadDecorator attribute)


        	(aries_cloudagent.messaging.message_delivery.MessageDelivery attribute)


        	(aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchangeSchema attribute)


      


      	ThreadDecorator (class in aries_cloudagent.messaging.decorators.thread_decorator)


      	ThreadDecorator.Meta (class in aries_cloudagent.messaging.decorators.thread_decorator)


      	ThreadDecoratorSchema (class in aries_cloudagent.messaging.decorators.thread_decorator)


      	ThreadDecoratorSchema.Meta (class in aries_cloudagent.messaging.decorators.thread_decorator)


      	time_noticed (aries_cloudagent.messaging.problem_report.message.ProblemReportSchema attribute)


      	time_now() (in module aries_cloudagent.messaging.util)


      	Timer (class in aries_cloudagent.stats)


      	timer() (aries_cloudagent.stats.Collector method)


      	TimingDecorator (class in aries_cloudagent.messaging.decorators.timing_decorator)


      	TimingDecorator.Meta (class in aries_cloudagent.messaging.decorators.timing_decorator)


      	TimingDecoratorSchema (class in aries_cloudagent.messaging.decorators.timing_decorator)


      	TimingDecoratorSchema.Meta (class in aries_cloudagent.messaging.decorators.timing_decorator)


      	title (aries_cloudagent.messaging.actionmenu.messages.menu.MenuSchema attribute)

      
        	(aries_cloudagent.messaging.actionmenu.models.menu_form.MenuFormSchema attribute)


        	(aries_cloudagent.messaging.actionmenu.models.menu_form_param.MenuFormParamSchema attribute)


        	(aries_cloudagent.messaging.actionmenu.models.menu_option.MenuOptionSchema attribute)


        	(aries_cloudagent.messaging.actionmenu.routes.MenuJsonSchema attribute)


      


      	to (aries_cloudagent.messaging.routing.messages.forward.ForwardSchema attribute)

      
        	(aries_cloudagent.messaging.routing.messages.tests.test_forward.TestForward attribute)


      


      	to_dict() (aries_cloudagent.messaging.connections.models.diddoc.PublicKey method)

      
        	(aries_cloudagent.messaging.connections.models.diddoc.Service method)


        	(aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey method)


        	(aries_cloudagent.messaging.connections.models.diddoc.service.Service method)


        	(aries_cloudagent.messaging.decorators.base.BaseDecoratorSet method)


      


      	to_json() (aries_cloudagent.messaging.connections.models.diddoc.DIDDoc method)

      
        	(aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc method)


        	(aries_cloudagent.messaging.models.base.BaseModel method)


      


      	to_url() (aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitation method)


      	topic_filter (aries_cloudagent.admin.server.WebhookTarget attribute)


      	total (aries_cloudagent.messaging.routing.models.paginated.PaginatedSchema attribute)


      	tracking_uri (aries_cloudagent.messaging.problem_report.message.ProblemReportSchema attribute)


      	transport_type (aries_cloudagent.messaging.message_delivery.MessageDelivery attribute)


      	TransportDecorator (class in aries_cloudagent.messaging.decorators.transport_decorator)


      	TransportDecorator.Meta (class in aries_cloudagent.messaging.decorators.transport_decorator)


      	TransportDecoratorSchema (class in aries_cloudagent.messaging.decorators.transport_decorator)


      	TransportDecoratorSchema.Meta (class in aries_cloudagent.messaging.decorators.transport_decorator)


      	typ (aries_cloudagent.wallet.crypto.PackRecipientsSchema attribute)


      	type (aries_cloudagent.messaging.connections.models.diddoc.PublicKey attribute)

      
        	(aries_cloudagent.messaging.connections.models.diddoc.Service attribute)


        	(aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey attribute)


        	(aries_cloudagent.messaging.connections.models.diddoc.service.Service attribute)


        	(aries_cloudagent.wallet.base.BaseWallet attribute)


      


      	TYPE_ED25519SHA512 (aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator attribute)


      	type_filter (aries_cloudagent.storage.base.BaseStorageRecordSearch attribute)


  





U


  	
      	unknown_type_message (aries_cloudagent.messaging.tests.test_protocol_registry.TestProtocolRegistry attribute)


      	unpack_message() (aries_cloudagent.wallet.base.BaseWallet method)

      
        	(aries_cloudagent.wallet.basic.BasicWallet method)


        	(aries_cloudagent.wallet.indy.IndyWallet method)


      


      	update_activity_meta() (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord method)


      	update_endpoint_for_did() (aries_cloudagent.ledger.base.BaseLedger method)

      
        	(aries_cloudagent.ledger.indy.IndyLedger method)


      


      	update_inbound() (aries_cloudagent.messaging.connections.manager.ConnectionManager method)


      	update_record_tags() (aries_cloudagent.storage.base.BaseStorage method)

      
        	(aries_cloudagent.storage.basic.BasicStorage method)


        	(aries_cloudagent.storage.indy.IndyStorage method)


      


  

  	
      	update_record_value() (aries_cloudagent.storage.base.BaseStorage method)

      
        	(aries_cloudagent.storage.basic.BasicStorage method)


        	(aries_cloudagent.storage.indy.IndyStorage method)


      


      	update_routes() (aries_cloudagent.messaging.routing.manager.RoutingManager method)


      	update_settings() (aries_cloudagent.config.injection_context.InjectionContext method)


      	updated (aries_cloudagent.messaging.routing.messages.route_update_response.RouteUpdateResponseSchema attribute)


      	updated_activity() (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord method)


      	updated_at (aries_cloudagent.messaging.routing.models.route_record.RouteRecordSchema attribute)


      	updates (aries_cloudagent.messaging.routing.messages.route_update_request.RouteUpdateRequestSchema attribute)


  





V


  	
      	validate_fields() (aries_cloudagent.messaging.connections.messages.connection_invitation.ConnectionInvitationSchema method)


      	validate_seed() (in module aries_cloudagent.wallet.crypto)


      	value (aries_cloudagent.messaging.connections.models.diddoc.PublicKey attribute)

      
        	(aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey attribute)


        	(aries_cloudagent.messaging.decorators.tests.test_decorator_set.SimpleModelSchema attribute)


        	(aries_cloudagent.messaging.tests.test_agent_message.SignedAgentMessageSchema attribute)


      


      	ver_type (aries_cloudagent.messaging.connections.models.diddoc.LinkedDataKeySpec attribute)

      
        	(aries_cloudagent.messaging.connections.models.diddoc.PublicKeyType attribute)


        	(aries_cloudagent.messaging.connections.models.diddoc.publickey.LinkedDataKeySpec attribute)


        	(aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKeyType attribute)


      


      	verified (aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchangeSchema attribute)


  

  	
      	verify() (aries_cloudagent.messaging.decorators.signature_decorator.SignatureDecorator method)


      	verify_message() (aries_cloudagent.wallet.base.BaseWallet method)

      
        	(aries_cloudagent.wallet.basic.BasicWallet method)


        	(aries_cloudagent.wallet.indy.IndyWallet method)


      


      	verify_presentation() (aries_cloudagent.messaging.presentations.manager.PresentationManager method)

      
        	(aries_cloudagent.verifier.indy.IndyVerifier method)


      


      	verify_signatures() (aries_cloudagent.messaging.agent_message.AgentMessage method)


      	verify_signed_field() (aries_cloudagent.messaging.agent_message.AgentMessage method)


      	verify_signed_message() (in module aries_cloudagent.wallet.crypto)


      	verkey (aries_cloudagent.wallet.base.DIDInfo attribute)

      
        	(aries_cloudagent.wallet.base.KeyInfo attribute)


      


      	version (aries_cloudagent.messaging.presentations.routes.PresentationRequestRequestSchema attribute)


  





W


  	
      	wait_done() (aries_cloudagent.task_processor.TaskProcessor method)


      	wait_ready() (aries_cloudagent.task_processor.TaskProcessor method)


      	wait_until_time (aries_cloudagent.messaging.decorators.timing_decorator.TimingDecoratorSchema attribute)


      	wallet (aries_cloudagent.storage.indy.IndyStorage attribute)


      	wallet() (in module aries_cloudagent.wallet.tests.test_basic_wallet)

      
        	(in module aries_cloudagent.wallet.tests.test_indy_wallet)


      


      	WALLET_TYPE (aries_cloudagent.wallet.base.BaseWallet attribute)

      
        	(aries_cloudagent.wallet.basic.BasicWallet attribute)


        	(aries_cloudagent.wallet.indy.IndyWallet attribute)


      


      	WALLET_TYPES (aries_cloudagent.wallet.provider.WalletProvider attribute)


      	WalletDuplicateError


      	WalletError


      	WalletNotFoundError


  

  	
      	WalletProvider (class in aries_cloudagent.wallet.provider)


      	WEBHOOK_TOPIC (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord attribute)

      
        	(aries_cloudagent.messaging.credentials.models.credential_exchange.CredentialExchange attribute)


        	(aries_cloudagent.messaging.presentations.models.presentation_exchange.PresentationExchange attribute)


      


      	WEBHOOK_TOPIC_ACTIVITY (aries_cloudagent.messaging.connections.models.connection_record.ConnectionRecord attribute)


      	WebhookTarget (class in aries_cloudagent.admin.server)


      	websocket_handler() (aries_cloudagent.admin.server.AdminServer method)


      	where (aries_cloudagent.messaging.problem_report.message.ProblemReportSchema attribute)


      	who_retries (aries_cloudagent.messaging.problem_report.message.ProblemReportSchema attribute)


      	wrap() (aries_cloudagent.stats.Collector method)


      	wrap_coro() (aries_cloudagent.stats.Collector method)


      	wrap_fn() (aries_cloudagent.stats.Collector method)


      	WsTransport (class in aries_cloudagent.transport.inbound.ws)

      
        	(class in aries_cloudagent.transport.outbound.ws)


      


  







          

      

      

    

  

    
      
          
            
  ## How to generate documentation

Ensure the sphinx_rtd_theme theme is installed

`
pip install -U sphinx-rtd-theme
`

Ensure the sphinx tool is installed and run:

To rebuild the project and settings from scratch (you’ll need to move the generated index file up a level):
`
sphinx-apidoc -f -M -F -o  ./generated .. '../setup.py'
`

`
sphinx-apidoc -f -M -o  ./generated .. '../setup.py'
`

To auto-generate the module documentation then run:

`
make html
`
or
`
sphinx-build -b html -a -E -c ./ ./ ./_build
`

To build the html.



          

      

      

    

  

    
      
          
            
  <!—– Conversion time: 2.418 seconds.
* Source doc: https://docs.google.com/a/cloudcompass.ca/open?id=1efPSAyhvOoJfaj3hS9iqsJbma3-4oc7l07uRPV1Gd9c

—–>

# Aries Cloud Agent-Python (ACA-Py) - Deployment Model

This document is a “concept of operations” for an instance of an Aries cloud agent deployed from the primary artifact (a PyPi package) produced by this repo. In such a deployment there are always two components - a configured agent itself, and a controller that injects into that agent the business rules for the particular agent instance (see diagram).

![ACA-Py Deployment Overview](assets/deploymentModel-full.png “ACA-Py Deployment Overview”)

The deployed agent messages with other agents via DIDcomm protocols, and as events associated with those messages occur, sends webhook HTTP notifications to the controller. The agent also exposes for the controller’s exclusive use an HTTP API covering all of the administrative handlers for those events. The controller receives the notifications from the agent, decides (with business rules - possible by asking a person using a UI) how to respond to the event and calls back to the agent via the HTTP API. Of course, the controller may also initiate events (e.g. messaging another agent) by calling that same API.

The following is an example of the interactions involved in creating a connection using the DIDcomm “Establish Connection” protocol. The controller requests from the agent (via the administrative API) a connection invitation from the agent, and receives one back. The controller provides it to another agent (perhaps by displaying it in a QR code). Shortly after, the agent receives a DIDcomm “Connection Request” message. The agent, sends it to the controller. The controller decides to accept the connection and calls the API with instructions to the agent to send a “Connection Response” message to the other agent. Since the controller always wants to know with whom a connection has been created, the controller also sends instructions to the agent (via the API, of course) to send a request presentation message to the new connection. And so on… During the interactions, the agent is tracking the state of the connections, and the state of the protocol instances (threads). Likewise, the controller may also be retaining state - after all, it’s an application that could do anything.

Most developers will configure a “black box” instance of the ACA-Py. They need to know how it works, the DIDcomm protocols it supports, the events it will generate and the administrative API it exposes. However, they don’t need to drill into and maintain the ACA-Py code. Such developers will build controller applications (basically, traditional web apps) that at their simplest, use an HTTP interface to receive notification and send HTTP requests to the agent. It’s the business logic implemented in, or accessed by the controller that gives the deployment its personality and role.

Note: the ACA-Py agent is designed to be stateless, persisting connection and protocol state to storage (such as Postgres database). As such, agents can be deployed to support horizontal scaling as necessary. Controllers can also be implemented to support horizontal scaling.

The sections below detail the internals of the ACA-Py and it’s configurable elements, and the conceptual elements of a controller. There is no “Aries controller” repo to fork, as it is essentially just a web app. There are demos of using the elements in this repo, and several sample applications that you can use to get started on your on controller.

## Aries Cloud Agent

Aries cloud agent implement services to manage the execution of DIDcomm messaging protocols for interacting with other DIDcomm agents, and exposes an administrative HTTP API that supports a controller to direct how the agent should respond to messaging events. The agent relies on the controller to provide the business rules for handling the messaging events, and to initiate the execution of new DIDcomm protocol instances. The internals of an ACA-Py instance is diagramed below.

![ACA-Py Agent Internals](assets/deploymentModel-agent.png “ACA-Py Agent Internals”)

Instances of the Aries cloud agents are configured with the following sub-components:


	Transport Plugins - pluggable transport-specific message sender/receiver modules that interact with other agents. Messages outside the plugins are transport-agnostic JSON structures. Current modules include HTTP and WebSockets. In the future, we might add ZMQ, SMTP and so on.


	**Conductor **receives inbound messages from, and sends outbound messages to, the transport plugins. After internal processing, the conductor passes inbound messages to, and receives outbound messages from, the Dispatcher. In processing the messages, the conductor manages the message’s protocol instance thread state, retrieving the state on inbound messages and saving the state on outbound messages. The conductor handles generic decorators in messages such as verifying and generating signatures on message data elements, internationalization and so on.


	**Dispatcher **handles the distribution of messages to the DIDcomm protocol message handlers and the responses received. The dispatcher passes to the conductor the thread state to be persistance and message data (if any) to be sent out from the Aries cloud agent instance.


	**DIDcomm Protocols **- implement the DIDcomm protocols supported by the agent instance, including the state object for the protocol, the DIDcomm message handlers and the admin message handlers. Protocols are bundled as Python modules and loaded for during the agent deployment. Each protocol contributes the admin messages for the protocol to the controller REST interface. The protocols implement a number of events that invoke the controller via webhooks so that controller’s business logic can respond to the event.


	Controller REST API - a dynamically generated REST API (with a Swagger/OpenAPI user interface) based on the set of DIDcomm protocols included in the agent deployment. The controller, activated via the webhooks from the protocol DIDcomm message handlers, controls the Aries cloud agent by calling the REST API that invoke the protocol admin message handlers.


	Handler API - provides abstract interfaces to various handlers needed by the protocols and core Aries cloud agent components for accessing the secure storage (wallet), other storage, the ledger and so on. The API calls the handler implementations configured into the agent deployment.


	Handler Plugins - are the handler implementations** **called from the Handler API. The plugins may be internal to the Agent (in the same process space) or could be external (for example, in other processes/containers).


	Secure Storage Plugin - the Indy SDK is embedded in the Aries cloud agent and implements the default secure storage. An Aries cloud agent can be configured to use one of a number of indy-sdk storage implementations - in-memory, SQLite and Postgres at this time.


	Ledger Interface **Plugin **- In the current Aries cloud agent implementation, the Indy SDK provides an interface to an Indy-based public ledger for verifiable credential protocols. In future, ledger implementations (including those other than Indy) might be moved into the DIDcomm protocol modules to be included as needed within a configured Aries cloud agent instance based on the DIDcomm protocols used by the agent.




## Controller

A controller provides the personality of Aries cloud agent instance - the business logic (human, machine or rules driven) that drive the behaviour of the agent. The controller’s “Business Logic” in a cloud agent could be built into the controller app, could be an integration back to an enterprise system, or even a user interface for an individual. In all cases, the business logic provide responses to agent events or initiates agent actions. A deployed controller talks to a single Aries cloud agent deployment and manages the configuration of that agent. Both can be configured and deployed to support horizontal scaling.

![Controller Internals](assets/deploymentModel-controller.png “Controller Internals”)

Generically, a controller is a web app invoked by HTTP webhook calls from its corresponding Aries cloud agent and invoking the DIDcomm administration capabilities of the Aries cloud agent by calling the REST API exposed by that cloud agent. As well as responding to Aries cloud agent events, the controller initiates DIDcomm protocol instances using the same REST API.

The controller and Aries cloud agent deployment **MUST **secure the HTTP interface between the two components. The interface provides the same HTTP integration between services as modern apps found in any enterprise today, and must be correspondingly secured.

A controller implements the following capabilities.


	Initiator - provides a mechanism to initiate newDIDcomm protocol instances. The initiator invokes the REST API exposed by the Aries cloud agent to initiate the creation of a DIDcomm protocol instance. For example, a permit-issuing service uses this mechanism to issue a Verifiable Credential associated with the issuance of a new permit.


	Responder - subscribes to and responds to events from the Aries cloud agent protocol message handlers, providing business-driven responses. The responder might respond immediately, or the event might cause a delay while the decision is determined, perhaps by sending the request to a person to decide. The controller may persist the event response state if the event is asynchronous - for example, when the event is passed to a person who may respond when they next use the web app.


	**Configuration **- manages the controller configuration data and the configuration of the Aries cloud agent.  Configuration in this context includes things like:
* Credentials and Proof Requests to be Issued/Verified (respectively) by the Aries cloud agent.
* The configuration of the webhook handler to which the responder subscribes.




While there are several examples of controllers, there is no “cookie cutter” repository to fork and customize. A controller is just a web service that receives HTTP requests (webhooks) and sends HTTP messages to the Aries cloud agent it controls via the REST API exposed by that agent.

## Deployment

The Aries cloud agent CI pipeline configured into the repository generates a PyPi package as an artifact. Implementers will generally have a controller repository, possibly copied from an existing controller instance, that has the code (business logic) for the controller and the configuration (transports, handlers, DIDcomm protocols, etc.) for the Aries cloud agent instance. In the most common scenario, the Aries cloud agent and controller instances will be deployed based on the artifacts (e.g. container images) generated from that controller repository. With the simple HTTP-based interface between the controller and Aries cloud agent, both components can be horizontally scaled as needed, with a load balancer between the components. The configuration of the Aries cloud agent to use the Postgres wallet supports enterprise scale agent deployments.

Current examples of deployed instances of Aries cloud agent and controllers include:


	[indy-email-verification](https://github.com/bcgov/indy-email-verification) - a web app Controller that sends an email to a given email address with an embedded DIDcomm invitation and on establishment of a connection, offers and provides the connected agent with an email control verifiable credential.


	[iiwbook](https://github.com/bcgov/iiwbook) - a web app Controller that on creation of a DIDcomm connection, requests a proof of email control, and then sends to the connection a verifiable credential proving attendance at IIW. In between the proof and issuance is a human approval step using a simple web-based UI that implements a request queue.


	Indy-catalyst-agent - an issuer/verifier agent that proofs credentials from, and issues credentials to, an instance of an Indy Catalyst Credential Registry.






          

      

      

    

  

    
      
          
            
  # Establishing a connection between Aries Agents

To be completed.



          

      

      

    

  

    
      
          
            
  # Aries Cloud Agent Internals: Agent and Controller

This section talks in particular about the architecture of this Aries cloud agent implementation. An instance of an Aries agent is actually made up of to two parts - the agent itself and a controller.

![ACA-Py Deployment Overview](../assets/deploymentModel-full.png “ACA-Py Deployment Overview”)

The agent handles all of the core Aries functionality such as interacting with other agents, managing secure storage, sending event notifications to, and receiving directions from, the controller. The controller provides the business logic that defines how that particular agent instance behaves–how to respond to events in the agent, and when to trigger the agent to initiate events. The controller might be a web or native user interface for a person or it might be coded business rules driven by an enterprise system.

Between the two is a simple interface. The agent sends event notifications to the controller and the controller sends administrator messages to the agent. The controller registers a webhook with the agent, and the event notifications are HTTP callbacks, and the agent exposes a REST API to the controller for all of the administrative messages it is configured to handle. Each of the DIDcomm protocols supported by the agent adds a set of administrative messages for the controller to use in responding to events. The Aries cloud agent includes an [OpenAPI](https://swagger.io/tools/swagger-ui/) (aka Swagger) user interface for a developer to use to explore the API for a specific agent.

As such, the agent is just a configured dependency in an Aries cloud agent deployment. Thus, the vast majority of Aries developers will focus on building controllers (business logic) and perhaps some custom plugins (protocols, as we’ll discuss soon) for the agent. Only a relatively small group of Aries cloud agent maintainers will focus on adding and maintaining the agent dependency.

Want more details about the agent and controller internals? Take a look at the [Aries cloud agent deployment model](../deploymentModel.md) document.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # What is Aries?

[Hyperledger Aries](https://www.hyperledger.org/projects/aries) provides a shared, reusable, interoperable tool kit designed for initiatives and solutions focused on creating, transmitting and storing verifiable digital credentials. It is infrastructure for blockchain-rooted, peer-to-peer interactions. It includes a shared cryptographic wallet for blockchain clients as well as a communications protocol for allowing off-ledger interaction between those clients.

A Hyperledger Aries agent (such as the one in this repository):


	enables establishing connections with other DIDcomm-based agents (using DIDcomm encryption envelopes),


	exchanges messages between connected agents to execute message protocols (using DIDcomm protocols)


	sends notifications about protocol events to a controller, and


	exposes an API for responses from the controller with direction in handling protocol events.




The concepts and features that make up the Aries project are documented in the [aries-rfcs](https://github.com/hyperledger/aries-rfcs) - but don’t dive in there yet! We’ll get to the features and concepts to be found there with a guided tour of the key RFCs. The [Aries Working Group](https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group) meets weekly to expand the design and components of Aries.

The Aries Cloud Agent Python currently only supports Hyperledger Indy-based verifiable credentials and public ledger. Longer term (as we’ll see later in this guide) protocols will be extended or added to support other verifiable credential implementations and public ledgers.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Aries Agents in context: The Big Picture

Aries agents can be used in a lot of places. This classic Indy Architecture picture shows five agents - the four around the outside (on a phone, a tablet, a laptop and an enterprise server) are referred to as “edge agents”, and many cloud agents in the blue circle.

![image](https://cryptocalibur.com/wp-content/uploads/2018/06/sovrin-ico-3-600x402.png)

The agents in the picture shares many attributes:


	They have some sort of storage for keys and other data related to their role as an agent


	They interact with other agents using secure. peer-to-peer messaging protocols


	They have some associated mechanism to provide “business rules” to control the behaviour of the agent
- That is often a person for phone, tablet, laptop, etc. based agents
- That is often backend enterprise systems for enterprise agents
- Business rules for cloud agents are often about the routing of messages to and from edge agents




While there can be many other agent setups, the picture above shows the most common ones - edge agents for people, edge agents for organizations and cloud agents for routing messages (although cloud agents could be edge agents. Sigh…). A signifcant emerging use case missing from that picture are agents embedded within/associated with IoT devices. In the common IoT case, IoT device agents are just varients of other edge agents, connected to the rest of the ecosystem through a cloud agent. All the same principles apply.

Misleading in the picture is that (almost) all agents connect directly to the Ledger network. In this picture it’s the Sovrin ledger, but that could be any Indy network (e.g. set of nodes running indy-node software) and in future, ledgers from other providers. That implies most agents embed the ledger SDK (e.g. indy-sdk) and makes calls to the ledger SDK to interact with the ledger and other SDK controlled resources (e.g. secure storage). Thus, unlike what is implied in the picture, edge agents (commonly) do not call an cloud agent to interact with the ledger - they do it directly. Super small IoT devices are an instance of an exception to that - lacking compute/storage resources and/or connectivity, they might communicate with a cloud agent that would communicate with the ledger.

While current Aries agents currently only support Indy-based ledgers, the intention is to add support for other ledgers.

The (most common) purpose of cloud agents is to enable secure and privacy preserving routing of messages between edge agents. Rather than messages going directly from edge agent to edge agent (which is often impossible - for example sending to a mobile agent), messages sent from edge agent to edge agent are routed through a sequence of cloud agents. Some of those cloud agents might be controlled by the sender, some by the receiver and others might be gateways owned by agent vendors (called “Agencies”). In all cases, an edge agent tells routing agents “here’s how to send messages to me”, so a routing agent sending a message only has to know how to send a peer-to-peer message. While quite complicated, the protocols used by the agents largely take care of this complexity, and most developers don’t have to know much about it.

Note the many caveats in this section - “most common”, “commonly”, etc. There are many small building blocks available in Aries and underlying components that can be combined in infinite ways. We recommend not worrying about the alternate use cases for now. Focus on understanding the common use cases while remembering that other configurations are possible.

We also recommend not digging into all the layers described here. Just as you don’t have to know how TCP/IP works to write an web app, you don’t need to know how indy-node or indy-sdk work to be able to build your first Aries-based application. Later in this guide we’ll covering the starting point you do need to know.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Developer Demos and Samples of Aries Agent

Here are some demos that developers can use to get up to speed on Aries. You don’t have to be a developer to use these. If you can use docker and JSON, then that’s enough to give these a try.

## Open API demo

This demo uses agents (and an Indy ledger), but doesn’t implement a controller at all. Instead it uses the OpenAPI (aka Swagger) user interface to let you be the controller to connect agents, issue a credential and then proof that credential.

[Collaborating Agents OpenAPI Demo](../../demo/AriesOpenAPIDemo.md)

## Python Controller demo

Run this demo to see a couple of simple Python controllers implementations for Alice and Faber. Like the previous demo, this shows the agents connecting, Faber issuing a credential to Alice and then requesting a proof based on the credential. Running the demo is simple, but there’s a lot for a developer to learn from the code.

[Python-based Alice/Faber Demo](../../demo/README.md)

## Web App Sample - Email Verification Service

This live service implements a real credential issuer - verifying a users email address when connecting to an agent and then issuing a “verified email address” credential. This service is used the [IIWBook Demo](https://vonx.io/how_to/iiwbook).

[Email Verification Service](https://github.com/bcgov/indy-email-verification)



          

      

      

    

  

    
      
          
            
  # An overview of Aries messaging

Aries Agents communicate with each other via a message mechanism called DIDcomm (DID Communication). DIDcomm enables secure, asynchronous, end-to-end encrypted messaging between agents, with messages (usually) routed through some configuration of intermediary agents. Aries agents use (an early instance of) the [did:peer DID method](https://dhh1128.github.io/peer-did-method-spec/index.html), which uses DIDs that are not published to a public ledger, but only shared privately between the communicating parties - usually just two agents.

Given the underlying secure messaging layer (routing and encryption covered later in the “Deeper Dive” sections), DIDcomm protocols define standard sets of messages to accomplish a task. For example:


	The “establish connection” protocol enables two agents to establish a connection through a series of messages - an invitation, a connection request and a connection response.


	The “issue credential” protocol enables an agent to issue a credential to another agent.


	The “present proof” protocol enables an agent to request and receive a proof from another agent.




Each protocol has a specification that defines the protocol’s messages, one or more roles for the different participants, and a state machine that defines the state transitions triggered by the messages. For example, in the connection protocol, the message are “invitation”, “connectionRequest” and “connectionResponse”, the roles are “inviter” and “invitee”, and the states are “invited”, “requested” and “connected”. Each participant in an instance of a protocol tracks the state based on the messages they’ve seen.

Code for protocols are implemented as externalized modules from the core agent code so that they can be included (or not) in an agent deployment. The protocol code must include the definition of a state object for the protocol, handlers for the protocol messages, and the events and administrative messages that are available to the controller to inject business logic into the running of the protocol. Each administrative message becomes part of the REST API exposed by the agent instance.

Developers building Aries agents for a particular use case will generally focus on building controllers. They must understand the protocols that they are going to need, including the events the controller will receive, and the protocol’s administrative messages exposed via the REST API. From time to time, such Aries agent developers might need to implement their own protocols.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Aries Routing - an example

In this example, we’ll walk through an example of complex routing in Aries, outlining some of the possibilities that can be implemented.

We’ll start with the Alice and Bob example from the [Cross Domain Messaging]() Aries RFC.

![Cross Domain Messaging Example](https://github.com/hyperledger/aries-rfcs/blob/master/concepts/0094-cross-domain-messaging/domains.jpg “Cross Domain Messaging Example”)

What are the DIDs involved, what’s in their DIDDocs, and what communications are happening between the agents as the connections are made?

## The Scenario

Bob and Alice want to establish a connection so that they can communicate. Bob uses an Agency endpoint (“https://agents-r-us.com), labelled as 9 and will have an agent used for routing, labelled as 3. We’ll also focus on Bob’s messages from his main iPhone, labelled as 4.  We’ll ignore Bob’s other agents (5 and 6) and we won’t worry about Alice’s configuration (agents 1, 2 and 8). While the process below is all about Bob, Alice and her agents are doing the same interactions within her domain.

## All the DIDs

A DID and DIDDoc are generated by each participant in each relationship. For Bob’s agents (iPhone and Routing), that includes:


	Bob and Alice


	Bob and his Routing Agent


	Bob and Agency


	Bob’s Routing Agent and Agency




That’s a lot more than just the Bob and Alice relationship we usually think about!

## DIDDoc Data

From a routing perspective the important information in the DIDDoc is the following (as defined in the [DIDDoc Conventions Aries RFC](https://github.com/hyperledger/aries-rfcs/blob/master/features/0067-didcomm-diddoc-conventions/README.md)):


	The public keys for agents referenced in the routing


	The services of type did-communication, including:
- the one serviceEndpoint
- the recipientKeys array of referenced keys for the ultimate target(s) of the message
- the routingKeys array of referenced keys for the mediators




Let’s look at the did-communication service data in the DIDDocs generated by Bob’s iPhone and Routing agents, listed above:


	Bob and Alice:
- The serviceEndpoint that Bob tells Alice about is the endpoint for the Agency.



	We’ll use for the endpoint the Agency’s public DID. That way the Agency can change rotate the keys for the endpoint without all of it’s clients from having to update every DIDDoc with the new key.








	The recipientKeys entry is a key reference for Bob’s iPhone specifically for Alice.


	The routingKeys entries is a reference to the public key for the Routing Agent.






	Bob and his Routing Agent:
- The serviceEndpoint is empty because Bob’s iPhone has no endpoint. See the note below for more on this.
- The recipientKeys entry is a key reference for Bob’s iPhone specifically for the Routing Agent.
- The routingKeys array is empty.


	Bob and Agency:
- The serviceEndpoint is the endpoint for Bob’s Routing Agent.
- The recipientKeys entry is a key reference for Bob’s iPhone specifically for the Agency.
- The routingKeys is a single entry for the key reference for the Routing Agent key.


	Bob’s Routing Agent and Agency:
- The serviceEndpoint is the endpoint for Bob’s Routing Agent.
- The recipientKeys entry is a key reference for Bob’s Routing Agent specifically for the Agency.
- The routingKeys array is empty.




The null serviceEndpoint for Bob’s iPhone is worth a comment. Mobile apps work by sending requests to servers, but cannot be accessed directly from a server. A DIDcomm mechanism ([Transports Return Route](https://github.com/hyperledger/aries-rfcs/tree/master/features/0092-transport-return-route)) enables a server to send messages to a Mobile agent by putting the messages into the response to a request from the mobile agent. While not formalized in an Aries RFC (yet), cloud agents can use mobile platforms’ (Apple and Google) notification mechanisms to trigger a user interface event.

## Preparing Bob’s DIDDoc for Alice

Given that background, let’s go through the sequence of events and messages that occur in building a DIDDoc for Bob’s edge agent to send to Alice’s edge agent. We’ll start the sequence with all of the Agents in place as the bootstrapping of the Agency, Routing Agent and Bob’s iPhone is trickier than we need to go through here. We’ll call that an “exercise left for the reader”.

We’ll start the process with Alice sending an out of band connection invitation message to Bob, e.g. through a QR code or a link in an email. Here’s one possible sequence for creating the DIDDoc. Note that there are other ways this could be done:


	Bob’s iPhone agent generates a new DID for Alice and prepares, and partially completes, a DIDDoc


	Bob messages the Routing Agent to send the newly created DID and to get a new public key for the Alice relationship.
- The Routing Agent records the DID for Alice and the keypair to be used for messages from Alice.


	The Routing Agent sends the the DID to the Agency to let the Agency know that messages for the new DID are to go to the Routing Agent.


	The Routing Agent sends the data to Bob’s iPhone agent.


	Bob’s iPhone agent fills in the rest of the DIDDoc:
- the public key for the Routing Agent for the Alice relationship
- the did-communication service endpoint is set to the Agency public DID and
- the routing keys array with the values of the Agency public DID key reference and the Routing Agent key reference




Note: Instead of using the DID Bob created, the Agency and Routing Agent might use the public key used to encrypt the messages for their internal routing table look up for where to send a message. In that case, the Bob and the Routing Agent share the public key instead of the DID to their respective upstream routers.

With the DIDDoc ready, Bob uses the path provided in the invitation to send a connection-request message to Alice with the new DID and DIDDoc. Alice now knows how to get any DIDcomm message to Bob in a secure, end-to-end encrypted manner. Subsequently, when Alice sends messages to Bob’s agent, she uses the information in the DIDDoc to securely send the message to the Agency endpoint, it is sent through to the Routing Agent and on to Bob’s iPhone agent for processing. Now Bob has the information he needs to securely send any DIDcomm message to Alice in a secure, end-to-end encrypted manner.

At this time, there are not specific DIDcomm protocols for the “set up the routing” messages between the agents in Bob’s domain (Agency, Routing and iPhone). Those could be implemented to be proprietary by each agent provider (since it’s possible one vendor would write the code for each of those agents), but it’s likely those will be specified as open standard DIDcomm protocols.

Based on the DIDDoc that Bob has sent Alice, for her to send a DIDcomm message to Bob, Alice must:


	Prepare the message for Bob’s Agent.


	Encrypt and place that message into a “Forward” message for Bob’s Routing Agent.


	Encrypt and send the “Forward” message to Bob’s Agency endpoint.






          

      

      

    

  

    
      
          
            
  # Connecting to an Indy Network

To be completed.



          

      

      

    

  

    
      
          
            
  # Deeper Dive: DIDcomm Messaging

DIDcomm peer-to-peer messages are asynchronous messages that one agent sends to another - for example, Faber would send to Alice. In between, there may be other agents and message processing, but at the edges, Faber appears to be messaging directly with Alice using encryption based on the DIDs and DIDDocs that the two shared when establishing a connection. The messages are JSON-LD-friendly messages with a “type” that defines the namespace, protocol, protocol version and type of the message, an “id” that is GUID for the message, and additional fields as required by the message type. The namespace is currently defined to be a public DID that should be globally resolvable to a protocol specification. Currently, “core” messages use a DID that is not yet globally resolvable - Daniel Hardman has the keys associated with the DID.

Link: [Message Types](https://github.com/hyperledger/aries-rfcs/blob/master/concepts/0020-message-types/README.md)

As protocols are executed, the data associated with the protocol is stored in the (currently named) wallet of the agent. The data primarily consists of the state object for that instance of the protocol, and any artifacts of running the protocol. For example, when establishing a connection, the metadata associated with the connection (DIDs, DID Documents and private keys) is stored in the agent’s wallet. Likewise, ledger data is cached in the wallet (DIDs, schema, credential definitions, etc.) and credentials. This is taken care of by the Aries agent and the protocols configured into the agent.

## Message Decorators

In addition to protocol specific data elements in messages, messages can include “decorators”, standardized message elements that define cross-cutting behavior. The most common example is the “thread” decorator, which is used to link the messages in a protocol instance. As messages go back and forth between agents to complete an instance of a protocol (e.g. issuing a credential), the [thread decorator](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0008-message-id-and-threading) data elements let the agents know to which protocol instance the message belongs. Other currently defined examples of decorators include [attachments](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0017-attachments), [localization](https://github.com/hyperledger/aries-rfcs/blob/master/features/0043-l10n/README.md), [tracing](https://github.com/hyperledger/aries-rfcs/blob/master/features/0034-message-tracing/README.md) and [timing](https://github.com/hyperledger/aries-rfcs/blob/master/features/0032-message-timing/README.md). Decorators are often processed by the core of the agent, but some are processed by the protocol message handlers. For example, the thread decorator processed to retrieve the protocol state object for that instance (thread) of the protocol before control is passed to the protocol message handler.



          

      

      

    

  

    
      
          
            
  # Decentralized Identity Use Case Demos

The following are some demos that you can go through to see verifiable credentials in action. For each of the demos, we’ve included some guidance on what you should get out of the demo - and where you should stop exploring the demos. Later on in this guide we have some command line demos built on current generation code for developers wanting to look at what’s going on under the hood.

### Alice and Faber - edX Version

The Hyperledger Indy community is littered with “Alice and Faber” demos. Alice is a former student of [Faber College](https://en.wikipedia.org/wiki/Animal_House) (motto: Knowledge is Good), and is offered from Faber a verifiable credential that she can use to prove her educational accomplishments. Alice proves the claims in the credential to get a job at ACME Corp, and then uses a credential about her job at ACME Corp. to get a loan from Thrift Bank.

The edX course version of the Alie/Faber story is good if you are new to Indy because in going through the story you get a web interface to see the interactions/technical steps in establishing connections between agents and the process for issuing and verifying credentials. DO NOT look into the underlying code because it is not maintained, and it is out-of-date.

We recommend using the “In Browser” steps to run the demo vs. getting things running on your local machine.

Link: [Alice and Faber - edX Version](https://github.com/hyperledger/education/blob/master/LFS171x/indy-material/nodejs/README.md)

### BC Gov’s OrgBook and Greenlight

BC Gov’s Verifiable Organizations Network (VON) project implemented the first production Indy app (TheOrgBook, and now just “OrgBook”) that exists to bootstrap verifiable credentials ecosystems. The Greenlight use case is a demo showing how verifiable credentials can be used for reducing the red tape businesses face in trying to get a government permit (for example, to open a restaurant). The business challenge addressed by Greenlight is figuring out what other permits and licenses need to be in place before a business can get the permit it actually wants. The demo simulates a business identifying their goal permit, seeing a roadmap of the prerequisite credentials already collected and still needed, and using links to get the needed credentials. Since in these early days fo decentralized identity, business don’t have their own digital wallet, in applying for each credential, each permitting service is using OrgBook to get proof of the prerequisite credentials, and issuing the new credential back to the OrgBook.

If you are interested in using/contributing to VON and OrgBook, contact the folks from BC Gov using links on https://vonx.io.

Link: [Greenlight](https://greenlight.orgbook.gov.bc.ca/) - choose the “City of Surrey - Busienss Licence”
Link: [Information about Verifiable Organizations Network (VON)](https://vonx.io)
Link: [OrgBook BC - Production Instance](https://orgbook.gov.bc.ca/)

### The IIWBook Mobile Agent Demo

The IIWBook demo was presented during the [Internet Identity Workshop](https://internetidentityworkshop.com/) (IIW) 28. The demo uses instances of the Aries Cloud Agent - Python-based services interacting with a mobile agent to issue and verify credentials. Follow along with the demo to get a beta Indy mobile agent from [Streetcred](https://app.streetcred.id/), use it to get a verifiable credential that you control your email address, and proof the claims from that credential to get a verifiable credential that you attended IIW (or at least added attended a demo presented at IIW).

Link: [IIWBook Demo](https://vonx.io/how_to/iiwbook)

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # What should I work on? Options for Aries/Indy Developers

Now that you know the basics of the Indy/Aries eco-system, what do you want to work on? There are many projects at different levels of the eco-system you could choose to work on, and many ways to contribute to the community.

This is an important summary for newcomers, as often the temptation is to start at a level far below where you plan to focus your attention. Too often devs coming into the community start at “the blockchain”; at indy-node (the Indy public ledger) or the indy-sdk. That is far below where the majority of developers will work and is not really that helpful if what you really want to do is build decentralized identity applications.

In the following, we go through the layers from the top of the stack to the bottom. Our expectation is that the majority of developers will work at the application level, and there will be fewer contributing developers each layer down you go. This is not to dissuade anyone from contributing at the lower levels, but rather to say if you are not going to contribute at the lower levels, you don’t need to everything about it. It’s much like web development - you don’t need to know TCP/IP to build web apps.

## Building Decentralized Identity Applications

If you just want to build enterprise applications on top of the decentralized identity-related Hyperledger projects, you can start with building cloud-based controller apps using any language you want, and deploying your code with an instance of the code in this repository ([aries-cloudagent-python](https://github.com/hyperledger/aries-cloudagent-python)).

If you want to build a mobile agent, there are open source options available, such as [Mattr Global](https://mattr.global/)’s [https://mattr.global/)'s] [OSMA](https://github.com/mattrglobal/osma), or you can use something like [Streetcred’s](https://app.streetcred.id/) [Agent Framework](http://github.com/streetcred-id/agent-framework) as the basis for your own mobile agent.

As a developer building applications that use/embed Aries agents, you should join the [Aries Working Group](https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group)’s [https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group)'s] weekly calls and watch the [aries-rfcs](https://github.com/hyperledger/aries-rfcs) repo to see what protocols are being added and extended. In some cases, you may need to create your own protocols to be added to this repository, and if you are looking for interoperability, you should specify those protocols in an open way, involving the community.

Note that if building apps is what you want to do, you don’t need to do a deep dive into the Aries SDK, the Indy SDK or the Indy Node public ledger. You need to know the concepts, but it’s not a requirement that know the code base intimately.

## Contributing to aries-cloudagent-python

Of course as you build applications using aries-cloudagent-python, you will no doubt find deficiencies in the code and features you want added. Contributions to this repo will always be welcome.

## Supporting Additional Ledgers

aries-cloudagent-python currently supports only Hyperledger Indy-based public ledgers and verifiable credentials exchange. A goal of Hyperledger Aries is to be ledger-agnostic, and to support other ledgers. We’re experimenting with adding support for other ledgers, and would welcome assistance in doing that.

## Other Agent Frameworks

Although controllers for an aries-cloudagent-python instance can be written in any language, there is definitely a place for functionality equivalent (and better) to what is in this repo in other languages. Use the example provided by the aries-cloudagent-python, evolve that using a different language, and as you discover better ways to do things, discuss and share those improvements in the broader Aries community so that this and other codebases improve.

## Improving Aries SDK

This code base and other Aries agent implementations currently embed the indy-sdk. However, much of the code in the indy-sdk is being migrated into a variety of Aries language specific repositories. How this migration is to be done is still being decided, but it makes sense that the agent-type things be moved to Aries repositories. A number of [language specific Aries SDK](https://github.com/hyperledger?utf8=%E2%9C%93&q=aries+sdk&type=&language=) repos have been created and are being populated.

## Improving the Indy SDK

Dropping down a level from Aries and into Indy, the [indy-sdk](https://github.com/hyperledger/indy-sdk) needs to continue to evolve. The code base is robust, of high quality and well thought out, but it needs to continue to add new capabilities and improve existing features. The indy-sdk is implemented in Rust, to produce a C-callable library that can be used by client libraries built in a variety of languages.

## Improving Indy Node

If you are interested in getting into the public ledger part of Indy, particularly if you are going to be a Sovrin Steward, you should take a deep look into [indy-node](https://github.com/hyperledger/indy-node). Like the indy-sdk, indy-node is robust, of high quality and is well thought out. As the network grows, use cases change and new cryptographic primitives move into the mainstream, indy-node capabilities will need to evolve. indy-node is coded in Python.

## Working in Cryptography

Finally, at the deepest level, and core to all of the projects is the cryptography in [Hyperledger Ursa](https://github.com/hyperledger/ursa). If you are a cryptographer, that’s where you want to be - and we want you there.



          

      

      

    

  

    
      
          
            
  # Indy, Verifiable Credentials and Decentralized Identity Basics

> NOTE: If you are developer building apps on top of Aries and Indy, you DO NOT need to know the nuts and bolts of Indy to build applications. You need to know about verifiable credentials and the concepts of self-soveriegn identity. But as an app developer, you don’t need to do the Indy getting started pieces. Aries takes care of those details for you. The introduction linked here should be sufficient.

If you are new to Indy and verifiable credentials and want to learn the core concepts, this [link](https://github.com/hyperledger/education/blob/master/LFS171x/docs/introduction-to-hyperledger-indy.md) provides a solid foundation into the goals and purpose of Indy including verifiable credentials, DIDs, decentralized/self-sovereign identity, the Sovrin Foundation and more. The document is the content of the Indy chapter of the Hyperledger edX [Blockchain for Business](https://www.edx.org/course/blockchain-for-business-an-introduction-to-hyperledger-technologies) course (which you could also go through).

Feel free to do the demo that is referenced in the material, but we recommend that you not dig into that codebase. It’s pretty old now - almost a year!  We’ve got much more relevant examples later in this guide.

As well, don’t use the guidance in the course to dive into the content about “Getting Started” with Indy. Come back here as this content is far more relevant to the current state of Indy and Aries.

## tl;dr

Indy provides an implementation of the basic functions required to implement a network for self-sovereign identity (SSI) - a ledger, client SDKs for interacting with the ledger, DIDs, and capabilities for issuing, holding and proving verifiable credentials.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Issuing Indy Credentials

To be completed.



          

      

      

    

  

    
      
          
            
  # Presenting Indy Proofs

To be completed.



          

      

      

    

  

    
      
          
            
  # Becoming an Indy/Aries Developer

This guide is to get you from (pretty much) zero to developing code for issuing (and verifying) credentials with your own Aries agent. On the way, you’ll look at Hyperledger Indy and how it works, find out about the architecture and components of an Aries agent and it’s underlying messaging protocols. Scan the list of topics below and jump in as soon as you hit a topic you don’t know.

Note that in the guidance we have here, we include not only the links to look at, but we recommend that you not look at certain material to which you might naturally gravitate. That’s because the material is out of date and will take you down some unnecessary rabbit holes. Keep your eyes on the goal - developing with Indy and Aries.


	[I’ve heard of Indy, but I don’t know the basics](IndyBasics.md)


	[I know about Indy, but what is Aries?](AriesBasics.md)


	[Demos - Business Level](DecentralizedIdentityDemos.md)


	[Aries Agents in Context: The Big Picture](AriesBigPicture.md)


	[Aries Internals - Deployment Components](AriesAgentArchitecture.md)


	[An overview of Aries messaging](AriesMessaging.md)


	[Demos - Aries Developer](AriesDeveloperDemos.md)


	To Do: [Establishing a connection between Aries Agents](AgentConnections.md)


	To Do: [Issuing an Indy credential: From Issuer to Holder/Prover](IssuingIndyCredentials.md)


	To Do: [Presenting an Indy credential: From Holder/Prover to Verifier](PresentingIndyProofs.md)


	To Do: [Next steps: Creating your own Aries Agent](YourOwnAriesAgent.md)


	[What should I work on? Options for Aries/Indy Developers](IndyAriesDevOptions.md)


	[Deeper Dive: DIDcomm Messages](DIDcommMsgs.md)


	[Deeper Dive: DIDcomm Message Routing and Encryption](RoutingEncryption.md)


	[Deeper Dive: Routing Example](AriesRoutingExample.md)


	To Do: [Deeper Dive: Running and Connecting to an Indy Network](ConnectIndyNetwork.md)




Want to help with this guide? Please add issues or submit a pull request to improve the document. Point out things that are missing, things to improve and especially things that are wrong.



          

      

      

    

  

    
      
          
            
  # Deeper Dive: DIDcomm Message Routing and Encryption

Many Aries edge agents do not directly receive messages from a peer edge agent - they have agents in between that route messages to them. This is done for many reasons, such as:


	The agent is on a mobile device that does not have a persistent connection and so uses a cloud agent.


	The person does not want to allow correlation of their agent across relationships and so they use a shared, common endpoint (e.g. https://agents-R-Us.com) that they are “hidden in a crowd”.


	An enterprise wants a single gateway to the many enterprise agents they have in their organization.




Thus, when a DIDcomm message is sent from one edge agent to another, it is routed per the instructions of the receiver and for the needs of the sender. For example, in the following picture, Alice might be told by Bob to send messages to his phone (agent 4) via agents 9 and 3, and Alice might always send out messages via agent 2.

![image](https://github.com/hyperledger/aries-rfcs/raw/master/features/0067-didcomm-diddoc-conventions/domains.jpg)

The following looks at how those requirements are met with mediators (for example, agents 9 and 3) and relays (agent 2).

## Inbound Routing - Mediators

To tell a sender how to get a message to it, an agent puts into the DIDDoc for that sender a service endpoint for the recipient (with an encryption key) and an ordered list (possibly empty) of routing keys (called “mediators”) to use when sending the message. To send the message, the sender must:


	Prepare the message to be sent to the recipient


	Successively encrypt and wrap the message for each intermediate mediator in a “forward” message - an envelope.


	Encrypt and send the message to the first agent in the routing




Note that when an agent uses mediators, it is there responsibility to notify any mediators that need to know of the new relationship that has been formed using the connection protocol and the routing needs of that relationship - where to send messages that arrive destined for a given verkey. Mediator agents have what amounts to a routing table to know when they receive a forward message for a given verkey, where it should go.

Link: [DIDDoc conventions for inbound routing](https://github.com/hyperledger/aries-rfcs/tree/master/features/0067-didcomm-diddoc-conventions)

## Relays

Inbound routing described above covers mediators for the receiver that the sender must know about. In addition, either the sender or the receiver may also have relays they use for outbound messages. Relays are routing agents not known to other parties, but that participate in message routing. For example, an enterprise agent might send all outbound traffic to a single gateway in the organization. When sending to a relay, the sender just wraps the message in another “forward” message envelope.

Link: [Mediators and Relays](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0046-mediators-and-relays)

## Message Encryption

The DIDcomm encryption handling is handling within the Aries agent, and not really something a developer building applications using an agent needs to worry about. Further, within an Aries agent, the handling of the encryption is left to libraries to handle - ultimately calling dependencies from Hyperledger Ursa. To encrypt a message, the agent code calls a pack() function to handle the encryption, and to decrypt a message, the agent code calls a corresponding unpack() function. The “wire messages” (as originally called) are described in [detail here](https://github.com/hyperledger/aries-rfcs/blob/master/features/0019-encryption-envelope/README.md), including variations for sender authenticated and anonymous encrypting. Wire messages were meant to indicate the handling of a message from one agent directly to another, versus the higher level concept of routing a message from an edge agent to a peer edge agent.

Much thought has also gone into repudiable and non-repudiable messaging, as [described here](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0049-repudiation).



          

      

      

    

  

    
      
          
            
  # Starting Your Own Aries Agent

To be completed.



          

      

      

    

  

    
      
          
            
  # Assets Folder for Documentation

Put an assets (images, source for images, videos, etc.) in this folder to be referenced in the various documents for this repo.

## Plantuml Source and Images

Plantuml diagrams are stored in this folder in source form in files ending in .puml and are generated manually using the ./genPlantuml script. The script uses a docker image from docker-hub and can be run without downloading any dependencies.

If you don’t want to use the script, download plantuml and a command line utility and use that for the plantuml generation. I preferred not having any dependencies used (other than docker) and couldn’t find
a nice way to run plantuml headless from a command line.

## To Do

It would be better to use a local Dockerfile vs. one found on Docker Hub. The one I did find was simple and straight forward.

I couldn’t tell if the svg generation was working so just went with png. Not sure which would be better.



          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.actionmenu.messages.tests package


Submodules




aries_cloudagent.messaging.actionmenu.messages.tests.perform_test module


	
class aries_cloudagent.messaging.actionmenu.messages.tests.perform_test.TestPerform(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_perform_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_make_model()

	




	
test_name = 'option_name'

	




	
test_params = {'a': 'aaa'}

	




	
test_serialize(mock_perform_schema_dump)

	Test serialization.






	
test_type()

	Test type.












aries_cloudagent.messaging.actionmenu.messages.tests.test_menu module


	
class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_menu_message = {'description': 'IIWBook facilitates connections between attendees by verifying attendance and distributing connection invitations.', 'options': [<MenuOption(name='search-introductions', title='Search introductions', description='Your email address must be verified to perform a search', disabled=True, form=<MenuForm(title='Search introductions', description='Enter a participant name below to perform a search.', params=[<MenuFormParam(name='query', title='Participant name', default='', description='', input_type='text', required=True)>], submit_label='Search')>)>], 'title': 'Welcome to IIWBook'}

	








	
class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu.TestMenu(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.actionmenu.messages.tests.test_menu.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_menu_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_make_model()

	




	
test_serialize(mock_menu_schema_dump)

	Test serialization.






	
test_type()

	Test type.












aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request module


	
class aries_cloudagent.messaging.actionmenu.messages.tests.test_menu_request.TestMenuRequest(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_menu_request_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_make_model()

	




	
test_serialize(mock_menu_request_schema_dump)

	Test serialization.






	
test_type()

	Test type.















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.basicmessage.messages.tests package


Submodules




aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message module


	
class aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message.TestBasicMessage(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_basic_message_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_basic_message_schema_load)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.basicmessage.messages.tests.test_basic_message.TestBasicMessageSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Test basic message schema.


	
test_make_model()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.messages.tests package


Submodules




aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation module


	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation.TestConnectionInvitation(methodName='runTest')

	Bases: unittest.case.TestCase


	
did = 'did:sov:QmWbsNYhMrjHiqZDTUTEJs'

	




	
endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'

	




	
endpoint_url = 'https://example.com/endpoint'

	




	
image_url = 'https://example.com/image.jpg'

	




	
key = '8HH5gYEeNc3z7PYXmd54d4x6qAfCNrqQqEB3nS7Zfu7K'

	




	
label = 'Label'

	




	
test_deserialize(mock_connection_invitation_schema_load)

	




	
test_init()

	




	
test_serialize(mock_connection_invitation_schema_dump)

	




	
test_type()

	




	
test_url_round_trip()

	








	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_invitation.TestConnectionInvitationSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
connection_invitation = <ConnectionInvitation(_message_id='d9c19605-0c92-4887-893f-4b482d1c2342', _message_new_id=True, _message_decorators=<DecoratorSet{}>, label='label', did='did:sov:QmWbsNYhMrjHiqZDTUTEJs', recipient_keys=None, endpoint=None, routing_keys=None)>

	




	
test_make_model()

	










aries_cloudagent.messaging.connections.messages.tests.test_connection_request module


	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
make_did_doc()

	




	
test_did = '55GkHamhTU1ZbTbV2ab9DE'

	




	
test_endpoint = 'http://localhost'

	




	
test_label = 'Label'

	




	
test_seed = 'testseed000000000000000000000001'

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestConnectionRequest(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_connection_request_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_connection_request_schema_dump)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestConnectionRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.connections.messages.tests.test_connection_request.TestConfig

Test connection request schema.


	
test_make_model()

	










aries_cloudagent.messaging.connections.messages.tests.test_connection_response module


	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
make_did_doc()

	




	
test_did = '55GkHamhTU1ZbTbV2ab9DE'

	




	
test_endpoint = 'http://localhost'

	




	
test_seed = 'testseed000000000000000000000001'

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestConnectionResponse(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_connection_response_schema_load)

	Test deserialization.






	
test_init()

	




	
test_serialize(mock_connection_response_schema_dump)

	Test serialization.






	
test_type()

	








	
class aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestConnectionResponseSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.connections.messages.tests.test_connection_response.TestConfig


	
test_make_model()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.connections.models.diddoc package

DID Document model support.

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class aries_cloudagent.messaging.connections.models.diddoc.DIDDoc(did: str = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

DID document, grouping a DID with verification keys and services.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
CONTEXT = 'https://w3id.org/did/v1'

	




	
add_service_pubkeys(service: dict, tags: Union[Sequence[str], str]) → List[aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]

	Add public keys specified in service. Return public keys so discovered.


	Parameters

	
	service – service from DID document


	tags – potential tags marking public keys of type of interest
(the standard is still coalescing)






	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – for public key reference not present in DID document.





Returns: list of public keys from the document service specification






	
authnkey

	Accessor for public keys marked as authentication keys, by identifier.






	
classmethod deserialize(did_doc: dict) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Construct DIDDoc object from dict representation.


	Parameters

	did_doc – DIDDoc dict representation



	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – for bad DID or missing mandatory item.





Returns: DIDDoc from input json






	
did

	Accessor for DID.






	
classmethod from_json(did_doc_json: str) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Construct DIDDoc object from json representation.


	Parameters

	did_doc_json – DIDDoc json representation





Returns: DIDDoc from input json






	
pubkey

	Accessor for public keys by identifier.






	
serialize() → str

	Dump current object to a JSON-compatible dictionary.


	Returns

	dict representation of current DIDDoc










	
service

	Accessor for services by identifier.






	
set(item: Union[aries_cloudagent.messaging.connections.models.diddoc.service.Service, aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Add or replace service or public key; return current DIDDoc.


	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – if input item is neither service nor public key.



	Parameters

	item – service or public key to set





Returns: the current DIDDoc






	
to_json() → str

	Dump current object as json (JSON-LD).


	Returns

	json representation of current DIDDoc














	
class aries_cloudagent.messaging.connections.models.diddoc.LinkedDataKeySpec(ver_type, authn_type, specifier)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
authn_type

	Alias for field number 1






	
specifier

	Alias for field number 2






	
ver_type

	Alias for field number 0










	
class aries_cloudagent.messaging.connections.models.diddoc.PublicKey(did: str, ident: str, value: str, pk_type: aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKeyType = None, controller: str = None, authn: bool = False)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Public key specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
authn

	Accessor for the authentication marker.

Returns: whether public key is marked as having DID authentication privilege






	
controller

	Accessor for the controller DID.






	
did

	Accessor for the DID.






	
id

	Accessor for the public key identifier.






	
to_dict() → dict

	Return dict representation of public key to embed in DID document.






	
type

	Accessor for the public key type.






	
value

	Accessor for the public key value.










	
class aries_cloudagent.messaging.connections.models.diddoc.PublicKeyType

	Bases: enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

Class encapsulating public key types.


	
ED25519_SIG_2018 = LinkedDataKeySpec(ver_type='Ed25519VerificationKey2018', authn_type='Ed25519SignatureAuthentication2018', specifier='publicKeyBase58')

	




	
EDDSA_SA_SIG_SECP256K1 = LinkedDataKeySpec(ver_type='Secp256k1VerificationKey2018', authn_type='Secp256k1SignatureAuthenticationKey2018', specifier='publicKeyHex')

	




	
RSA_SIG_2018 = LinkedDataKeySpec(ver_type='RsaVerificationKey2018', authn_type='RsaSignatureAuthentication2018', specifier='publicKeyPem')

	




	
authn_type

	Accessor for the authentication type identifier.






	
get = <function PublicKeyType.get>

	




	
specification(val: str) → str

	Return specifier and input value for use in public key specification.


	Parameters

	val – value of public key





Returns: dict mapping applicable specifier to input value






	
specifier

	Accessor for the value specifier.






	
ver_type

	Accessor for the verification type identifier.










	
class aries_cloudagent.messaging.connections.models.diddoc.Service(did: str, ident: str, typ: str, recip_keys: Union[Sequence[T_co], aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey], routing_keys: Union[Sequence[T_co], aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey], endpoint: str, priority: int = 0)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Service specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
did

	Accessor for the DID value.






	
endpoint

	Accessor for the endpoint value.






	
id

	Accessor for the service identifier.






	
priority

	Accessor for the priority value.






	
recip_keys

	Accessor for the recipient keys.






	
routing_keys

	Accessor for the routing keys.






	
to_dict() → dict

	Return dict representation of service to embed in DID document.






	
type

	Accessor for the service type.










Submodules




aries_cloudagent.messaging.connections.models.diddoc.diddoc module

DID Document classes.

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc(did: str = None)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

DID document, grouping a DID with verification keys and services.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
CONTEXT = 'https://w3id.org/did/v1'

	




	
add_service_pubkeys(service: dict, tags: Union[Sequence[str], str]) → List[aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]

	Add public keys specified in service. Return public keys so discovered.


	Parameters

	
	service – service from DID document


	tags – potential tags marking public keys of type of interest
(the standard is still coalescing)






	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – for public key reference not present in DID document.





Returns: list of public keys from the document service specification






	
authnkey

	Accessor for public keys marked as authentication keys, by identifier.






	
classmethod deserialize(did_doc: dict) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Construct DIDDoc object from dict representation.


	Parameters

	did_doc – DIDDoc dict representation



	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – for bad DID or missing mandatory item.





Returns: DIDDoc from input json






	
did

	Accessor for DID.






	
classmethod from_json(did_doc_json: str) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Construct DIDDoc object from json representation.


	Parameters

	did_doc_json – DIDDoc json representation





Returns: DIDDoc from input json






	
pubkey

	Accessor for public keys by identifier.






	
serialize() → str

	Dump current object to a JSON-compatible dictionary.


	Returns

	dict representation of current DIDDoc










	
service

	Accessor for services by identifier.






	
set(item: Union[aries_cloudagent.messaging.connections.models.diddoc.service.Service, aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey]) → aries_cloudagent.messaging.connections.models.diddoc.diddoc.DIDDoc

	Add or replace service or public key; return current DIDDoc.


	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – if input item is neither service nor public key.



	Parameters

	item – service or public key to set





Returns: the current DIDDoc






	
to_json() → str

	Dump current object as json (JSON-LD).


	Returns

	json representation of current DIDDoc
















aries_cloudagent.messaging.connections.models.diddoc.publickey module

DID Document Public Key classes.

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class aries_cloudagent.messaging.connections.models.diddoc.publickey.LinkedDataKeySpec(ver_type, authn_type, specifier)

	Bases: tuple [https://docs.python.org/3/library/stdtypes.html#tuple]


	
authn_type

	Alias for field number 1






	
specifier

	Alias for field number 2






	
ver_type

	Alias for field number 0










	
class aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey(did: str, ident: str, value: str, pk_type: aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKeyType = None, controller: str = None, authn: bool = False)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Public key specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
authn

	Accessor for the authentication marker.

Returns: whether public key is marked as having DID authentication privilege






	
controller

	Accessor for the controller DID.






	
did

	Accessor for the DID.






	
id

	Accessor for the public key identifier.






	
to_dict() → dict

	Return dict representation of public key to embed in DID document.






	
type

	Accessor for the public key type.






	
value

	Accessor for the public key value.










	
class aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKeyType

	Bases: enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

Class encapsulating public key types.


	
ED25519_SIG_2018 = LinkedDataKeySpec(ver_type='Ed25519VerificationKey2018', authn_type='Ed25519SignatureAuthentication2018', specifier='publicKeyBase58')

	




	
EDDSA_SA_SIG_SECP256K1 = LinkedDataKeySpec(ver_type='Secp256k1VerificationKey2018', authn_type='Secp256k1SignatureAuthenticationKey2018', specifier='publicKeyHex')

	




	
RSA_SIG_2018 = LinkedDataKeySpec(ver_type='RsaVerificationKey2018', authn_type='RsaSignatureAuthentication2018', specifier='publicKeyPem')

	




	
authn_type

	Accessor for the authentication type identifier.






	
get = <function PublicKeyType.get>

	




	
specification(val: str) → str

	Return specifier and input value for use in public key specification.


	Parameters

	val – value of public key





Returns: dict mapping applicable specifier to input value






	
specifier

	Accessor for the value specifier.






	
ver_type

	Accessor for the verification type identifier.












aries_cloudagent.messaging.connections.models.diddoc.service module

DID Document Service classes.

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class aries_cloudagent.messaging.connections.models.diddoc.service.Service(did: str, ident: str, typ: str, recip_keys: Union[Sequence[T_co], aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey], routing_keys: Union[Sequence[T_co], aries_cloudagent.messaging.connections.models.diddoc.publickey.PublicKey], endpoint: str, priority: int = 0)

	Bases: object [https://docs.python.org/3/library/functions.html#object]

Service specification to embed in DID document.

Retains DIDs as raw values (orientated toward indy-facing operations),
everything else as URIs (oriented toward W3C-facing operations).


	
did

	Accessor for the DID value.






	
endpoint

	Accessor for the endpoint value.






	
id

	Accessor for the service identifier.






	
priority

	Accessor for the priority value.






	
recip_keys

	Accessor for the recipient keys.






	
routing_keys

	Accessor for the routing keys.






	
to_dict() → dict

	Return dict representation of service to embed in DID document.






	
type

	Accessor for the service type.












aries_cloudagent.messaging.connections.models.diddoc.util module

DIDDoc utility methods.

Copyright 2017-2019 Government of Canada
Public Services and Procurement Canada - buyandsell.gc.ca

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
aries_cloudagent.messaging.connections.models.diddoc.util.canon_did(uri: str) → str

	Convert a URI into a DID if need be, left-stripping ‘did:sov:’ if present.


	Parameters

	uri – input URI or DID



	Raises

	ValueError [https://docs.python.org/3/library/exceptions.html#ValueError] – for invalid input.










	
aries_cloudagent.messaging.connections.models.diddoc.util.canon_ref(did: str, ref: str, delimiter: str = None)

	Given a reference in a DID document, return it in its canonical form of a URI.


	Parameters

	
	did – DID acting as the identifier of the DID document


	ref – reference to canonicalize, either a DID or a fragment pointing to a
location in the DID doc


	delimiter – delimiter character marking fragment (default ‘#’) or
introducing identifier (‘;’) against DID resource













	
aries_cloudagent.messaging.connections.models.diddoc.util.ok_did(token: str) → bool

	Whether input token looks like a valid distributed identifier.


	Parameters

	token – candidate string





Returns: whether input token looks like a valid schema identifier






	
aries_cloudagent.messaging.connections.models.diddoc.util.resource(ref: str, delimiter: str = None) → str

	Extract the resource for an identifier.

Given a (URI) reference, return up to its delimiter (exclusively), or all of it if
there is none.


	Parameters

	
	ref – reference


	delimiter – delimiter character
(default None maps to ‘#’, or ‘;’ introduces identifiers)


















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.credentials.messages.tests package


Submodules




aries_cloudagent.messaging.credentials.messages.tests.test_credential module




aries_cloudagent.messaging.credentials.messages.tests.test_credential_offer module




aries_cloudagent.messaging.credentials.messages.tests.test_credential_request module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.discovery.handlers.tests package


Submodules




aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler module


	
class aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler.TestQueryHandler

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_query_all(request_context)

	








	
aries_cloudagent.messaging.discovery.handlers.tests.test_query_handler.request_context() → aries_cloudagent.messaging.request_context.RequestContext

	









          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.discovery.messages.tests package


Submodules




aries_cloudagent.messaging.discovery.messages.tests.test_disclose module


	
class aries_cloudagent.messaging.discovery.messages.tests.test_disclose.TestDisclose(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_deserialize(mock_disclose_schema_load)

	




	
test_init()

	




	
test_protocols = [{'pid': 'did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/basicmessage/1.0/message', 'roles': []}]

	




	
test_serialize(mock_disclose_schema_dump)

	




	
test_type()

	








	
class aries_cloudagent.messaging.discovery.messages.tests.test_disclose.TestDiscloseSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
disclose = <Disclose(_message_id='bece03f4-7875-4b13-8fbb-b454130d53e4', _message_new_id=True, _message_decorators=<DecoratorSet{}>, protocols=[])>

	




	
test_make_model()

	










aries_cloudagent.messaging.discovery.messages.tests.test_query module


	
class aries_cloudagent.messaging.discovery.messages.tests.test_query.TestQuery(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_comment = 'comment'

	




	
test_deserialize(mock_query_schema_load)

	




	
test_init()

	




	
test_query = '*'

	




	
test_serialize(mock_query_schema_dump)

	




	
test_type()

	








	
class aries_cloudagent.messaging.discovery.messages.tests.test_query.TestQuerySchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
query = <Query(_message_id='73c256a7-75c1-4e6d-8edd-ebe913540d15', _message_new_id=True, _message_decorators=<DecoratorSet{}>, query='*', comment='comment')>

	




	
test_make_model()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.introduction.messages.tests package


Submodules




aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation module


	
class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
did = 'did:sov:QmWbsNYhMrjHiqZDTUTEJs'

	




	
endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'

	




	
endpoint_url = 'https://example.com/endpoint'

	




	
key = '8HH5gYEeNc3z7PYXmd54d4x6qAfCNrqQqEB3nS7Zfu7K'

	




	
label = 'Label'

	




	
test_message = 'test message'

	








	
class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestForwardInvitation(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_invitation_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_invitation_schema_dump)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestForwardInvitationSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.introduction.messages.tests.test_forward_invitation.TestConfig

Test forward invitation schema.


	
test_make_model()

	










aries_cloudagent.messaging.introduction.messages.tests.test_invitation module


	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
did = 'did:sov:QmWbsNYhMrjHiqZDTUTEJs'

	




	
endpoint_did = 'did:sov:A2wBhNYhMrjHiqZDTUYH7u'

	




	
endpoint_url = 'https://example.com/endpoint'

	




	
key = '8HH5gYEeNc3z7PYXmd54d4x6qAfCNrqQqEB3nS7Zfu7K'

	




	
label = 'Label'

	




	
test_message = 'test message'

	








	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestInvitation(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_invitation_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_invitation_schema_dump)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestInvitationSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.introduction.messages.tests.test_invitation.TestConfig

Test invitation schema.


	
test_make_model()

	










aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request module


	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestConfig

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_message = 'MESSAGE'

	




	
test_responder = 'RESPONDER'

	








	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestInvitationRequest(methodName='runTest')

	Bases: unittest.case.TestCase, aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestConfig


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_invitation_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_invitation_schema_dump)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestInvitationRequestSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject, aries_cloudagent.messaging.introduction.messages.tests.test_invitation_request.TestConfig

Test invitation request schema.


	
test_make_model()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.presentations.messages.tests package


Submodules




aries_cloudagent.messaging.presentations.messages.tests.test_proof module




aries_cloudagent.messaging.presentations.messages.tests.test_proof_request module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.handlers.tests package


Submodules




aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers module


	
class aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers.TestQueryUpdateHandlers

	Bases: object [https://docs.python.org/3/library/functions.html#object]


	
test_no_connection(request_context)

	




	
test_query_none(request_context)

	




	
test_query_route(request_context)

	








	
aries_cloudagent.messaging.routing.handlers.tests.test_query_update_handlers.request_context() → aries_cloudagent.messaging.request_context.RequestContext

	









          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.routing.messages.tests package


Submodules




aries_cloudagent.messaging.routing.messages.tests.test_forward module


	
class aries_cloudagent.messaging.routing.messages.tests.test_forward.TestForward(methodName='runTest')

	Bases: unittest.case.TestCase


	
msg = 'msg'

	




	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(message_schema_load)

	




	
test_init()

	




	
test_serialize(message_schema_dump)

	




	
test_type()

	




	
to = 'to'

	








	
class aries_cloudagent.messaging.routing.messages.tests.test_forward.TestForwardSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_make_model()

	










aries_cloudagent.messaging.routing.messages.tests.test_route_query_request module


	
class aries_cloudagent.messaging.routing.messages.tests.test_route_query_request.TestRouteQueryRequest(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(message_schema_load)

	




	
test_filter = {'recipient_key': '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'}

	




	
test_init()

	




	
test_limit = 100

	




	
test_offset = 10

	




	
test_serialize(message_schema_dump)

	




	
test_type()

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
class aries_cloudagent.messaging.routing.messages.tests.test_route_query_request.TestRouteQueryRequestSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_make_model()

	










aries_cloudagent.messaging.routing.messages.tests.test_route_query_response module


	
class aries_cloudagent.messaging.routing.messages.tests.test_route_query_response.TestRouteQueryResponse(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_conn_id = 'conn-id'

	




	
test_deserialize(message_schema_load)

	




	
test_end = 15

	




	
test_init()

	




	
test_limit = 5

	




	
test_route_id = 'route-id'

	




	
test_serialize(message_schema_dump)

	




	
test_start = 10

	




	
test_total = 20

	




	
test_type()

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	








	
class aries_cloudagent.messaging.routing.messages.tests.test_route_query_response.TestRouteQueryResponseSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_make_model()

	










aries_cloudagent.messaging.routing.messages.tests.test_route_update_request module


	
class aries_cloudagent.messaging.routing.messages.tests.test_route_update_request.TestRouteQueryRequestSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_make_model()

	








	
class aries_cloudagent.messaging.routing.messages.tests.test_route_update_request.TestRouteUpdateRequest(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_action = 'create'

	




	
test_deserialize(message_schema_load)

	




	
test_init()

	




	
test_serialize(message_schema_dump)

	




	
test_type()

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	










aries_cloudagent.messaging.routing.messages.tests.test_route_update_response module


	
class aries_cloudagent.messaging.routing.messages.tests.test_route_update_response.TestRouteQueryRequestSchema(methodName='runTest')

	Bases: unittest.case.TestCase


	
test_make_model()

	








	
class aries_cloudagent.messaging.routing.messages.tests.test_route_update_response.TestRouteUpdateResponse(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_action = 'create'

	




	
test_deserialize(message_schema_load)

	




	
test_init()

	




	
test_result = 'success'

	




	
test_serialize(message_schema_dump)

	




	
test_type()

	




	
test_verkey = '3Dn1SJNPaCXcvvJvSbsFWP2xaCjMom3can8CQNhWrTRx'

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.messaging.trustping.messages.tests package


Submodules




aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping module


	
class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping.TestPing(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_ping_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_ping_schema_load)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping.TestPingSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Test ping schema.


	
test_make_model()

	










aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse module


	
class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse.TestPingResponse(methodName='runTest')

	Bases: unittest.case.TestCase


	
setUp()

	Hook method for setting up the test fixture before exercising it.






	
test_deserialize(mock_ping_schema_load)

	Test deserialization.






	
test_init()

	Test initialization.






	
test_serialize(mock_ping_schema_load)

	Test serialization.






	
test_type()

	Test type.










	
class aries_cloudagent.messaging.trustping.messages.tests.test_trust_ping_reponse.TestPingResponseSchema(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject

Test ping response schema.


	
test_make_model()

	













          

      

      

    

  

    
      
          
            
  
aries_cloudagent.transport.outbound.queue.tests package


Submodules




aries_cloudagent.transport.outbound.queue.tests.test_basic_queue module


	
class aries_cloudagent.transport.outbound.queue.tests.test_basic_queue.TestBasicQueue(*args, **kwargs)

	Bases: sphinx.ext.autodoc.importer._MockObject


	
test_async_iter()

	




	
test_enqueue_dequeue()

	




	
test_stopped()

	








	
aries_cloudagent.transport.outbound.queue.tests.test_basic_queue.collect(queue, count=1)

	









          

      

      

    

  

    
      
          
            
  
aries-cloudagent-python



	aries_cloudagent package
	Subpackages
	aries_cloudagent.admin package
	Subpackages

	Submodules

	aries_cloudagent.admin.base_server module

	aries_cloudagent.admin.error module

	aries_cloudagent.admin.routes module

	aries_cloudagent.admin.server module





	aries_cloudagent.cache package
	Subpackages

	Submodules

	aries_cloudagent.cache.base module

	aries_cloudagent.cache.basic module





	aries_cloudagent.config package
	Subpackages

	Submodules

	aries_cloudagent.config.base module

	aries_cloudagent.config.injection_context module

	aries_cloudagent.config.injector module

	aries_cloudagent.config.provider module

	aries_cloudagent.config.settings module





	aries_cloudagent.holder package
	Subpackages

	Submodules

	aries_cloudagent.holder.base module

	aries_cloudagent.holder.indy module





	aries_cloudagent.issuer package
	Submodules

	aries_cloudagent.issuer.base module

	aries_cloudagent.issuer.indy module

	aries_cloudagent.issuer.util module





	aries_cloudagent.ledger package
	Subpackages

	Submodules

	aries_cloudagent.ledger.base module

	aries_cloudagent.ledger.error module

	aries_cloudagent.ledger.indy module

	aries_cloudagent.ledger.provider module





	aries_cloudagent.logging package
	Subpackages





	aries_cloudagent.messaging package
	Subpackages

	Submodules

	aries_cloudagent.messaging.agent_message module

	aries_cloudagent.messaging.base_context module

	aries_cloudagent.messaging.base_handler module

	aries_cloudagent.messaging.error module

	aries_cloudagent.messaging.message_delivery module

	aries_cloudagent.messaging.outbound_message module

	aries_cloudagent.messaging.protocol_registry module

	aries_cloudagent.messaging.request_context module

	aries_cloudagent.messaging.responder module

	aries_cloudagent.messaging.serializer module

	aries_cloudagent.messaging.socket module

	aries_cloudagent.messaging.util module





	aries_cloudagent.storage package
	Subpackages

	Submodules

	aries_cloudagent.storage.base module

	aries_cloudagent.storage.basic module

	aries_cloudagent.storage.error module

	aries_cloudagent.storage.indy module

	aries_cloudagent.storage.provider module

	aries_cloudagent.storage.record module





	aries_cloudagent.tests package
	Submodules

	aries_cloudagent.tests.test_conductor module

	aries_cloudagent.tests.test_init module

	aries_cloudagent.tests.test_stats module

	aries_cloudagent.tests.test_task_processor module





	aries_cloudagent.transport package
	Subpackages





	aries_cloudagent.verifier package
	Subpackages

	Submodules

	aries_cloudagent.verifier.base module

	aries_cloudagent.verifier.indy module





	aries_cloudagent.wallet package
	Subpackages

	Submodules

	aries_cloudagent.wallet.base module

	aries_cloudagent.wallet.basic module

	aries_cloudagent.wallet.crypto module

	aries_cloudagent.wallet.error module

	aries_cloudagent.wallet.indy module

	aries_cloudagent.wallet.provider module

	aries_cloudagent.wallet.util module









	Submodules

	aries_cloudagent.classloader module

	aries_cloudagent.conductor module

	aries_cloudagent.defaults module

	aries_cloudagent.dispatcher module

	aries_cloudagent.error module

	aries_cloudagent.postgres module

	aries_cloudagent.stats module

	aries_cloudagent.task_processor module

	aries_cloudagent.version module













          

      

      

    

  nav.xhtml

    
      Table of Contents


      
        		
          Aries Cloud Agent Python Documentation
        


        		
          aries_cloudagent package
          
            		
              Subpackages
              
                		
                  aries_cloudagent.admin package
                


                		
                  aries_cloudagent.cache package
                


                		
                  aries_cloudagent.config package
                


                		
                  aries_cloudagent.holder package
                


                		
                  aries_cloudagent.issuer package
                


                		
                  aries_cloudagent.ledger package
                


                		
                  aries_cloudagent.logging package
                


                		
                  aries_cloudagent.messaging package
                


                		
                  aries_cloudagent.storage package
                


                		
                  aries_cloudagent.tests package
                


                		
                  aries_cloudagent.transport package
                


                		
                  aries_cloudagent.verifier package
                


                		
                  aries_cloudagent.wallet package
                


              


            


            		
              Submodules
            


            		
              aries_cloudagent.classloader module
            


            		
              aries_cloudagent.conductor module
            


            		
              aries_cloudagent.defaults module
            


            		
              aries_cloudagent.dispatcher module
            


            		
              aries_cloudagent.error module
            


            		
              aries_cloudagent.postgres module
            


            		
              aries_cloudagent.stats module
            


            		
              aries_cloudagent.task_processor module
            


            		
              aries_cloudagent.version module
            


          


        


      


    
  

_static/comment-bright.png





_static/ajax-loader.gif





_static/down-pressed.png





_static/down.png





_static/comment-close.png





_static/comment.png





_static/file.png





_static/minus.png





_static/up-pressed.png





_static/up.png





_static/plus.png





