

    
      
          
            
  
Aries Cloud Agent Python Code Documentation

Hyperledger Aries Cloud Agent Python (ACA-Py) is a foundation for building decentralized
identity applications and services running in non-mobile environments.

This is the Read The Docs site for the Hyperledger
Aries Cloud Agent Python [https://github.com/hyperledger/aries-cloudagent-python].
This site contains only the ACA-Py docstrings documentation
extracted from the Python Code. For other documentation, please consult the links
in the Readme for the ACA-Py [https://github.com/hyperledger/aries-cloudagent-python]
GitHub Repo.

If you are getting started with verifiable credentials or Aries,
we recommend that you start with this verifiable credentials and agents
getting started guide [https://github.com/hyperledger/aries-cloudagent-python/tree/master/docs/GettingStartedAriesDev].

Want to quick overview of the deployment model for ACA-Py? See
this document [https://github.com/hyperledger/aries-cloudagent-python/blob/master/docs/deploymentModel.md].

To investigate the code, use search or click the package links in the left menu to
drill into the modules, subpackages and submodules that make up ACA-Py.

Developers that are interested in what DIDComm protocols are supported in ACA-Py
should take a look at the protocols package.
These should align with the corresponding
aries-rfcs protocols [https://github.com/hyperledger/aries-rfcs/tree/master/features].
Decorators defined in aries-rfcs and implemented in ACA-Py can be found
here.
Some general purpose subpackages that might be of interest include
wallet and
storage. For those
agents playing different roles in a verifiable credential exchange, take a look
at the issuer,
holder and
verifier packages.

Please see the ACA-Py Contribution guidelines [https://github.com/hyperledger/aries-cloudagent-python/blob/master/README.md#contributing]
for how to contribute to ACA-Py, including for how to submit issues about ACA-Py.
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	aries_cloudagent.protocols.introduction.v0_1.messages.invitation_request module









	Submodules

	aries_cloudagent.protocols.introduction.v0_1.base_service module

	aries_cloudagent.protocols.introduction.v0_1.demo_service module

	aries_cloudagent.protocols.introduction.v0_1.message_types module

	aries_cloudagent.protocols.introduction.v0_1.routes module









	Submodules

	aries_cloudagent.protocols.introduction.definition module





	aries_cloudagent.protocols.issue_credential package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0 package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_ack_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_issue_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_offer_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_proposal_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_request_handler module





	aries_cloudagent.protocols.issue_credential.v1_0.messages package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner.credential_preview module









	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_ack module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_issue module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_offer module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_proposal module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_request module





	aries_cloudagent.protocols.issue_credential.v1_0.models package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.models.credential_exchange module









	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.manager module

	aries_cloudagent.protocols.issue_credential.v1_0.message_types module

	aries_cloudagent.protocols.issue_credential.v1_0.routes module









	Submodules

	aries_cloudagent.protocols.issue_credential.definition module





	aries_cloudagent.protocols.present_proof package
	Subpackages
	aries_cloudagent.protocols.present_proof.v1_0 package
	Subpackages
	aries_cloudagent.protocols.present_proof.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.handlers.presentation_ack_handler module

	aries_cloudagent.protocols.present_proof.v1_0.handlers.presentation_handler module

	aries_cloudagent.protocols.present_proof.v1_0.handlers.presentation_proposal_handler module

	aries_cloudagent.protocols.present_proof.v1_0.handlers.presentation_request_handler module





	aries_cloudagent.protocols.present_proof.v1_0.messages package
	Subpackages
	aries_cloudagent.protocols.present_proof.v1_0.messages.inner package
	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.messages.inner.presentation_preview module









	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.messages.presentation module

	aries_cloudagent.protocols.present_proof.v1_0.messages.presentation_ack module

	aries_cloudagent.protocols.present_proof.v1_0.messages.presentation_proposal module

	aries_cloudagent.protocols.present_proof.v1_0.messages.presentation_request module





	aries_cloudagent.protocols.present_proof.v1_0.models package
	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.models.presentation_exchange module





	aries_cloudagent.protocols.present_proof.v1_0.util package
	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.util.indy module

	aries_cloudagent.protocols.present_proof.v1_0.util.predicate module









	Submodules

	aries_cloudagent.protocols.present_proof.v1_0.manager module

	aries_cloudagent.protocols.present_proof.v1_0.message_types module

	aries_cloudagent.protocols.present_proof.v1_0.routes module









	Submodules

	aries_cloudagent.protocols.present_proof.definition module





	aries_cloudagent.protocols.problem_report package
	Subpackages
	aries_cloudagent.protocols.problem_report.v1_0 package
	Submodules

	aries_cloudagent.protocols.problem_report.v1_0.handler module

	aries_cloudagent.protocols.problem_report.v1_0.message module

	aries_cloudagent.protocols.problem_report.v1_0.message_types module









	Submodules

	aries_cloudagent.protocols.problem_report.definition module





	aries_cloudagent.protocols.routing package
	Subpackages
	aries_cloudagent.protocols.routing.v1_0 package
	Subpackages
	aries_cloudagent.protocols.routing.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.routing.v1_0.handlers.forward_handler module

	aries_cloudagent.protocols.routing.v1_0.handlers.route_query_request_handler module

	aries_cloudagent.protocols.routing.v1_0.handlers.route_query_response_handler module

	aries_cloudagent.protocols.routing.v1_0.handlers.route_update_request_handler module

	aries_cloudagent.protocols.routing.v1_0.handlers.route_update_response_handler module





	aries_cloudagent.protocols.routing.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.routing.v1_0.messages.forward module

	aries_cloudagent.protocols.routing.v1_0.messages.route_query_request module

	aries_cloudagent.protocols.routing.v1_0.messages.route_query_response module

	aries_cloudagent.protocols.routing.v1_0.messages.route_update_request module

	aries_cloudagent.protocols.routing.v1_0.messages.route_update_response module





	aries_cloudagent.protocols.routing.v1_0.models package
	Submodules

	aries_cloudagent.protocols.routing.v1_0.models.paginate module

	aries_cloudagent.protocols.routing.v1_0.models.paginated module

	aries_cloudagent.protocols.routing.v1_0.models.route_query_result module

	aries_cloudagent.protocols.routing.v1_0.models.route_record module

	aries_cloudagent.protocols.routing.v1_0.models.route_update module

	aries_cloudagent.protocols.routing.v1_0.models.route_updated module









	Submodules

	aries_cloudagent.protocols.routing.v1_0.manager module

	aries_cloudagent.protocols.routing.v1_0.message_types module









	Submodules

	aries_cloudagent.protocols.routing.definition module





	aries_cloudagent.protocols.trustping package
	Subpackages
	aries_cloudagent.protocols.trustping.v1_0 package
	Subpackages
	aries_cloudagent.protocols.trustping.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.trustping.v1_0.handlers.ping_handler module

	aries_cloudagent.protocols.trustping.v1_0.handlers.ping_response_handler module





	aries_cloudagent.protocols.trustping.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.trustping.v1_0.messages.ping module

	aries_cloudagent.protocols.trustping.v1_0.messages.ping_response module









	Submodules

	aries_cloudagent.protocols.trustping.v1_0.message_types module

	aries_cloudagent.protocols.trustping.v1_0.routes module









	Submodules

	aries_cloudagent.protocols.trustping.definition module















          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.actionmenu package


Subpackages



	aries_cloudagent.protocols.actionmenu.v1_0 package
	Subpackages
	aries_cloudagent.protocols.actionmenu.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_handler module

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_request_handler module

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.perform_handler module





	aries_cloudagent.protocols.actionmenu.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.messages.menu module

	aries_cloudagent.protocols.actionmenu.v1_0.messages.menu_request module

	aries_cloudagent.protocols.actionmenu.v1_0.messages.perform module





	aries_cloudagent.protocols.actionmenu.v1_0.models package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form module

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form_param module

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_option module









	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.base_service module

	aries_cloudagent.protocols.actionmenu.v1_0.controller module

	aries_cloudagent.protocols.actionmenu.v1_0.driver_service module

	aries_cloudagent.protocols.actionmenu.v1_0.message_types module

	aries_cloudagent.protocols.actionmenu.v1_0.routes module

	aries_cloudagent.protocols.actionmenu.v1_0.util module












Submodules




aries_cloudagent.protocols.actionmenu.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.actionmenu.v1_0 package


Subpackages



	aries_cloudagent.protocols.actionmenu.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_handler module

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_request_handler module

	aries_cloudagent.protocols.actionmenu.v1_0.handlers.perform_handler module





	aries_cloudagent.protocols.actionmenu.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.messages.menu module

	aries_cloudagent.protocols.actionmenu.v1_0.messages.menu_request module

	aries_cloudagent.protocols.actionmenu.v1_0.messages.perform module





	aries_cloudagent.protocols.actionmenu.v1_0.models package
	Submodules

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form module

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form_param module

	aries_cloudagent.protocols.actionmenu.v1_0.models.menu_option module












Submodules




aries_cloudagent.protocols.actionmenu.v1_0.base_service module




aries_cloudagent.protocols.actionmenu.v1_0.controller module




aries_cloudagent.protocols.actionmenu.v1_0.driver_service module




aries_cloudagent.protocols.actionmenu.v1_0.message_types module




aries_cloudagent.protocols.actionmenu.v1_0.routes module




aries_cloudagent.protocols.actionmenu.v1_0.util module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.actionmenu.v1_0.handlers package


Submodules




aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_handler module




aries_cloudagent.protocols.actionmenu.v1_0.handlers.menu_request_handler module




aries_cloudagent.protocols.actionmenu.v1_0.handlers.perform_handler module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.actionmenu.v1_0.messages package


Submodules




aries_cloudagent.protocols.actionmenu.v1_0.messages.menu module




aries_cloudagent.protocols.actionmenu.v1_0.messages.menu_request module




aries_cloudagent.protocols.actionmenu.v1_0.messages.perform module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.actionmenu.v1_0.models package


Submodules




aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form module




aries_cloudagent.protocols.actionmenu.v1_0.models.menu_form_param module




aries_cloudagent.protocols.actionmenu.v1_0.models.menu_option module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.basicmessage package


Subpackages



	aries_cloudagent.protocols.basicmessage.v1_0 package
	Subpackages
	aries_cloudagent.protocols.basicmessage.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.basicmessage.v1_0.handlers.basicmessage_handler module





	aries_cloudagent.protocols.basicmessage.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.basicmessage.v1_0.messages.basicmessage module









	Submodules

	aries_cloudagent.protocols.basicmessage.v1_0.message_types module

	aries_cloudagent.protocols.basicmessage.v1_0.routes module












Submodules




aries_cloudagent.protocols.basicmessage.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.basicmessage.v1_0 package


Subpackages



	aries_cloudagent.protocols.basicmessage.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.basicmessage.v1_0.handlers.basicmessage_handler module





	aries_cloudagent.protocols.basicmessage.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.basicmessage.v1_0.messages.basicmessage module












Submodules




aries_cloudagent.protocols.basicmessage.v1_0.message_types module




aries_cloudagent.protocols.basicmessage.v1_0.routes module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.basicmessage.v1_0.handlers package


Submodules




aries_cloudagent.protocols.basicmessage.v1_0.handlers.basicmessage_handler module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.basicmessage.v1_0.messages package


Submodules




aries_cloudagent.protocols.basicmessage.v1_0.messages.basicmessage module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.connections package


Subpackages



	aries_cloudagent.protocols.connections.v1_0 package
	Subpackages
	aries_cloudagent.protocols.connections.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_invitation_handler module

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_request_handler module

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_response_handler module





	aries_cloudagent.protocols.connections.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.messages.connection_invitation module

	aries_cloudagent.protocols.connections.v1_0.messages.connection_request module

	aries_cloudagent.protocols.connections.v1_0.messages.connection_response module

	aries_cloudagent.protocols.connections.v1_0.messages.problem_report module





	aries_cloudagent.protocols.connections.v1_0.models package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.models.connection_detail module









	Submodules

	aries_cloudagent.protocols.connections.v1_0.manager module

	aries_cloudagent.protocols.connections.v1_0.message_types module

	aries_cloudagent.protocols.connections.v1_0.routes module












Submodules




aries_cloudagent.protocols.connections.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.connections.v1_0 package


Subpackages



	aries_cloudagent.protocols.connections.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_invitation_handler module

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_request_handler module

	aries_cloudagent.protocols.connections.v1_0.handlers.connection_response_handler module





	aries_cloudagent.protocols.connections.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.messages.connection_invitation module

	aries_cloudagent.protocols.connections.v1_0.messages.connection_request module

	aries_cloudagent.protocols.connections.v1_0.messages.connection_response module

	aries_cloudagent.protocols.connections.v1_0.messages.problem_report module





	aries_cloudagent.protocols.connections.v1_0.models package
	Submodules

	aries_cloudagent.protocols.connections.v1_0.models.connection_detail module












Submodules




aries_cloudagent.protocols.connections.v1_0.manager module




aries_cloudagent.protocols.connections.v1_0.message_types module




aries_cloudagent.protocols.connections.v1_0.routes module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.connections.v1_0.handlers package


Submodules




aries_cloudagent.protocols.connections.v1_0.handlers.connection_invitation_handler module




aries_cloudagent.protocols.connections.v1_0.handlers.connection_request_handler module




aries_cloudagent.protocols.connections.v1_0.handlers.connection_response_handler module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.connections.v1_0.messages package


Submodules




aries_cloudagent.protocols.connections.v1_0.messages.connection_invitation module




aries_cloudagent.protocols.connections.v1_0.messages.connection_request module




aries_cloudagent.protocols.connections.v1_0.messages.connection_response module




aries_cloudagent.protocols.connections.v1_0.messages.problem_report module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.connections.v1_0.models package


Submodules




aries_cloudagent.protocols.connections.v1_0.models.connection_detail module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.discovery package


Subpackages



	aries_cloudagent.protocols.discovery.v1_0 package
	Subpackages
	aries_cloudagent.protocols.discovery.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.discovery.v1_0.handlers.disclose_handler module

	aries_cloudagent.protocols.discovery.v1_0.handlers.query_handler module





	aries_cloudagent.protocols.discovery.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.discovery.v1_0.messages.disclose module

	aries_cloudagent.protocols.discovery.v1_0.messages.query module









	Submodules

	aries_cloudagent.protocols.discovery.v1_0.message_types module

	aries_cloudagent.protocols.discovery.v1_0.routes module












Submodules




aries_cloudagent.protocols.discovery.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.discovery.v1_0 package


Subpackages



	aries_cloudagent.protocols.discovery.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.discovery.v1_0.handlers.disclose_handler module

	aries_cloudagent.protocols.discovery.v1_0.handlers.query_handler module





	aries_cloudagent.protocols.discovery.v1_0.messages package
	Submodules

	aries_cloudagent.protocols.discovery.v1_0.messages.disclose module

	aries_cloudagent.protocols.discovery.v1_0.messages.query module












Submodules




aries_cloudagent.protocols.discovery.v1_0.message_types module




aries_cloudagent.protocols.discovery.v1_0.routes module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.discovery.v1_0.handlers package


Submodules




aries_cloudagent.protocols.discovery.v1_0.handlers.disclose_handler module




aries_cloudagent.protocols.discovery.v1_0.handlers.query_handler module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.discovery.v1_0.messages package


Submodules




aries_cloudagent.protocols.discovery.v1_0.messages.disclose module




aries_cloudagent.protocols.discovery.v1_0.messages.query module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.introduction package


Subpackages



	aries_cloudagent.protocols.introduction.v0_1 package
	Subpackages
	aries_cloudagent.protocols.introduction.v0_1.handlers package
	Submodules

	aries_cloudagent.protocols.introduction.v0_1.handlers.forward_invitation_handler module

	aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_handler module

	aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_request_handler module





	aries_cloudagent.protocols.introduction.v0_1.messages package
	Submodules

	aries_cloudagent.protocols.introduction.v0_1.messages.forward_invitation module

	aries_cloudagent.protocols.introduction.v0_1.messages.invitation module

	aries_cloudagent.protocols.introduction.v0_1.messages.invitation_request module









	Submodules

	aries_cloudagent.protocols.introduction.v0_1.base_service module

	aries_cloudagent.protocols.introduction.v0_1.demo_service module

	aries_cloudagent.protocols.introduction.v0_1.message_types module

	aries_cloudagent.protocols.introduction.v0_1.routes module












Submodules




aries_cloudagent.protocols.introduction.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.introduction.v0_1 package


Subpackages



	aries_cloudagent.protocols.introduction.v0_1.handlers package
	Submodules

	aries_cloudagent.protocols.introduction.v0_1.handlers.forward_invitation_handler module

	aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_handler module

	aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_request_handler module





	aries_cloudagent.protocols.introduction.v0_1.messages package
	Submodules

	aries_cloudagent.protocols.introduction.v0_1.messages.forward_invitation module

	aries_cloudagent.protocols.introduction.v0_1.messages.invitation module

	aries_cloudagent.protocols.introduction.v0_1.messages.invitation_request module












Submodules




aries_cloudagent.protocols.introduction.v0_1.base_service module




aries_cloudagent.protocols.introduction.v0_1.demo_service module




aries_cloudagent.protocols.introduction.v0_1.message_types module




aries_cloudagent.protocols.introduction.v0_1.routes module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.introduction.v0_1.handlers package


Submodules




aries_cloudagent.protocols.introduction.v0_1.handlers.forward_invitation_handler module




aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_handler module




aries_cloudagent.protocols.introduction.v0_1.handlers.invitation_request_handler module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.introduction.v0_1.messages package


Submodules




aries_cloudagent.protocols.introduction.v0_1.messages.forward_invitation module




aries_cloudagent.protocols.introduction.v0_1.messages.invitation module




aries_cloudagent.protocols.introduction.v0_1.messages.invitation_request module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.issue_credential package


Subpackages



	aries_cloudagent.protocols.issue_credential.v1_0 package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_ack_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_issue_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_offer_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_proposal_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_request_handler module





	aries_cloudagent.protocols.issue_credential.v1_0.messages package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner.credential_preview module









	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_ack module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_issue module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_offer module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_proposal module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_request module





	aries_cloudagent.protocols.issue_credential.v1_0.models package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.models.credential_exchange module









	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.manager module

	aries_cloudagent.protocols.issue_credential.v1_0.message_types module

	aries_cloudagent.protocols.issue_credential.v1_0.routes module












Submodules




aries_cloudagent.protocols.issue_credential.definition module







          

      

      

    

  

    
      
          
            
  
aries_cloudagent.protocols.issue_credential.v1_0 package


Subpackages



	aries_cloudagent.protocols.issue_credential.v1_0.handlers package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_ack_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_issue_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_offer_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_proposal_handler module

	aries_cloudagent.protocols.issue_credential.v1_0.handlers.credential_request_handler module





	aries_cloudagent.protocols.issue_credential.v1_0.messages package
	Subpackages
	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner package
	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.inner.credential_preview module









	Submodules

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_ack module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_issue module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_offer module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_proposal module

	aries_cloudagent.protocols.issue_credential.v1_0.messages.credential_request module





	aries_cloudagent.protocols.issue_credential.v1_0.models package
	Submodules
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  # Aries Cloud Agent - Python: Documentation

This docs folder has several kinds of documentation about Aries Cloud Agent - Python (ACA-Py).

If you are interested in becoming an Aries Developer and want to use ACA-Py to get started, you
can start by looking at this [Getting Started](GettingStartedAriesDev/README.md) guide. It covers
a range of topics necessary to understanding how Aries agents work, particularly ACA-Py.

The recommended developer reference documentation is generated from this folder and hosted
at this [ACA-Py Read The Docs](https://aries-cloud-agent-python.readthedocs.io/en/latest/) site.
Head their if you are looking for reference materials.

The remainder of this document describes how to maintain the Read The Docs documentation. As
the structure of the ACA-Py code evolves, the RTD files need to be regenerated and possibly
updated, as noted below.

## How to generate ACA-Py Read The Docs (RTD) documentation

### Before you start

To test generate and view the RTD documentation locally, you must install [Sphinx](https://www.sphinx-doc.org/en/master/) and the
[Sphinx RTD theme](https://pypi.org/project/sphinx-rtd-theme/). Both can be installed from PyPi using pip. For example:

`
pip install -U sphinx
pip install -U sphinx-rtd-theme
`

### Generate Module Files

To rebuild the project and settings from scratch (you’ll need to move the generated index file up a level):
`
rm -rf generated
sphinx-apidoc -f -M -o  ./generated ../aries_cloudagent/ $(find ../aries_cloudagent/ -name '*tests*')
`

Note that the find command that is used to exclude any of the test python files from the RTD documentation.

Check the  git status in your repo to see if the generator updates, adds or removes any existing RTD modules.

### Reviewing the files locally

To auto-generate the module documentation locally run:

`
sphinx-build -b html -a -E -c ./ ./ ./_build
`

Once generated, go into the _build folder and open index.html in a browser. Note that the _build is
.gitignore’d and so will not be part of a git push.

### Look for Errors

This is the hard part; looking for errors in docstrings added by devs. Some tips:


	Ignore any errors in .md files


	Ignore the set of errors that indicate that “GettingStarted…” markdown files are included


	Ignore an dist-package errors




Other than that, please investigate and fix things that you find. If there are fixes, it’s usually
to adhere to the rules around processing docstrings, and especially around JSON samples.

### Checking for missing modules

The file [index.rst](index.rst) in this folder drive the RTD generation. It should pick up all the modules
in the source code, starting from the root ../aries_cloudagent folder. However, some modules
are not picked up automatically from the root and have to be manually added to index.rst. To do that:


	Get a list of all generated modules by running: ls generated | grep “aries_cloudagent.[a-z]*.rst”


	Compare that list with the modules listed in the “Subpackages” section of the left side menu in your browser,




including any listed below the “Submodules”.

If any are missing, you likely need to add them to the index.rst file in the toctree section of the file.
You will see there are already several instances of that, notably “connections” and “protocols”.

### Updating the [readthedocs.org](https://readthedocs.org) site

The RTD documentation is not currently auto-generated, so a manual re-generation of the documentation
is still required.

> TODO: Automate this when new tags are applied to the repository.



          

      

      

    

  

    
      
          
            
  <!—– Conversion time: 2.418 seconds.
* Source doc: https://docs.google.com/a/cloudcompass.ca/open?id=1efPSAyhvOoJfaj3hS9iqsJbma3-4oc7l07uRPV1Gd9c

—–>

# Aries Cloud Agent-Python (ACA-Py) - Deployment Model

This document is a “concept of operations” for an instance of an Aries cloud agent deployed from the primary artifact (a PyPi package) produced by this repo. In such a deployment there are always two components - a configured agent itself, and a controller that injects into that agent the business rules for the particular agent instance (see diagram).

![ACA-Py Deployment Overview](assets/deploymentModel-full.png “ACA-Py Deployment Overview”)

The deployed agent messages with other agents via DIDcomm protocols, and as events associated with those messages occur, sends webhook HTTP notifications to the controller. The agent also exposes for the controller’s exclusive use an HTTP API covering all of the administrative handlers for those events. The controller receives the notifications from the agent, decides (with business rules - possible by asking a person using a UI) how to respond to the event and calls back to the agent via the HTTP API. Of course, the controller may also initiate events (e.g. messaging another agent) by calling that same API.

The following is an example of the interactions involved in creating a connection using the DIDcomm “Establish Connection” protocol. The controller requests from the agent (via the administrative API) a connection invitation from the agent, and receives one back. The controller provides it to another agent (perhaps by displaying it in a QR code). Shortly after, the agent receives a DIDcomm “Connection Request” message. The agent, sends it to the controller. The controller decides to accept the connection and calls the API with instructions to the agent to send a “Connection Response” message to the other agent. Since the controller always wants to know with whom a connection has been created, the controller also sends instructions to the agent (via the API, of course) to send a request presentation message to the new connection. And so on… During the interactions, the agent is tracking the state of the connections, and the state of the protocol instances (threads). Likewise, the controller may also be retaining state - after all, it’s an application that could do anything.

Most developers will configure a “black box” instance of the ACA-Py. They need to know how it works, the DIDcomm protocols it supports, the events it will generate and the administrative API it exposes. However, they don’t need to drill into and maintain the ACA-Py code. Such developers will build controller applications (basically, traditional web apps) that at their simplest, use an HTTP interface to receive notification and send HTTP requests to the agent. It’s the business logic implemented in, or accessed by the controller that gives the deployment its personality and role.

Note: the ACA-Py agent is designed to be stateless, persisting connection and protocol state to storage (such as Postgres database). As such, agents can be deployed to support horizontal scaling as necessary. Controllers can also be implemented to support horizontal scaling.

The sections below detail the internals of the ACA-Py and it’s configurable elements, and the conceptual elements of a controller. There is no “Aries controller” repo to fork, as it is essentially just a web app. There are demos of using the elements in this repo, and several sample applications that you can use to get started on your on controller.

## Aries Cloud Agent

Aries cloud agent implement services to manage the execution of DIDcomm messaging protocols for interacting with other DIDcomm agents, and exposes an administrative HTTP API that supports a controller to direct how the agent should respond to messaging events. The agent relies on the controller to provide the business rules for handling the messaging events, and to initiate the execution of new DIDcomm protocol instances. The internals of an ACA-Py instance is diagramed below.

![ACA-Py Agent Internals](assets/deploymentModel-agent.png “ACA-Py Agent Internals”)

Instances of the Aries cloud agents are configured with the following sub-components:


	Transport Plugins - pluggable transport-specific message sender/receiver modules that interact with other agents. Messages outside the plugins are transport-agnostic JSON structures. Current modules include HTTP and WebSockets. In the future, we might add ZMQ, SMTP and so on.


	Conductor receives inbound messages from, and sends outbound messages to, the transport plugins. After internal processing, the conductor passes inbound messages to, and receives outbound messages from, the Dispatcher. In processing the messages, the conductor manages the message’s protocol instance thread state, retrieving the state on inbound messages and saving the state on outbound messages. The conductor handles generic decorators in messages such as verifying and generating signatures on message data elements, internationalization and so on.


	Dispatcher handles the distribution of messages to the DIDcomm protocol message handlers and the responses received. The dispatcher passes to the conductor the thread state to be persistance and message data (if any) to be sent out from the Aries cloud agent instance.


	DIDcomm Protocols - implement the DIDcomm protocols supported by the agent instance, including the state object for the protocol, the DIDcomm message handlers and the admin message handlers. Protocols are bundled as Python modules and loaded for during the agent deployment. Each protocol contributes the admin messages for the protocol to the controller REST interface. The protocols implement a number of events that invoke the controller via webhooks so that controller’s business logic can respond to the event.


	Controller REST API - a dynamically generated REST API (with a Swagger/OpenAPI user interface) based on the set of DIDcomm protocols included in the agent deployment. The controller, activated via the webhooks from the protocol DIDcomm message handlers, controls the Aries cloud agent by calling the REST API that invoke the protocol admin message handlers.


	Handler API - provides abstract interfaces to various handlers needed by the protocols and core Aries cloud agent components for accessing the secure storage (wallet), other storage, the ledger and so on. The API calls the handler implementations configured into the agent deployment.


	Handler Plugins - are the handler implementations called from the Handler API. The plugins may be internal to the Agent (in the same process space) or could be external (for example, in other processes/containers).


	Secure Storage Plugin - the Indy SDK is embedded in the Aries cloud agent and implements the default secure storage. An Aries cloud agent can be configured to use one of a number of indy-sdk storage implementations - in-memory, SQLite and Postgres at this time.


	Ledger Interface Plugin - In the current Aries cloud agent implementation, the Indy SDK provides an interface to an Indy-based public ledger for verifiable credential protocols. In future, ledger implementations (including those other than Indy) might be moved into the DIDcomm protocol modules to be included as needed within a configured Aries cloud agent instance based on the DIDcomm protocols used by the agent.




## Controller

A controller provides the personality of Aries cloud agent instance - the business logic (human, machine or rules driven) that drive the behaviour of the agent. The controller’s “Business Logic” in a cloud agent could be built into the controller app, could be an integration back to an enterprise system, or even a user interface for an individual. In all cases, the business logic provide responses to agent events or initiates agent actions. A deployed controller talks to a single Aries cloud agent deployment and manages the configuration of that agent. Both can be configured and deployed to support horizontal scaling.

![Controller Internals](assets/deploymentModel-controller.png “Controller Internals”)

Generically, a controller is a web app invoked by HTTP webhook calls from its corresponding Aries cloud agent and invoking the DIDcomm administration capabilities of the Aries cloud agent by calling the REST API exposed by that cloud agent. As well as responding to Aries cloud agent events, the controller initiates DIDcomm protocol instances using the same REST API.

The controller and Aries cloud agent deployment MUST secure the HTTP interface between the two components. The interface provides the same HTTP integration between services as modern apps found in any enterprise today, and must be correspondingly secured.

A controller implements the following capabilities.


	Initiator - provides a mechanism to initiate newDIDcomm protocol instances. The initiator invokes the REST API exposed by the Aries cloud agent to initiate the creation of a DIDcomm protocol instance. For example, a permit-issuing service uses this mechanism to issue a Verifiable Credential associated with the issuance of a new permit.


	Responder - subscribes to and responds to events from the Aries cloud agent protocol message handlers, providing business-driven responses. The responder might respond immediately, or the event might cause a delay while the decision is determined, perhaps by sending the request to a person to decide. The controller may persist the event response state if the event is asynchronous - for example, when the event is passed to a person who may respond when they next use the web app.


	Configuration - manages the controller configuration data and the configuration of the Aries cloud agent.  Configuration in this context includes things like:
* Credentials and Proof Requests to be Issued/Verified (respectively) by the Aries cloud agent.
* The configuration of the webhook handler to which the responder subscribes.




While there are several examples of controllers, there is no “cookie cutter” repository to fork and customize. A controller is just a web service that receives HTTP requests (webhooks) and sends HTTP messages to the Aries cloud agent it controls via the REST API exposed by that agent.

## Deployment

The Aries cloud agent CI pipeline configured into the repository generates a PyPi package as an artifact. Implementers will generally have a controller repository, possibly copied from an existing controller instance, that has the code (business logic) for the controller and the configuration (transports, handlers, DIDcomm protocols, etc.) for the Aries cloud agent instance. In the most common scenario, the Aries cloud agent and controller instances will be deployed based on the artifacts (e.g. container images) generated from that controller repository. With the simple HTTP-based interface between the controller and Aries cloud agent, both components can be horizontally scaled as needed, with a load balancer between the components. The configuration of the Aries cloud agent to use the Postgres wallet supports enterprise scale agent deployments.

Current examples of deployed instances of Aries cloud agent and controllers include:


	[indy-email-verification](https://github.com/bcgov/indy-email-verification) - a web app Controller that sends an email to a given email address with an embedded DIDcomm invitation and on establishment of a connection, offers and provides the connected agent with an email control verifiable credential.


	[iiwbook](https://github.com/bcgov/iiwbook) - a web app Controller that on creation of a DIDcomm connection, requests a proof of email control, and then sends to the connection a verifiable credential proving attendance at IIW. In between the proof and issuance is a human approval step using a simple web-based UI that implements a request queue.






          

      

      

    

  

    
      
          
            
  # Establishing a connection between Aries Agents

To be completed.



          

      

      

    

  

    
      
          
            
  # Aries Cloud Agent Internals: Agent and Controller

This section talks in particular about the architecture of this Aries cloud agent implementation. An instance of an Aries agent is actually made up of to two parts - the agent itself and a controller.

![ACA-Py Deployment Overview](../assets/deploymentModel-full.png “ACA-Py Deployment Overview”)

The agent handles all of the core Aries functionality such as interacting with other agents, managing secure storage, sending event notifications to, and receiving directions from, the controller. The controller provides the business logic that defines how that particular agent instance behaves–how to respond to events in the agent, and when to trigger the agent to initiate events. The controller might be a web or native user interface for a person or it might be coded business rules driven by an enterprise system.

Between the two is a simple interface. The agent sends event notifications to the controller and the controller sends administrator messages to the agent. The controller registers a webhook with the agent, and the event notifications are HTTP callbacks, and the agent exposes a REST API to the controller for all of the administrative messages it is configured to handle. Each of the DIDcomm protocols supported by the agent adds a set of administrative messages for the controller to use in responding to events. The Aries cloud agent includes an [OpenAPI](https://swagger.io/tools/swagger-ui/) (aka Swagger) user interface for a developer to use to explore the API for a specific agent.

As such, the agent is just a configured dependency in an Aries cloud agent deployment. Thus, the vast majority of Aries developers will focus on building controllers (business logic) and perhaps some custom plugins (protocols, as we’ll discuss soon) for the agent. Only a relatively small group of Aries cloud agent maintainers will focus on adding and maintaining the agent dependency.

Want more details about the agent and controller internals? Take a look at the [Aries cloud agent deployment model](../deploymentModel.md) document.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # What is Aries?

[Hyperledger Aries](https://www.hyperledger.org/projects/aries) provides a shared, reusable, interoperable tool kit designed for initiatives and solutions focused on creating, transmitting and storing verifiable digital credentials. It is infrastructure for blockchain-rooted, peer-to-peer interactions. It includes a shared cryptographic wallet for blockchain clients as well as a communications protocol for allowing off-ledger interaction between those clients.

A Hyperledger Aries agent (such as the one in this repository):


	enables establishing connections with other DIDcomm-based agents (using DIDcomm encryption envelopes),


	exchanges messages between connected agents to execute message protocols (using DIDcomm protocols)


	sends notifications about protocol events to a controller, and


	exposes an API for responses from the controller with direction in handling protocol events.




The concepts and features that make up the Aries project are documented in the [aries-rfcs](https://github.com/hyperledger/aries-rfcs) - but don’t dive in there yet! We’ll get to the features and concepts to be found there with a guided tour of the key RFCs. The [Aries Working Group](https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group) meets weekly to expand the design and components of Aries.

The Aries Cloud Agent Python currently only supports Hyperledger Indy-based verifiable credentials and public ledger. Longer term (as we’ll see later in this guide) protocols will be extended or added to support other verifiable credential implementations and public ledgers.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Aries Agents in context: The Big Picture

Aries agents can be used in a lot of places. This classic Indy Architecture picture shows five agents - the four around the outside (on a phone, a tablet, a laptop and an enterprise server) are referred to as “edge agents”, and many cloud agents in the blue circle.

![image](https://cryptocalibur.com/wp-content/uploads/2018/06/sovrin-ico-3-600x402.png)

The agents in the picture shares many attributes:


	They have some sort of storage for keys and other data related to their role as an agent


	They interact with other agents using secure. peer-to-peer messaging protocols


	They have some associated mechanism to provide “business rules” to control the behaviour of the agent
- That is often a person for phone, tablet, laptop, etc. based agents
- That is often backend enterprise systems for enterprise agents
- Business rules for cloud agents are often about the routing of messages to and from edge agents




While there can be many other agent setups, the picture above shows the most common ones - edge agents for people, edge agents for organizations and cloud agents for routing messages (although cloud agents could be edge agents. Sigh…). A significant emerging use case missing from that picture are agents embedded within/associated with IoT devices. In the common IoT case, IoT device agents are just variants of other edge agents, connected to the rest of the ecosystem through a cloud agent. All the same principles apply.

Misleading in the picture is that (almost) all agents connect directly to the Ledger network. In this picture it’s the Sovrin ledger, but that could be any Indy network (e.g. set of nodes running indy-node software) and in future, ledgers from other providers. That implies most agents embed the ledger SDK (e.g. indy-sdk) and makes calls to the ledger SDK to interact with the ledger and other SDK controlled resources (e.g. secure storage). Thus, unlike what is implied in the picture, edge agents (commonly) do not call a cloud agent to interact with the ledger - they do it directly. Super small IoT devices are an instance of an exception to that - lacking compute/storage resources and/or connectivity, they might communicate with a cloud agent that would communicate with the ledger.

While current Aries agents currently only support Indy-based ledgers, the intention is to add support for other ledgers.

The (most common) purpose of cloud agents is to enable secure and privacy preserving routing of messages between edge agents. Rather than messages going directly from edge agent to edge agent (which is often impossible - for example sending to a mobile agent), messages sent from edge agent to edge agent are routed through a sequence of cloud agents. Some of those cloud agents might be controlled by the sender, some by the receiver and others might be gateways owned by agent vendors (called “Agencies”). In all cases, an edge agent tells routing agents “here’s how to send messages to me”, so a routing agent sending a message only has to know how to send a peer-to-peer message. While quite complicated, the protocols used by the agents largely take care of this complexity, and most developers don’t have to know much about it.

Note the many caveats in this section - “most common”, “commonly”, etc. There are many small building blocks available in Aries and underlying components that can be combined in infinite ways. We recommend not worrying about the alternate use cases for now. Focus on understanding the common use cases while remembering that other configurations are possible.

We also recommend not digging into all the layers described here. Just as you don’t have to know how TCP/IP works to write a web app, you don’t need to know how indy-node or indy-sdk work to be able to build your first Aries-based application. Later in this guide we’ll covering the starting point you do need to know.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Developer Demos and Samples of Aries Agent

Here are some demos that developers can use to get up to speed on Aries. You don’t have to be a developer to use these. If you can use docker and JSON, then that’s enough to give these a try.

## Open API demo

This demo uses agents (and an Indy ledger), but doesn’t implement a controller at all. Instead it uses the OpenAPI (aka Swagger) user interface to let you be the controller to connect agents, issue a credential and then proof that credential.

[Collaborating Agents OpenAPI Demo](../../demo/AriesOpenAPIDemo.md)

## Python Controller demo

Run this demo to see a couple of simple Python controller implementations for Alice and Faber. Like the previous demo, this shows the agents connecting, Faber issuing a credential to Alice and then requesting a proof based on the credential. Running the demo is simple, but there’s a lot for a developer to learn from the code.

[Python-based Alice/Faber Demo](../../demo/README.md)

## Web App Sample - Email Verification Service

This live service implements a real credential issuer - verifying a user’s email address when connecting to an agent and then issuing a “verified email address” credential. This service is used the [IIWBook Demo](https://vonx.io/how_to/iiwbook).

[Email Verification Service](https://github.com/bcgov/indy-email-verification)



          

      

      

    

  

    
      
          
            
  # An overview of Aries messaging

Aries Agents communicate with each other via a message mechanism called DIDcomm (DID Communication). DIDcomm enables secure, asynchronous, end-to-end encrypted messaging between agents, with messages (usually) routed through some configuration of intermediary agents. Aries agents use (an early instance of) the [did:peer DID method](https://dhh1128.github.io/peer-did-method-spec/index.html), which uses DIDs that are not published to a public ledger, but only shared privately between the communicating parties - usually just two agents.

Given the underlying secure messaging layer (routing and encryption covered later in the “Deeper Dive” sections), DIDcomm protocols define standard sets of messages to accomplish a task. For example:


	The “establish connection” protocol enables two agents to establish a connection through a series of messages - an invitation, a connection request and a connection response.


	The “issue credential” protocol enables an agent to issue a credential to another agent.


	The “present proof” protocol enables an agent to request and receive a proof from another agent.




Each protocol has a specification that defines the protocol’s messages, one or more roles for the different participants, and a state machine that defines the state transitions triggered by the messages. For example, in the connection protocol, the messages are “invitation”, “connectionRequest” and “connectionResponse”, the roles are “inviter” and “invitee”, and the states are “invited”, “requested” and “connected”. Each participant in an instance of a protocol tracks the state based on the messages they’ve seen.

Code for protocols are implemented as externalized modules from the core agent code so that they can be included (or not) in an agent deployment. The protocol code must include the definition of a state object for the protocol, handlers for the protocol messages, and the events and administrative messages that are available to the controller to inject business logic into the running of the protocol. Each administrative message becomes part of the REST API exposed by the agent instance.

Developers building Aries agents for a particular use case will generally focus on building controllers. They must understand the protocols that they are going to need, including the events the controller will receive, and the protocol’s administrative messages exposed via the REST API. From time to time, such Aries agent developers might need to implement their own protocols.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Aries Routing - an example

In this example, we’ll walk through an example of complex routing in Aries, outlining some of the possibilities that can be implemented.

We’ll start with the Alice and Bob example from the [Cross Domain Messaging]() Aries RFC.

![Cross Domain Messaging Example](https://github.com/hyperledger/aries-rfcs/blob/master/concepts/0094-cross-domain-messaging/domains.jpg “Cross Domain Messaging Example”)

What are the DIDs involved, what’s in their DIDDocs, and what communications are happening between the agents as the connections are made?

## The Scenario

Bob and Alice want to establish a connection so that they can communicate. Bob uses an Agency endpoint (“https://agents-r-us.com), labelled as 9 and will have an agent used for routing, labelled as 3. We’ll also focus on Bob’s messages from his main iPhone, labelled as 4.  We’ll ignore Bob’s other agents (5 and 6) and we won’t worry about Alice’s configuration (agents 1, 2 and 8). While the process below is all about Bob, Alice and her agents are doing the same interactions within her domain.

## All the DIDs

A DID and DIDDoc are generated by each participant in each relationship. For Bob’s agents (iPhone and Routing), that includes:


	Bob and Alice


	Bob and his Routing Agent


	Bob and Agency


	Bob’s Routing Agent and Agency




That’s a lot more than just the Bob and Alice relationship we usually think about!

## DIDDoc Data

From a routing perspective the important information in the DIDDoc is the following (as defined in the [DIDDoc Conventions Aries RFC](https://github.com/hyperledger/aries-rfcs/blob/master/features/0067-didcomm-diddoc-conventions/README.md)):


	The public keys for agents referenced in the routing


	The services of type did-communication, including:
- the one serviceEndpoint
- the recipientKeys array of referenced keys for the ultimate target(s) of the message
- the routingKeys array of referenced keys for the mediators




Let’s look at the did-communication service data in the DIDDocs generated by Bob’s iPhone and Routing agents, listed above:


	Bob and Alice:
- The serviceEndpoint that Bob tells Alice about is the endpoint for the Agency.



	We’ll use for the endpoint the Agency’s public DID. That way the Agency can change rotate the keys for the endpoint without all of its clients from having to update every DIDDoc with the new key.








	The recipientKeys entry is a key reference for Bob’s iPhone specifically for Alice.


	The routingKeys entries is a reference to the public key for the Routing Agent.






	Bob and his Routing Agent:
- The serviceEndpoint is empty because Bob’s iPhone has no endpoint. See the note below for more on this.
- The recipientKeys entry is a key reference for Bob’s iPhone specifically for the Routing Agent.
- The routingKeys array is empty.


	Bob and Agency:
- The serviceEndpoint is the endpoint for Bob’s Routing Agent.
- The recipientKeys entry is a key reference for Bob’s iPhone specifically for the Agency.
- The routingKeys is a single entry for the key reference for the Routing Agent key.


	Bob’s Routing Agent and Agency:
- The serviceEndpoint is the endpoint for Bob’s Routing Agent.
- The recipientKeys entry is a key reference for Bob’s Routing Agent specifically for the Agency.
- The routingKeys array is empty.




The null serviceEndpoint for Bob’s iPhone is worth a comment. Mobile apps work by sending requests to servers, but cannot be accessed directly from a server. A DIDcomm mechanism ([Transports Return Route](https://github.com/hyperledger/aries-rfcs/tree/master/features/0092-transport-return-route)) enables a server to send messages to a Mobile agent by putting the messages into the response to a request from the mobile agent. While not formalized in an Aries RFC (yet), cloud agents can use mobile platforms’ (Apple and Google) notification mechanisms to trigger a user interface event.

## Preparing Bob’s DIDDoc for Alice

Given that background, let’s go through the sequence of events and messages that occur in building a DIDDoc for Bob’s edge agent to send to Alice’s edge agent. We’ll start the sequence with all of the Agents in place as the bootstrapping of the Agency, Routing Agent and Bob’s iPhone is trickier than we need to go through here. We’ll call that an “exercise left for the reader”.

We’ll start the process with Alice sending an out of band connection invitation message to Bob, e.g. through a QR code or a link in an email. Here’s one possible sequence for creating the DIDDoc. Note that there are other ways this could be done:


	Bob’s iPhone agent generates a new DID for Alice and prepares, and partially completes, a DIDDoc


	Bob messages the Routing Agent to send the newly created DID and to get a new public key for the Alice relationship.
- The Routing Agent records the DID for Alice and the keypair to be used for messages from Alice.


	The Routing Agent sends the DID to the Agency to let the Agency know that messages for the new DID are to go to the Routing Agent.


	The Routing Agent sends the data to Bob’s iPhone agent.


	Bob’s iPhone agent fills in the rest of the DIDDoc:
- the public key for the Routing Agent for the Alice relationship
- the did-communication service endpoint is set to the Agency public DID and
- the routing keys array with the values of the Agency public DID key reference and the Routing Agent key reference




Note: Instead of using the DID Bob created, the Agency and Routing Agent might use the public key used to encrypt the messages for their internal routing table look up for where to send a message. In that case, the Bob and the Routing Agent share the public key instead of the DID to their respective upstream routers.

With the DIDDoc ready, Bob uses the path provided in the invitation to send a connection-request message to Alice with the new DID and DIDDoc. Alice now knows how to get any DIDcomm message to Bob in a secure, end-to-end encrypted manner. Subsequently, when Alice sends messages to Bob’s agent, she uses the information in the DIDDoc to securely send the message to the Agency endpoint, it is sent through to the Routing Agent and on to Bob’s iPhone agent for processing. Now Bob has the information he needs to securely send any DIDcomm message to Alice in a secure, end-to-end encrypted manner.

At this time, there are not specific DIDcomm protocols for the “set up the routing” messages between the agents in Bob’s domain (Agency, Routing and iPhone). Those could be implemented to be proprietary by each agent provider (since it’s possible one vendor would write the code for each of those agents), but it’s likely those will be specified as open standard DIDcomm protocols.

Based on the DIDDoc that Bob has sent Alice, for her to send a DIDcomm message to Bob, Alice must:


	Prepare the message for Bob’s Agent.


	Encrypt and place that message into a “Forward” message for Bob’s Routing Agent.


	Encrypt and send the “Forward” message to Bob’s Agency endpoint.






          

      

      

    

  

    
      
          
            
  # Connecting to an Indy Network

To be completed.



          

      

      

    

  

    
      
          
            
  These are the ACA-py steps and APIs involved to support credential revocation.

Run ACA-Py with tails server support enabled. You will need to have the URL of an running instance of https://github.com/bcgov/indy-tails-server.

Incude the command line parameter –tails-server-base-url <indy-tails-server url>


	Publish credential definition

Credential definition is created. All required revocation collateral is also created
and managed including revocation registry definition, entry, and tails file.

```
POST /credential-definitions
{


“schema_id”: schema_id,
“support_revocation”: true,
# Only needed if support_revocation is true. Defaults to 100
“revocation_registry_size”: size_int,
“tag”: cred_def_tag # Optional




}
Response:
{


“credential_definition_id”: “credential_definition_id”






	Issue credential

This endpoint manages revocation data. If new revocation registry data is required,
it is automatically managed in the background.

```
POST /issue-credential/send-offer
{


“cred_def_id”: credential_definition_id,
“revoc_reg_id”: revocation_registry_id
“auto_remove”: False, # We need the credential exchange record when revoking
…




}
Response
{


“credential_exchange_id”: credential_exchange_id






	Revoking credential

```
POST /issue-credential/revoke?rev_reg_id=<revocation_registry_id>


&cred_rev_id=<credential_revocation_id>&publish=<true|false>




```

If publish=false, you must use ​/issue-credential​/publish-revocations to publish
pending revocations in batches. Revocation are not written to ledger until this is called.



	When asking for proof, specify the timespan when the credential is NOT revoked
```


POST /present-proof/send-request
{


“connection_id”: …,
“proof_request”: {



	“requested_attributes”: [

	
	{

	“name”: …
“restrictions”: …,
…
“non_revoked”: # Optional, override the global one when specified
{


“from”: <seconds from Unix Epoch> # Optional, default is 0
“to”: <seconds from Unix Epoch>




}









],
“requested_predicates”: [



	{

	“name”: …
…
“non_revoked”: # Optional, override the global one when specified
{


“from”: <seconds from Unix Epoch> # Optional, default is 0
“to”: <seconds from Unix Epoch>




}








],
“non_revoked”: # Optional, only check revocation if specified
{


“from”: <seconds from Unix Epoch> # Optional, default is 0
“to”: <seconds from Unix Epoch>




}




}




}




```







          

      

      

    

  

    
      
          
            
  # Deeper Dive: DIDcomm Messaging

DIDcomm peer-to-peer messages are asynchronous messages that one agent sends to another - for example, Faber would send to Alice. In between, there may be other agents and message processing, but at the edges, Faber appears to be messaging directly with Alice using encryption based on the DIDs and DIDDocs that the two shared when establishing a connection. The messages are JSON-LD-friendly messages with a “type” that defines the namespace, protocol, protocol version and type of the message, an “id” that is GUID for the message, and additional fields as required by the message type. The namespace is currently defined to be a public DID that should be globally resolvable to a protocol specification. Currently, “core” messages use a DID that is not yet globally resolvable - Daniel Hardman has the keys associated with the DID.

Link: [Message Types](https://github.com/hyperledger/aries-rfcs/blob/master/concepts/0020-message-types/README.md)

As protocols are executed, the data associated with the protocol is stored in the (currently named) wallet of the agent. The data primarily consists of the state object for that instance of the protocol, and any artifacts of running the protocol. For example, when establishing a connection, the metadata associated with the connection (DIDs, DID Documents and private keys) is stored in the agent’s wallet. Likewise, ledger data is cached in the wallet (DIDs, schema, credential definitions, etc.) and credentials. This is taken care of by the Aries agent and the protocols configured into the agent.

## Message Decorators

In addition to protocol specific data elements in messages, messages can include “decorators”, standardized message elements that define cross-cutting behavior. The most common example is the “thread” decorator, which is used to link the messages in a protocol instance. As messages go back and forth between agents to complete an instance of a protocol (e.g. issuing a credential), the [thread decorator](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0008-message-id-and-threading) data elements let the agents know to which protocol instance the message belongs. Other currently defined examples of decorators include [attachments](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0017-attachments), [localization](https://github.com/hyperledger/aries-rfcs/blob/master/features/0043-l10n/README.md), [tracing](https://github.com/hyperledger/aries-rfcs/blob/master/features/0034-message-tracing/README.md) and [timing](https://github.com/hyperledger/aries-rfcs/blob/master/features/0032-message-timing/README.md). Decorators are often processed by the core of the agent, but some are processed by the protocol message handlers. For example, the thread decorator processed to retrieve the protocol state object for that instance (thread) of the protocol before control is passed to the protocol message handler.



          

      

      

    

  

    
      
          
            
  # Decentralized Identity Use Case Demos

The following are some demos that you can go through to see verifiable credentials in action. For each of the demos, we’ve included some guidance on what you should get out of the demo - and where you should stop exploring the demos. Later on in this guide we have some command line demos built on current generation code for developers wanting to look at what’s going on under the hood.

### Alice and Faber - edX Version

The Hyperledger Indy community is littered with “Alice and Faber” demos. Alice is a former student of [Faber College](https://en.wikipedia.org/wiki/Animal_House) (motto: Knowledge is Good), and is offered from Faber a verifiable credential that she can use to prove her educational accomplishments. Alice proves the claims in the credential to get a job at ACME Corp, and then uses a credential about her job at ACME Corp. to get a loan from Thrift Bank.

The edX course version of the Alice/Faber story is good if you are new to Indy because in going through the story you get a web interface to see the interactions/technical steps in establishing connections between agents and the process for issuing and verifying credentials. DO NOT look into the underlying code because it is not maintained, and it is out-of-date.

We recommend using the “In Browser” steps to run the demo vs. getting things running on your local machine.

Link: [Alice and Faber - edX Version](https://github.com/hyperledger/education/blob/master/LFS171x/indy-material/nodejs/README.md)

### BC Gov’s OrgBook and Greenlight

BC Gov’s Verifiable Organizations Network (VON) project implemented the first production Indy app (TheOrgBook, and now just “OrgBook”) that exists to bootstrap verifiable credentials ecosystems. The Greenlight use case is a demo showing how verifiable credentials can be used for reducing the red tape businesses face in trying to get a government permit (for example, to open a restaurant). The business challenge addressed by Greenlight is figuring out what other permits and licenses need to be in place before a business can get the permit it actually wants. The demo simulates a business identifying their goal permit, seeing a roadmap of the prerequisite credentials already collected and still needed, and using links to get the needed credentials. Since in these early days of decentralized identity, business don’t have their own digital wallet, in applying for each credential, each permitting service is using OrgBook to get proof of the prerequisite credentials, and issuing the new credential back to the OrgBook.

If you are interested in using/contributing to VON and OrgBook, contact the folks from BC Gov using links on https://vonx.io.

Link: [Greenlight](https://greenlight.orgbook.gov.bc.ca/) - choose the “City of Surrey - Business License”
Link: [Information about Verifiable Organizations Network (VON)](https://vonx.io)
Link: [OrgBook BC - Production Instance](https://orgbook.gov.bc.ca/)

### The IIWBook Mobile Agent Demo

The IIWBook demo was presented during the [Internet Identity Workshop](https://internetidentityworkshop.com/) (IIW) 28. The demo uses instances of the Aries Cloud Agent - Python-based services interacting with a mobile agent to issue and verify credentials. Follow along with the demo to get a beta Indy mobile agent from [Streetcred](https://app.streetcred.id/), use it to get a verifiable credential that you control your email address, and proof the claims from that credential to get a verifiable credential that you attended IIW (or at least added attended a demo presented at IIW).

Link: [IIWBook Demo](https://vonx.io/how_to/iiwbook)

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # What should I work on? Options for Aries/Indy Developers

Now that you know the basics of the Indy/Aries eco-system, what do you want to work on? There are many projects at different levels of the eco-system you could choose to work on, and many ways to contribute to the community.

This is an important summary for newcomers, as often the temptation is to start at a level far below where you plan to focus your attention. Too often devs coming into the community start at “the blockchain”; at indy-node (the Indy public ledger) or the indy-sdk. That is far below where the majority of developers will work and is not really that helpful if what you really want to do is build decentralized identity applications.

In the following, we go through the layers from the top of the stack to the bottom. Our expectation is that the majority of developers will work at the application level, and there will be fewer contributing developers each layer down you go. This is not to dissuade anyone from contributing at the lower levels, but rather to say if you are not going to contribute at the lower levels, you don’t need to everything about it. It’s much like web development - you don’t need to know TCP/IP to build web apps.

## Building Decentralized Identity Applications

If you just want to build enterprise applications on top of the decentralized identity-related Hyperledger projects, you can start with building cloud-based controller apps using any language you want, and deploying your code with an instance of the code in this repository ([aries-cloudagent-python](https://github.com/hyperledger/aries-cloudagent-python)).

If you want to build a mobile agent, there are open source options available, such as [Mattr Global](https://mattr.global/)’s [https://mattr.global/)'s] [OSMA](https://github.com/mattrglobal/osma), or you can use something like [Streetcred’s](https://app.streetcred.id/) [Agent Framework](http://github.com/streetcred-id/agent-framework) as the basis for your own mobile agent.

As a developer building applications that use/embed Aries agents, you should join the [Aries Working Group](https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group)’s [https://wiki.hyperledger.org/display/ARIES/Aries+Working+Group)'s] weekly calls and watch the [aries-rfcs](https://github.com/hyperledger/aries-rfcs) repo to see what protocols are being added and extended. In some cases, you may need to create your own protocols to be added to this repository, and if you are looking for interoperability, you should specify those protocols in an open way, involving the community.

Note that if building apps is what you want to do, you don’t need to do a deep dive into the Aries SDK, the Indy SDK or the Indy Node public ledger. You need to know the concepts, but it’s not a requirement that know the code base intimately.

## Contributing to aries-cloudagent-python

Of course as you build applications using aries-cloudagent-python, you will no doubt find deficiencies in the code and features you want added. Contributions to this repo will always be welcome.

## Supporting Additional Ledgers

aries-cloudagent-python currently supports only Hyperledger Indy-based public ledgers and verifiable credentials exchange. A goal of Hyperledger Aries is to be ledger-agnostic, and to support other ledgers. We’re experimenting with adding support for other ledgers, and would welcome assistance in doing that.

## Other Agent Frameworks

Although controllers for an aries-cloudagent-python instance can be written in any language, there is definitely a place for functionality equivalent (and better) to what is in this repo in other languages. Use the example provided by the aries-cloudagent-python, evolve that using a different language, and as you discover better ways to do things, discuss and share those improvements in the broader Aries community so that this and other codebases improve.

## Improving Aries SDK

This code base and other Aries agent implementations currently embed the indy-sdk. However, much of the code in the indy-sdk is being migrated into a variety of Aries language specific repositories. How this migration is to be done is still being decided, but it makes sense that the agent-type things be moved to Aries repositories. A number of [language specific Aries SDK](https://github.com/hyperledger?utf8=%E2%9C%93&q=aries+sdk&type=&language=) repos have been created and are being populated.

## Improving the Indy SDK

Dropping down a level from Aries and into Indy, the [indy-sdk](https://github.com/hyperledger/indy-sdk) needs to continue to evolve. The code base is robust, of high quality and well thought out, but it needs to continue to add new capabilities and improve existing features. The indy-sdk is implemented in Rust, to produce a C-callable library that can be used by client libraries built in a variety of languages.

## Improving Indy Node

If you are interested in getting into the public ledger part of Indy, particularly if you are going to be a Sovrin Steward, you should take a deep look into [indy-node](https://github.com/hyperledger/indy-node). Like the indy-sdk, indy-node is robust, of high quality and is well thought out. As the network grows, use cases change and new cryptographic primitives move into the mainstream, indy-node capabilities will need to evolve. indy-node is coded in Python.

## Working in Cryptography

Finally, at the deepest level, and core to all of the projects is the cryptography in [Hyperledger Ursa](https://github.com/hyperledger/ursa). If you are a cryptographer, that’s where you want to be - and we want you there.



          

      

      

    

  

    
      
          
            
  # Indy, Verifiable Credentials and Decentralized Identity Basics

> NOTE: If you are developer building apps on top of Aries and Indy, you DO NOT need to know the nuts and bolts of Indy to build applications. You need to know about verifiable credentials and the concepts of self-sovereign identity. But as an app developer, you don’t need to do the Indy getting started pieces. Aries takes care of those details for you. The introduction linked here should be sufficient.

If you are new to Indy and verifiable credentials and want to learn the core concepts, this [link](https://github.com/hyperledger/education/blob/master/LFS171x/docs/introduction-to-hyperledger-indy.md) provides a solid foundation into the goals and purpose of Indy including verifiable credentials, DIDs, decentralized/self-sovereign identity, the Sovrin Foundation and more. The document is the content of the Indy chapter of the Hyperledger edX [Blockchain for Business](https://www.edx.org/course/blockchain-for-business-an-introduction-to-hyperledger-technologies) course (which you could also go through).

Feel free to do the demo that is referenced in the material, but we recommend that you not dig into that codebase. It’s pretty old now - almost a year!  We’ve got much more relevant examples later in this guide.

As well, don’t use the guidance in the course to dive into the content about “Getting Started” with Indy. Come back here as this content is far more relevant to the current state of Indy and Aries.

## tl;dr

Indy provides an implementation of the basic functions required to implement a network for self-sovereign identity (SSI) - a ledger, client SDKs for interacting with the ledger, DIDs, and capabilities for issuing, holding and proving verifiable credentials.

> Back to the [Aries Developer - Getting Started Guide](README.md).



          

      

      

    

  

    
      
          
            
  # Issuing Indy Credentials

To be completed.



          

      

      

    

  

    
      
          
            
  # Presenting Indy Proofs

To be completed.



          

      

      

    

  

    
      
          
            
  # Becoming an Indy/Aries Developer

This guide is to get you from (pretty much) zero to developing code for issuing (and verifying) credentials with your own Aries agent. On the way, you’ll look at Hyperledger Indy and how it works, find out about the architecture and components of an Aries agent and its underlying messaging protocols. Scan the list of topics below and jump in as soon as you hit a topic you don’t know.

Note that in the guidance we have here, we include not only the links to look at, but we recommend that you not look at certain material to which you might naturally gravitate. That’s because the material is out of date and will take you down some unnecessary rabbit holes. Keep your eyes on the goal - developing with Indy and Aries.


	[I’ve heard of Indy, but I don’t know the basics](IndyBasics.md)


	[I know about Indy, but what is Aries?](AriesBasics.md)


	[Demos - Business Level](DecentralizedIdentityDemos.md)


	[Aries Agents in Context: The Big Picture](AriesBigPicture.md)


	[Aries Internals - Deployment Components](AriesAgentArchitecture.md)


	[An overview of Aries messaging](AriesMessaging.md)


	[Demos - Aries Developer](AriesDeveloperDemos.md)


	To Do: [Establishing a connection between Aries Agents](AgentConnections.md)


	To Do: [Issuing an Indy credential: From Issuer to Holder/Prover](IssuingIndyCredentials.md)


	To Do: [Presenting an Indy credential: From Holder/Prover to Verifier](PresentingIndyProofs.md)


	To Do: [Next steps: Creating your own Aries Agent](YourOwnAriesAgent.md)


	[What should I work on? Options for Aries/Indy Developers](IndyAriesDevOptions.md)


	[Deeper Dive: DIDcomm Messages](DIDcommMsgs.md)


	[Deeper Dive: DIDcomm Message Routing and Encryption](RoutingEncryption.md)


	[Deeper Dive: Routing Example](AriesRoutingExample.md)


	To Do: [Deeper Dive: Running and Connecting to an Indy Network](ConnectIndyNetwork.md)


	[Steps and APIs to support credential revocation with Aries agent](CredentialRevocation.md)




Want to help with this guide? Please add issues or submit a pull request to improve the document. Point out things that are missing, things to improve and especially things that are wrong.



          

      

      

    

  

    
      
          
            
  # Deeper Dive: DIDcomm Message Routing and Encryption

Many Aries edge agents do not directly receive messages from a peer edge agent - they have agents in between that route messages to them. This is done for many reasons, such as:


	The agent is on a mobile device that does not have a persistent connection and so uses a cloud agent.


	The person does not want to allow correlation of their agent across relationships and so they use a shared, common endpoint (e.g. https://agents-R-Us.com) that they are “hidden in a crowd”.


	An enterprise wants a single gateway to the many enterprise agents they have in their organization.




Thus, when a DIDcomm message is sent from one edge agent to another, it is routed per the instructions of the receiver and for the needs of the sender. For example, in the following picture, Alice might be told by Bob to send messages to his phone (agent 4) via agents 9 and 3, and Alice might always send out messages via agent 2.

![image](https://github.com/hyperledger/aries-rfcs/raw/master/features/0067-didcomm-diddoc-conventions/domains.jpg)

The following looks at how those requirements are met with mediators (for example, agents 9 and 3) and relays (agent 2).

## Inbound Routing - Mediators

To tell a sender how to get a message to it, an agent puts into the DIDDoc for that sender a service endpoint for the recipient (with an encryption key) and an ordered list (possibly empty) of routing keys (called “mediators”) to use when sending the message. To send the message, the sender must:


	Prepare the message to be sent to the recipient


	Successively encrypt and wrap the message for each intermediate mediator in a “forward” message - an envelope.


	Encrypt and send the message to the first agent in the routing




Note that when an agent uses mediators, it is there responsibility to notify any mediators that need to know of the new relationship that has been formed using the connection protocol and the routing needs of that relationship - where to send messages that arrive destined for a given verkey. Mediator agents have what amounts to a routing table to know when they receive a forward message for a given verkey, where it should go.

Link: [DIDDoc conventions for inbound routing](https://github.com/hyperledger/aries-rfcs/tree/master/features/0067-didcomm-diddoc-conventions)

## Relays

Inbound routing described above covers mediators for the receiver that the sender must know about. In addition, either the sender or the receiver may also have relays they use for outbound messages. Relays are routing agents not known to other parties, but that participate in message routing. For example, an enterprise agent might send all outbound traffic to a single gateway in the organization. When sending to a relay, the sender just wraps the message in another “forward” message envelope.

Link: [Mediators and Relays](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0046-mediators-and-relays)

## Message Encryption

The DIDcomm encryption handling is handling within the Aries agent, and not really something a developer building applications using an agent needs to worry about. Further, within an Aries agent, the handling of the encryption is left to libraries to handle - ultimately calling dependencies from Hyperledger Ursa. To encrypt a message, the agent code calls a pack() function to handle the encryption, and to decrypt a message, the agent code calls a corresponding unpack() function. The “wire messages” (as originally called) are described in [detail here](https://github.com/hyperledger/aries-rfcs/blob/master/features/0019-encryption-envelope/README.md), including variations for sender authenticated and anonymous encrypting. Wire messages were meant to indicate the handling of a message from one agent directly to another, versus the higher level concept of routing a message from an edge agent to a peer edge agent.

Much thought has also gone into repudiable and non-repudiable messaging, as [described here](https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0049-repudiation).



          

      

      

    

  

    
      
          
            
  # Starting Your Own Aries Agent

To be completed.



          

      

      

    

  

    
      
          
            
  # Assets Folder for Documentation

Put an assets (images, source for images, videos, etc.) in this folder to be referenced in the various documents for this repo.

## Plantuml Source and Images

Plantuml diagrams are stored in this folder in source form in files ending in .puml and are generated manually using the ./genPlantuml script. The script uses a docker image from docker-hub and can be run without downloading any dependencies.

If you don’t want to use the script, download plantuml and a command line utility and use that for the plantuml generation. I preferred not having any dependencies used (other than docker) and couldn’t find
a nice way to run plantuml headless from a command line.

## To Do

It would be better to use a local Dockerfile vs. one found on Docker Hub. The one I did find was simple and straight forward.

I couldn’t tell if the svg generation was working so just went with png. Not sure which would be better.
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Submodules




aries_cloudagent.protocols.present_proof.v1_0.messages.inner.presentation_preview module
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